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ER LR YEE B AR L SR R IR R - B
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FIFLUTE R B RHRE CEBH - DHAAFTEERET - fife " 3&E
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B E AR 5 H HH R RS 2 v RE M B E T - P R
JEEREGH & 2 BH b B A HARAIRE - EREEARRA LU N EE -
o TELRAM ARG RAEL M e ~ SEB M ~ WA RO
o TR AR SR IEE R AR ] M B rT st
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BRL A R B R B ) S B R A A & IR 2 1
& - ANGEEE A 16 5%+ S A B R R R 5 AR ER
T 16 3% » (EERRIR ACRESES A SR BlF E  ®EY - R R G
@7 o WEE R SRR TERTE (preventive) BGEE#ME (counselling)

ORAIRAE 4 2 EE 0 TR, (pseudonymisation) (RFEFREE A Z R} -
TEANE FHELARIT DI RN SREFO R E 2 R 48 - HEZI ekt 24k BHAE
T SN DA B e e R B2 BN B RHIERR I E A o BRI A G RHR LT
Z TEFRME ) (de-identification) FHIT °

TORBIRINES 8 {6 T b I B ALy AR 45 8 F 5L 9 A1 7 2 66 (Conditions applicable to
child's consent in relation to information society services) ; S3HIE * BUR& & BEELL
B PAE S E AR T (HARTHER 13 5% - 59 B B AZRR B Z a3
AR (BB SR B R 22 OIS -
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RIS - fEZEG AR EEERE N R - BB T RE i 5l BRI T By
IR FEHETE Ry RRETC R B L R PR T A7 AE o JE B » AR R RR
HEAER (Rl B&R) I 1SRRI TEEAHRBIRER] -
AN BT R (59 1)

MR ~ BUGE R, » FHEERENZEANER - ERER
FACAERA H RN Z VIR GRS R ~ W TR AU IRZAE AN E R
Bl et FRAH B B AR 1S B E M S B B R R B - J R EET LA
b o ABARARR RS B BREAFRFE - EF ERCHERESRCE BT
B RelEITEG MATHEE BRI EANCHE » Rf T LFK
B EREMEBA AT RRERE BNy IRIEER -8 EARE 2k T A DA 22
IR AEDERR 10 o
s BARFRER ERE (F 354%)

LB A Bk Z PR B AT REE AR S A REFI S E B = R 2 1
T ¥EE BN R AT T E MR ZE TS (data protection impact
assessment) * DA & EBRAUSRIE ~ AE - Rk MR E M - CHFER
FETHET FH LARREAL o i B Hfe O A1 A A DR G HE B ) - Ry B A A
ERN RG] (R ERRE R 2 EE STy - piiast
T AR ERN A & -

BRHOR R R BEEEAL G H M A R R B 1~ B B B R g )
Al E ZEAERL - Blan « BRE B A AR EOR B R 1 S A S
RS ~ KU Bl s k) - BOE B R AR R N B
EVIER ~ BRI EIUTEE R B L 28 i S < ERR B - B R
P EREALAE R BUR ES $22 /N 46355 (monitoring publicly accessible areas
on a large scale) JRELEE - FEREERADEEE FIEE - SRR
R AT RERI DR e REFI B ] Hhad ol s B A\ o AT LA T -

O P R RE o SRR o R TRERIEAL . A ERRE (Proces sing of
special categories of personal data) | 28 2 TH&FHE °
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Ry T 4B S 2 BB S 1 A AR B (i G L
{IER=¢ 25/NE| SRt [WhSicp N ik S diu B Sl PN ¢ X 7S v
R o RSO T » 10 50 = B e B S R A o MlEl N RS G 2
SE A MG AR N B ER T T - MEA B 1 H BR M #H Cl T A
I 2 R I A1 X A A L 2 2 — (ol R S L e o R+ EL S AR A
Fir & HAt B o #U SRR - i N R BB IEAGTS Ry - 58 = R ERE IR
GRMEL Z ERHRE R E B (effective independent data protection
supervision) ~ ¥ ARE ~ {EIGHIE L HAEE - HIERIEER L18H
35 H. T B R BRER] S AT A T B AR -
= FAREE (B) (5B 374 E% 39 4%)

BRIEBETT OH AR ME ST - Hh 2 5 B BR BB i st A T 1l & R R B R
THEE 5 s a2 B B A KRR ES 322 (regular and
systematic monitoring ) BRH T HERF 3 KHUE R B RF RBE AL E A Zk ek
EHFTR B TEAERE 2 B A ERHRE 5 Bk By & B AR R
JEtE € B E R R A B TR A B RRE e B RER

(data protection officer) °

ERMRRE E B R B T e S E B R S R - WG REREOR
HRNAEMERBITIGG 35S+ HARRIBI TR S ple i (B &1 -
P SRR B R DR LR B T B Ry - WA BRI A
ERHRTE S -
= AMRERRE A TR R (35) (F 424F)

Fo H2 T+ A K Il iz 525 W B 3 A JU oz e 10 - s il 8 A o

(certification mechanisms) B & £} {7 58 12 75 [ A% 5% (data protection
seals and marks ) VT - DIESHAPEE KRB L PR BRVE BE ST AR
AU - EEEER T RS A DUDSHEPAG FHRE 22 it S IR 85 < R IRFERL I - #H
RRREEE PAT = (B8 Y7 W s 3P Al B SERT -
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+=  BOMMBATHRERZEE (5 6815)

B A B S BT R AR S B R A
(Board) » HUREKEAHES 95/46/EC FT 83L& M A Lkt R B 36 T 1
/N (Working Party ) = HLAH 5k e £ 75 4% 7 54 B B b Bl S B P 2k
(R RS S 0% - BT E QR HE
B2 IR - (BRSO 5 B R R B A R R S e
(specific voting right ) °
+wg EAFTRMZ @R AR TR (53345 5 82145 )

— H P B N B RHME E TR E 2 » ER [ R RS R,
FEHIEHCEAE - 25TRE  FERESBIR 72 /INFEPUESE: - M Sk
BREIEH - B AR 12 R TR R T AR B e R
FRAEIEIR o % SmAERE R 72 /INFRPIBISERY - SEAL & 5 K B E A —
BHRES » M B ARSI 3B -

RI3& I AR R 82 e Ll s 2 SR - (T A REEHE
B R B SR L S I o MRS o R B T B
BHAESE S SRR AR - 1S R T -
+5 R E SRR (5 83144)

SER ARG RIS & MRS & 5 - R B
Bl BB E - BERL T BT ATEEE ATk - B
DT — s MEE R RS R T2~ LIRS e

SRR R SR 8 AR B B B
AFBNFTE LR E A HER] ~ B0E SR IR AH HISE 8 & B BT
ELEMEBE  BERl - T EET 2 ITREE ki B
LR — @ s MERE R BRAE S AL T 42 WY - A DAk HE - SRAH
CERE LR AR SR (BEAES DRESEE) 3
SEEEWRE ST E -
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B 4k

we ve

WY [ T3 S5 S VR (e it ey B Ry » RSl A &
ZEESEITE - 8 N ERHERR AL AR - A& e B A
R S A ST & AR ACHR AR BB IE RN R R AR RO TG BhIF -
PRI PGE fe = ERIEHE IR - B AR IR AT PR - SR
Bk AW AR BIE E BT - W ABE LB - By
MR A E R iR - EEER T EFAHHEASHESER
BRI PRFE LI RIRE o ASCGRERLAREC T8 ABRHRRERII K
IR A A (ERERE 173 BEZERRTS K3t 11 7~ 99 Rz
ERASL) AR08 B SR - JIRESRE S [ X - ik — 21
R (A B LR B b sl 5 [ AR R BURF AR ~ EESE R ST 5E5E
HIEHZ o
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BRAHAR  EAETHRERR —
FAs Py & B FTHLR

G | BRI AT T s B R AR R

FHAAER R & BB (S AN B R R AR A R S — BRI 2R » DL
FOEFEARE A ~ (TN ~ REBRFENREI PR - ¥
il N ERHRRETT SR BT G RE B PR B - BRER¥T 1995 4E07 1% T ERMRE
f 28 (EU Directive 95/46/EC: the Data Protection Directive) ; #1T K
JTIRAZEREE - BUERE S HE 2012 4 1 HiIEHHERMEE QR E DL
A&+ H T A AR H ) AR SR B AR R B R R AR A - 1%
AFERRE IR A BR E R T - WoNE S I T2 17 HHER
EIEER - &8 4 F 2050 - BONGESRRTE 2016 44 H 27 HiE
BRI 2016/679 » JRRI T E A ERRFEMN (the EU General Data
Protection Regulation * LU f&f#% GDPR) ; -+ FE#IHIE 2016 4£ 5 H 24
AR - WHREE 1995 20 T ERMRFEMISE )« InEdUE 2 il
VI - EH BB AR B BT E i GDPR » 47 H 2018 £ 5 H 25 Hi %
[ A T -

GDPR A& 58 FH i R PR st & i Y 123 - JRm R B e S8R AR (H AT
BRHREE A - SR ~ PRI R B RAYE A &R Z0E AR
% o A1 - GDPR BR 72 HE & fREERIE - H RIS 7 ElaCEE b
FRYEHRT » B PIBR S8R 2 T B WOT B & BRI S 2580 4% WS HH -
FH* GDPR Bi{5 5 #8182 E B AR Y] - BRI E B EHER
2% 17, & (Association of Consumer Credit Information Suppliers » i %

ACCIS) ' IR AREEE AJTBREE - $1EHE P A AR R - T

DB S B E (ACCIS) » FROTFAPETE 1990 4F » Jrai: ik th ks 52 6 o 25 1T
HORAAR - BOLSR B Rl & B 2 TN B E S RS A 0 i BOE BB RAE
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RS TS, -
—  GDPR 43T & 8
(—) FEFHEERAIFE © HH Directive $£71 55 Regulation

B AE 1995 - Hil 2 R ERHR M G (Directive ) {2 R4 BRI HE M
e I E A A HE SR B R I A+ WA 2y B KRS B2 B
il 7 2 B B R R i 2 A B B i K& e T B A & R e B
B R R 5 2 RE S AR K HY 72 52 © [T GDPR (Z 1A A7 I g 1
Regulation Jg ) » EASEHERINEE S (European Parliament ) EZEX 7 HIE
& (European Council ) HYREUR » 5 H #28 FAREE & & 85 - A~

T EE e B AR E L 2018 F S HEEEH AR AR

TE R TS i TR 1 B B [T 1 A 2 SR R B — O RS
B 1 SER A RUGEIE A » HAE TR BB B 2 559 (One
stop shop) © BRERZNKFETZ#E— T BRERE K REZ B (European
Data Protection Board * EDPB) ; - #&HH#fi= . (opinions) ~ #£H]
(guidance) ~ i (recommendations) - #f 7Bk B 3 I & LR 7
il RS o B B — 0k -
() $8K58 H#iE Expanded territorial scope

1995 &R R A& S8 @ i Y - 2R SR s R IR - (1
A AR E 7 - A BB ER AR - 7F GDPR HUH#E: - B &

BRZ SN » R RSB R B B g 2K - B SRR A R & B I
BE - (T BEBRAIMNAER RS W CEE R - DUE RS 2 s il
B ERATEE B A FC EEE - BRUM T EGERMITERE E G H RS g e
BRI Z5 -

2006 FEEZ RO+ AR URIIR S E0 R BARE PRI R AR, - WERERR LER IR A 2 -
Halaz# ENer B 42 AR BUEHIE 2 S i (Ofm 28 M%) -
A 6 MIEIENZ JFEHE 5 (Associate Member) + 23Ry © 58 (<RIBS RIS
)~ FREIREE (FREBIARERITEE L)~ 25P5EF (Buro de Credito TransUnion
de Mexico SA SIC) ~ %% B (National Credit Bureau Company) * 3& B (MicroBilt
Corporation) ~ fafJ@ N ELHEREE (Caribbean Credit Bureau N.V.) ° S4FE#E » ACCIS
WSS - WAEE (Affiliate Member) - FIFI{ES FICO 2AF—%
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BHZEHIE PR B RS PR TS - (H A Bt it s s AR
PR TEERRR PR IR R AR R - RIEE 3 GDPR B » W55
FEBRE AR EARATECEESRE - G —HEREERS
BEERHEEE (ANPEK ~ Google ~ Facebook %) -
(=) EIEXE " ERMEEE Data protection officer * DPO |

FoftEtR{2E (BRSCPTHE T ERHERIZ data controller ; B¢ " &R
H%% data processor y ) ZHRGENEER © GDPR BHEESKRATIR B E
T 250 A - HEOLEB W KEIH R R RIVERERE - KEIM3E
DRI ERRER (DPO) o A A AL IR TIE
F1E3EE GDPR Z i » DPO fS#HEETREARET -
(V9) ZRt s B R B E S I A U R &

1995 FERHREM BN AR ERZEEZ "WRAE ) 22
FERFZFIE L - GDPR B3¢ A (RAEE AL E INZEPMLIE
£ AR AP ZFE  ZAELERERE S AR EN
7 (freely given) ~ B #& (specific) ~ HI{E (informed) LLJKHHHE
(unambiguous ) * J7REHUIH G FEERE A E R » JCH EFE U ME &R
(sensitive data) BLAHPAMERG R (explicit) * {BZEAHRESREIHTLEY
BEREFAZAE  BEFEARFIER - RERERBRIFREE -
EAREEDL "R, o RESEDEEE IS KRR - AR
AR EA AR - BRAREERTS GDPR RYZIK » RIRE R -
HAZELFRMIE RN E B AL AT RS 2L HS B g s
A AZE R EE » P E A ERHS  g AE HER & » thdh|
TE A s RO -
(71.) fEAERL AT #EHE Data portability

GDPR [ T #id {3 - thifENER A RAEH B CRYEEEA AR
PRYERE - QRS TR ATHERE L o LS AR (R AR RIAS Eh A R A RE
F1 - P AT LUK ELAE A E R DL s EAt AR B &R — (i M I %5 1 R
(ISP) RSB 535 —1lE ISP (BIANK A HA& A BRI Google
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T2EIE] Yahoo)
(7)) il A& #EH Data breach notification

GDPR B » 03¢ (S BRI ENER RS ) HREMAE
BHOMEEA: (data breaches) » DR HIZER 72 /NAE S ERHRHE
FEHEREH (Data Protection Authority) » HIE¥ERIE R ARG E
KeFE LR » HERPIREREIIR - HE/RHE S F (without undue delay )
HATERERA -
() IT B ERHRESEET Data protection by design and by default

3N TR ML A SRR S - AR SR B R BE A& R - BRH
765 BT R R E AN - IR EE G 8 A &R L S i/ A (data
minimization) * GDPR N MBI EORE 5 BEASREE Ky ik 35 v] E 2 5]
PE R R E W RENCE R - FIANRE RS BB 28 Cookies ~ 1%
IP {7k B DAFEER T E 8 A B 73 B R 2 B AT ~ AR VR B i & Rt
% - H GDPR 3| A " &R ET (Data protection by design and by
default) , I » ZREQARSEFOHT & AR B BLER AT - R &R
R BEHIA T & - JRBI & HHZE MBI ZE B - (EER a3 TR )
BEP% - SRR EEEE 1T Meps Ao i » WEEEA ~ &40 ~ EH Sk
%G GDPR ZZEK -
(J\) #EESHE Right to be forgotten

#HE S (Right to be forgotten) ;ZRTHYPRRERR IG5 —KEEL -
WIMCE SN ERY - 5 R TE A AT 5 A R A A &R
1E 1995 FERMRAER HBIE & RN E B AR ZORER - &R
YRS P A R E N ER » EEERME AN IERE ~ RoeREs - nJEkE
1F ~ MERECE 8 (rectification, erasure or blocking) * GDPR FEiE—2
fE o SRR L - IRRIRR R T E R IEMEECAR RSN - 5 HAh
B (F40 « FREREEE A ER - ERFE A R AR % /<
1B B AT TR ER e Fr E He  E &G - FEZ AT BR
WERE A AIBIECE A AT AR =5 (58 (Google) &G T HH
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B o B TEE ) AR B R R SRR IS -
(Ju) KERE (Right to object)

7 GDPR * il A #H#E (Right to object) B " #HEEME , - Jh2
ANEZREF] - A REMRE R E B NG - fEREBI T - K&
Bl m B » BRIFE AR S EHREEZER A EREEHEE - haE
FHE R AZEARRENEEHE - EERE S ARTRCEEE - BREHE
JENZRIE (1 FREEEZ AR A B o SCAPRET B A R LUK S8 A & BT 5 )
fbEA 2 " Hi#g (profiling) . 1&H®) » JREN » ERVE 35 A REMR I —
YA E MRS 2 Qe i R e TRERAY » b — R S LUK Ry BL it -
HEARARSE - N TEBEE T &R A B I AR B (B4 -
Facebook 7 i FUAIREF BULENNE ) - KHERRE KRR - #32
AL TS T ) AURER R R R IREEE A T RCARE -

(1) EEE LRI Z PR

GDPR R DIK & A BRI THBILESZ " #i4§ (profiling)
HEMETRREFE LB - AR M2/ « DIEEME T =0R
B A BN 20 AT B TR B » 2 AR S EORE HCERE TAERE
PR ~ LB ~ EEHIRDL ~ MARLY - PIERESETT RERBIEZ
FIE - GDPR BUE : " i@ (profiling) , LHEAREKBRNEES
FHFBARERDE 5 P AR FITE MR RS 5 NS
JRRERE (FIan « FEIR ~ BUATLES ~ SRS ~ MEIAIEE ) AT -

(+—) & B R i 2 2 ¥ {4 (Data Protection Impact Assessments *
DPIA )

GDPR 22 KA 3¢ A AT T ERHRFE 2 2514l (Data Protection
Impact Assessments * DPIA) | HIDAHESSEB G B R R AR A BSRLAE
R RS - DA~ A ER B ORI - G P AR B R A A EORT
ST R R P B S B B L B B R % - DPIA BT ST E iz

M EEAL 2 2 5F 4 (Privacy Impact Assessments * PIAs ; ZE{LL » I PIAs
A MR R EELE S - DPIA BRI T Ak B — 2tk
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(=) Kigfemiiles
GDPR KilE 2 5 & ST 8H » HOE SIEETHE T[RRI ST
= Bl A GEEE - AP MIERE A SRR K - i EEIE
SEH P BB ORER S LB B iR L 1000 EEOTE 2ERE
SEREERIY 2% RUETER ;s SR=B0ERUT R - IREEEE A s 18G5
EEE - ke A P RS LR BRE A BIRRYEE K TR B s
Azt WA RIREE AR E RS I BITRRAL R ETS ; WA
BB IRAEE - EE M =B A g - SRR L 2000 EEOT
BRABRE ZEREEE 4% RYETK -
= ~ ACCIS #} GDPR < Bfl /= £ 8 & GDPR ik &R
GDPR {5 Fl ¥ i 2 B BA /%% ) » H GDPR fi* 2012 F ¢
BEE TR + ACCIS B AHHE AN JJELER - $15HE S A SER
Frvkaged - MMl TR - SRR E R + DL ACCIS 4% » 12
#iMh (Response to the proposal for a General Data Protection Regulation—
Perspective of Credit Reporting Agencies) * MAEMRHETT3E - R VU4E
HIEE )T R ARESTE ACCIS HUTEIA - HEBMIT ¢
(—) 2z TGRS ) YRS DUREME A E R Effhz —
1995 FHIERIERMREME (Directive) 25 7 1§ (Article 7) i
TR LR A BRI 6 THEM: - Hrp (f) HATAEEIEERE
M &R (legitimate interests) | Z HIEA) » 7] DUE R BRAE A Z
ZAKHE - fF GDPR WAZZ@RE - b —HUE s [ ER LR - 3F
ZEE L REERE IR T SRR (legitimate interests) | EFREL
FURIEA A Z3E - REVTREES FiRHE " SRR ) MY T &R
R ARIRER] - ACCIS $1¥flh—iRE - Mt RIETRY - GDPR I
RRER + A T EER ) MR -
(=) T 53R ) ZCEHE (Right to Object) ZPRAf
GDPR "L B K T SiERIs o YR ERFE AL THE T BCERE
AOEE RS » A E TR B AT - B HE S P S R AR L (1
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a0 —ASERE AN - F SRS EIIER - SO R BHAE A

EOREIBE BB ) o GDPR feAlHiiIR « RAFE AT & T SCEHE | 178

RUEEAA

(=) HHBLIKZ T#i#g (profiling) | JEEIRGREIA T/ A
GDPR ¥R LURREAE R EE{LEL . T i@ (profiling) |

HAIEREERRERE - S AHEEmATefte "B ) IREHE

fiA profiling Z#EE: » R A EHFERER AL AN T - /£ EH

£ B EBR IR R ER(E A5+ A F] - GDPR Sl fiiR « R
AL A REFITEERIA -

(V9 REREHEUREERHI PRSI

GDPR Ji 5 B E 25 75 PR E A9 8l A & 8L (special categories of
personal data)  FEA : PER > FEFEEATECAIREE - A6 BRI AN 15 R
HEBERT o ERR vk B FI R BT B BT R A LUK B (5 F S 5 B b i
SRR - HEEENE N SRR A E BT B E (over-
indebtedness ) HHRAZBIE © GDPR S ftiiR © ARBRHIERT Al ELLT
B ETE R B -
= » GDPR #12 Al R & M2 3 &

GDPR BRIs@E{E A ERHRER TR 2 Fh - INEERER 28 BB BE K
IRAERUE IS — » TR B BB S TR B B E RHRER E
2 AEEIEIR - B P R E A S IR B R e 3 TR
FEEL » BI5 |3 Bk v & EH B B B S B R A SR = FE B - FEHORGE S
BRAE ~ #EERIbRVE R - M AE RIS ETEEE ~ PR B ER A P oe -
ifi GDPR B i » B IR T 8 s B B W T 5k B VIR s 25 8N (3
SR EBRZE) AR E KRR - #1748 S 28 BRI A B B A A #8
TERE 2 Wi, -

DUE Rl BB I AT S - #EPR ACCIS £ GDPR 173% EHY
BEET R+ RER(E T IR RIS BERE » {H GDPR f* 2018 FEHYIER
Bl » 5EHE RS SEE AR 2 A E IR -
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(—) 2B BRI AE R G AR
GDPR B8 B — M YR i - A8 B A R R R 1 22
S TR R T B E R R#ZE B & (European Data Protection
Board * EDPB) ; » 7R/ 30 & BB 75 - #5 B0 28 i & AL B #E [
(opinions and guidance) - ## 78 GDPR & HH fifg # & 1y 22 i - DL
GDPR B8] —E BT
(=) fEHsR SR < rTEREME (Accountability ) 3410
E GDPRAYHIAE T EHIm S BB A mEMER " HEHE
(controller) | BiEER} " BRI (processor ) y HYAEL » H T AlEFE 1 |
HF S Rt A8 » & CHUE P ARG S+ RIS s S e
VLHAE GDPR BRI ER R 2 ny e B BRI B ] - G R IR HITTA
RGELE -
(=) BREFEAMERN (Data Subject Rights ) ZF7{#
GDPR 14 T 2 (REE R E 5 ARERSHYRIET - Bian - A& R
Z MBREAFE IE 5 B il #EHE Data portability ({SZEEGETR 52 R
BYHEEER)  EABRREMIGEESE » 65 Al BEnsiTE
Erp o BWEAHE—ERIERTE - fla0 : #2ERE FEAREHERNS
AR BRHEBEIARETE » () [ERMEREEE
MEESTF & GDPR ZB3K » {5 RS i S B e TR Bh B LU - 3
BRERE - BE USSR PR R U -
() HU2bath - 2R
ETEERIS o~ THOETRE, - TRERE L T RIREIAY(E
ANEHR ) FE - ARG RS EEEE GDPR IZER S T L
Ji\ - (HEZ TS B R SRR - R I A E 2N EE (R
RS Er B ILERERRR ) TR, B TEBHERREZE
o BV EERR - Eh— e BEE R RE X E R (Data
Protection Authority ) FT{ERYIRIE » & PIRERS AL - 15 it
REE/IVESS -
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v » GDPR #} 4% B 12 F 30 5 #AE 5 R 2 BOss

8RR LE S - — IR RE R Rt & K B B
RS TELAR A B NSRS BR BRI A 2R IRE - HL A B Rt S HLE
FHEARSRLMEFI R B B IR o 5 B Pb R v 5 IR S, - FE R A R B
SRR A ERELL A BRI RIS Fr 5 (3 FRVIG S 4 - RIlEARZE
LA HIVE A SRS RYTAI ) -

EEHAR G ST TEHHERE ) |8 T EHESE 2Bk
ZEIAETE - EBHEHE A SR TR AR - TR
DEFRH R LU TS RBAE ) SRS R R DUREE
MMERfEE  BUSE RS -

H TEHMHEE ) RS RN SRRER T TEHTEK
#H L ZESREREN S A RAIEIR » Bl AR B SRR E R
% SRR E R E SR T E R mIIARE - N DU TR R
FURSITHEE GG - PR At - BEREER RN n] REE Mk R AU ER G T B4
BE - BOTHE SRR E SR T EHmEEN, o DR
FHRITE TEHTEKRE L FEHEAA R E R § RLESE T
GREATRZEALE HRZ0EANERRGERE » R AEREER
TR TUCESAE o DUREUE A & KRR e - DU e
SRE RIS - EMENT A PANE Sl -

B [ A R A RS TR (DUT R L) IS i -
1E TR TR L~ TERATREEE Bk B A MR SRR O] R AE B
HRERIZHE PRTE L IFE R ERE ARERE - BiEbu Ok T e 8
EH o Ew T EHK, (Hile BERST TR0 SRR - B
15 8R1T - EHAMEL » E2RERATE] ~ BBRERA ] - BEEHE
WEEREE - BHEAR - RERGEBZREBAFE) » KEGE
FERE(E FHERNC TR ~ PRBB A FRFF 2R » DU T BT K |
Bl TSR | SRIFEE S G RETBAELRS - KEaPy-H4ERYSElE -
il NERMREERZEEH HAEANER = REGER I Eafa e -
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W4 FEEHARER SR - TS E SR (financial inclusion) |

LA ZE Rl G S E B - BORIBLEN R T AN A [ ] PHAY S R -
M <Rl 09 B Ry i A 5588 (Bl » EIE S-SR &
unbanked * DL SRR /& % underbanked ) » FEHTHS B H] 565
AR (7K~ BERK ~ B30~ R ~ FREA S ARG B T A8
ZIRE) o ERBREBEFEFENEEED - H5 B RS REH KRR
IR B Rl AR S AN B » BT S S A A S 55 245 < Rl IR 5
HOGRRE B » 1T i 3% < RS o SR AL AR 2k A < BB A
B H R IES RS R RHECE S - BB AR R IZ Ay S SR B B
FIFE Ry SERRTES » MEBL SRR T - AB R (R
SEF o PRS- R ELER T o PEENECERTE GDPR Y EH & -

S SR A AT SR ~ BERZE BN [RUVE RIS 2
AME ~ EhERAMARSIS LR R X TR RE(E A S IR e it
FREAZ BN ER  HER#HEREZ - ERERZIT - EREIRE
BhRE - MDURBE AR RERLZ /T iR H SO - FEHH 2 HE &R
BEARI R RGO B2 fE AR B E SO EE F e
A HES -

T RURE(E RS IR PR i Fr K = 2 B & R} » bR T ZH I
ERE RS — SRR BUE R ~ BRIy Eh G RS B0y ST L B (AR
Ff ~ B EST BL RS R S R LS ] R A B S O AH R T S DA B as <
S RMRESN  EERARBBERZIBE T » HERESAS AT
BiH GDPR 176 " HoESRE , B0 T RCBIAE L 0 BUEREREUIE RTRET K
By T ERDEEIIRE . GRS - fERBIBRIEREE N - B A TSRl
MR BER AT AREES T/ JE B AL )+ JRErEEE GDPR AT 2 sl
YIRI LB BHETTH TR SR T g ) BRI E AN T RCEAE ) B
HE

TEEA AR — H T HAEEBREERSE T - T &R R, B "%
R ISR R - S0l TES IR B 0 BUN AR
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BO PR A BT R i 2R A B g » SR AE AN EINT
FUBIEL - EEEE ZH AL LS B R AR - E—ERR R E
Bfg N - ETTES TR Bl RS - L R P B R BOR LR B IR
SREWAE - JRAN T8 RHY (RegTech) | BT - Britbiz b » (L4
B it it 1T+ JNE TS o3 B B A YA T AR - AR PR
(R A EET TRALE - R R - T BB R IR v g Bl
R W DURBS R EHE (risk-based) » G%EHA X HAGHEILHUETEEL G
il TR e - BB AR BB NG & - BLE R TR A
(Regulatory Sandbox ) | FYME& -

HESR GDPR WY E it S Bk A 3 1 15 FH il 5 B A 1 28 e R B A
SRRSO T RIFUS2 2 - MEfE GDPR HUMEE T Bl 4¢ H R s 2 2 BR e
{5 R S RV R ES - & n B BIE R R e Bh ey it -
Mgt~ fTENE ~ Bt S 2 EAERHRE R FEE - &S
B ELR B < Rl S B G PR AR S TR RS 3 E BT AR RS
BRI ER RS - RIS - S AR OR G FAH R R
RETRTERGR - (PR ACTERETE BT 3w P B » DA (E P i S s
ALY [MBCREIE IR 2l i - DUEE AR BB E R
ZHIHE 1 AT (E S e < il e e -
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REGULATIONS
Al

REGULATION (EU) 2016/679 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL
of 27 April 2016
on the protection of natural persons with regard to the
processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data
Protection Regulation)
#2016 £ 4 A 278
ARG ARATF G
LHRFEARAO ZBATHER R GAR

H TR BB FE ZMWWQﬁC@A Hﬁé%ﬂ)
B4R, % 95/46/EC 3EEL B 45 4

(Text with EEA relevance)
(RAX AR RAABRMNERE)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE
EUROPEAN UNION,

=St }Ej{%lﬁ@iﬁﬁ the protection of natural persons with regard to the processing of
their personal data —3& » AMINCAEEE » [EFE AR AN AZRMRE » 2RI A
é*ﬂ%ﬁ{fz&%ﬂ%ﬁ&ﬁ% 2 658 9 FOBHE N B R AR AT R S ANIHE » DL
"Nk natural personal fRENRESAFFAIFES - Bz EHASUEA -
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Having regard to the Treaty on the Functioning of the European Union, and
in particular Article 16 thereof,

Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the European Economic and Social
Committeel,

Having regard to the opinion of the Committee of the Regions’,

Acting in accordance with the ordinary legislative procedure’,

Whereas:

B R P R e R o BB R - IR

WM HLE R - B2 16 BREDE -

BURBTRE G L e %

RILIRE A RS BB &% - R

[T G TR e = =

WNEREE g EA

RigAE IR

H

(1)  The protection of natural persons in relation to the processing of
personal data is a fundamental right. Article 8(1) of the Charter of

Fundamental Rights of the European Union (the ‘Charter’) and
Article 16(1) of the Treaty on the Functioning of the European Union

' 0JC229,31.7.2012, p. 90.

B A CHESS 229 11 - 2012 4E 7 H31 H » 5590 H -
> 0JC391,18.12.2012, p. 127.
BJTA CHEE 391 20124 12 A 18 H » BB 127 H »
Position of the European Parliament of 12 March 2014 (not yet published in the Official
Journal) and position of the Council at first reading of 8 April 2016 (not yet published in the
Official Journal). Position of the European Parliament of 14 April 2016.
BOMGR S 2014 4 3 7 12 HATROE (MARTIEYE TR MHESEE 2016 4
4 H 8 H—3fs s CHARTIRNE STAaH) - BONGEE L 2016 4 4 H 14 HFTH

VA K
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(TFEU) provide that everyone has the right to the protection of
personal data concerning him or her.

I N OB R B 2 PRAE 5 HEARE - BRI R AR ARER = (T8
BE) 55 8 e 1 T WM B BEERRAT (B TFEU) 25 16 5
5 1 ERUE - AL AG RIEHAE B ZHER -

The principles of, and rules on the protection of natural persons
with regard to the processing of their personal data should, whatever
their nationality or residence, respect their fundamental rights and
freedoms, in particular their right to the protection of personal data.
This Regulation is intended to contribute to the accomplishment
of an area of freedom, security and justice and of an economic
union, to economic and social progress, to the strengthening and the
convergence of the economies within the internal market, and to the
well-being of natural persons.

Il AR BRBE 2 PR A% it AU B A R B e B R AR S Tl > S
FORHARGEME N B HER] - AT HBIFESAE R - AR
SEENH —HEE » 28RO ASTER A - (EER it &
AL AL SR A WO 55 K+ B SKAE A gk -
Directive 95/46/EC of the European Parliament and of the Council*
seeks to harmonise the protection of fundamental rights and freedoms
of natural persons in respect of processing activities and to ensure the
free flow of personal data between Member States.
BONGE S R B Ry Z BURER 25 95/46/EC B - B LA
e B B E A B R R B G BT B 8 A FAKE B H
PR - PR E BEIRIE N Bk H ERFE -

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on
the protection of individuals with regard to the processing of personal data and on the free
movement of such data (OJ L 281, 23.11.1995, p. 31).

BRI S BB S/ 1995 4F 10 H 24 H R CREEME A B8 A ZORHAR B K B iR

WHIEEERTE S5 95/46/EC 57 (‘B /74 L 2H25 281 H#1 » 1995 4F 11 H 23 H » 2 31
H) -
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The processing of personal data should be designed to serve mankind.
The right to the protection of personal data is not an absolute right;
it must be considered in relation to its function in society and be
balanced against other fundamental rights, in accordance with the
principle of proportionality. This Regulation respects all fundamental
rights and observes the freedoms and principles recognised in the
Charter as enshrined in the Treaties, in particular the respect for
private and family life, home and communications, the protection of
personal data, freedom of thought, conscience and religion, freedom
of expression and information, freedom to conduct a business, the
right to an effective remedy and to a fair trial, and cultural, religious
and linguistic diversity.

B pa PR Ry i AR o (8 A SR RS < RERALIE
FEEAE o DAFBREIHAET & L2 EH - ARIREEBIER] - Sl
R AL ARE o ACHT FI 25 B S AR ACHE - W8T IRRIIIRT 32
BmEATIREC B R - RS SR AR KREE « (X
Ko~ A BRI ~ B RORFEEEE - S k&
EH - BEEE - AR R A IEEARERE L ~ SR
e L ZIuE

The economic and social integration resulting from the functioning
of the internal market has led to a substantial increase in cross-border
flows of personal data. The exchange of personal data between
public and private actors, including natural persons, associations and
undertakings across the Union has increased. National authorities in
the Member States are being called upon by Union law to cooperate
and exchange personal data so as to be able to perform their duties or
carry out tasks on behalf of an authority in another Member State.
I T35 1S A i ol oy B A o R 5 EE A 384 Al A e
ZESSETUE o 8 AN ERAEREREIAL A - EAE RSB A
RELAS S B SER Z AZHR T ARIGN « BRERVA TR EE R & B B M R e
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TR TR BT TR -

Rapid technological developments and globalisation have brought
new challenges for the protection of personal data. The scale of the
collection and sharing of personal data has increased significantly.
Technology allows both private companies and public authorities
to make use of personal data on an unprecedented scale in order to
pursue their activities. Natural persons increasingly make personal
information available publicly and globally. Technology has
transformed both the economy and social life, and should further
facilitate the free flow of personal data within the Union and the
transfer to third countries and international organisations, while
ensuring a high level of the protection of personal data.

TR ATRHS S e S B ERIE BB A B R PRAEF AR T FTHIRER -
TSR B S AR R C R T - BHUBERL AR A
BERRATS LRI PR FLo BUBH A N B R B R ) - E B AH
A A ERH A BRI B BB AL o sl 1o Bty 2R 0
HLE S — 2 (i S A A EORHE B A I R AE 56 — B e B
HHS oM - A EIRAEOR A A BRI AR -

Those developments require a strong and more coherent data
protection framework in the Union, backed by strong enforcement,
given the importance of creating the trust that will allow the digital
economy to develop across the internal market. Natural persons
should have control of their own personal data. Legal and practical
certainty for natural persons, economic operators and public
authorities should be enhanced.

BN AP ERON T R R B HEE - '
TACBCH AR ) B — S ERRERESE IR BBk -
B AEA H AR PRI - BN E A EE OB
BRI 15 R BB L LBV E TR

-31-

4

i,
ST

\)




®)

®)

)

)

Where this Regulation provides for specifications or restrictions of its
rules by Member State law, Member States may, as far as necessary
for coherence and for making the national provisions comprehensible
to the persons to whom they apply, incorporate elements of this
Regulation into their national law.
FUAKHIE DL S BRA AR B R B < e - R RE—
B g - Ho O PIBRIR T F 52 s AT 1S B i R -
BEISHRARA ARG B HANBRESE -

The objectives and principles of Directive 95/46/EC remain sound,
but it has not prevented fragmentation in the implementation of data
protection across the Union, legal uncertainty or a widespread public
perception that there are significant risks to the protection of natural
persons, in particular with regard to online activity. Differences in the
level of protection of the rights and freedoms of natural persons, in
particular the right to the protection of personal data, with regard to
the processing of personal data in the Member States may prevent the
free flow of personal data throughout the Union. Those differences
may therefore constitute an obstacle to the pursuit of economic
activities at the level of the Union, distort competition and impede
authorities in the discharge of their responsibilities under Union law.
Such a difference in levels of protection is due to the existence of
differences in the implementation and application of Directive 95/46/
EC.

B HR TR S50 95/46/EC SRR B HF AR 2 - HEHC A
1EEHHANE R R EITHTE ~ B9 HEE MBS M A B
TReE B B o2 MmO SR ER A R B W R A B o
[ BBIEHYE AN H R RERR S L2 - KAl
g BB AN HAERRET S - i A ERHRE AR 22
AFRERA IE T A BRHE BB P o E B bl 5 T e At
WELREE R B S R RS TEIE B L T T~ S AN 30 7 S I B BR AR 952
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B PTIE IR T IR - L IREERESE B BRI B
E25E 95/46/ EC BRAEIT M EBIER] L2 REEATE -

In order to ensure a consistent and high level of protection of natural
persons and to remove the obstacles to flows of personal data within
the Union, the level of protection of the rights and freedoms of
natural persons with regard to the processing of such data should
be equivalent in all Member States. Consistent and homogenous
application of the rules for the protection of the fundamental rights
and freedoms of natural persons with regard to the processing of
personal data should be ensured throughout the Union. Regarding the
processing of personal data for compliance with a legal obligation,
for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller, Member
States should be allowed to maintain or introduce national provisions
to further specify the application of the rules of this Regulation. In
conjunction with the general and horizontal law on data protection
implementing Directive 95/46/EC, Member States have several
sector-specific laws in areas that need more specific provisions. This
Regulation also provides a margin of manoeuvre for Member States
to specify its rules, including for the processing of special categories
of personal data (‘sensitive data’). To that extent, this Regulation
does not exclude Member State law that sets out the circumstances
for specific processing situations, including determining more
precisely the conditions under which the processing of personal data
is lawful.

ToTEORES B S AMERF — B H R 2 OR3E - WEHERRE A B RHE R
AR PHERE - BRI B R (8 ARER Bz H i PR FE R RS
FER Zfe s BB 8] - B ORGENE A ZOR R L A8 A B
AHE Sz P #8 B o MR AT PR A DA A 1 — St AE B o
AT - B MEAZ RS - Rl R E RS - FFE AL
T SRZSE AR R H TR » & FR A AR o
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FRAHABRESE - DUE—25 B CARRIFTE R #E . E A -
BN TETHR 95/46/EC HREK W15 < BRI ERH R i ke 7k V58
LRSS - & BRI E i s R E B TiE MR E 2 B
Lz BTE - ARRIIRE S & B BB E A LR AS L AR -
FEERPRBEARLZ B R (T RURREDRE ) ) 2 BREE - FE L HIE A
ARG AR B & & BRI B Ry s e BB R P S TR 7R H
RUE » BLE BEORS HE s D e AR TR S T DU s Z BN B R e B
TR AL -

Effective protection of personal data throughout the Union requires
the strengthening and setting out in detail of the rights of data
subjects and the obligations of those who process and determine
the processing of personal data, as well as equivalent powers for
monitoring and ensuring compliance with the rules for the protection
of personal data and equivalent sanctions for infringements in the
Member States.

VR PO A I B AR R R 2o - HLRR SRS
EOR RS RER R AE N R R B B B H e 2 B - ARy
B T R e DR Al N R R FERT SR R AR B RE ) B A & B A
FIr AR T Ry LATE K -

Article 16(2) TFEU mandates the European Parliament and the
Council to lay down the rules relating to the protection of natural
persons with regard to the processing of personal data and the rules
relating to the free movement of personal data.

W LB R BRI 2 16 16R5S 2 T IAEWON R & S B TARE S e ikt
SE BRI ORFEAE A B RHEEE 2 E il < KA -

In order to ensure a consistent level of protection for natural persons
throughout the Union and to prevent divergences hampering the free
movement of personal data within the internal market, a Regulation
is necessary to provide legal certainty and transparency for economic
operators, including micro, small and medium-sized enterprises, and
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to provide natural persons in all Member States with the same level
of legally enforceable rights and obligations and responsibilities for
controllers and processors, to ensure consistent monitoring of the
processing of personal data, and equivalent sanctions in all Member
States as well as effective cooperation between the supervisory
authorities of different Member States. The proper functioning of
the internal market requires that the free movement of personal data
within the Union is not restricted or prohibited for reasons connected
with the protection of natural persons with regard to the processing
of personal data. To take account of the specific situation of micro,
small and medium-sized enterprises, this Regulation includes a
derogation for organisations with fewer than 250 employees with
regard to record-keeping. In addition, the Union institutions and
bodies, and Member States and their supervisory authorities, are
encouraged to take account of the specific needs of micro, small
and medium-sized enterprises in the application of this Regulation.
The notion of micro, small and medium-sized enterprises should
draw from Article 2 of the Annex to Commission Recommendation
2003/361/EC°.

T REPRER HR B2 R B Y B A PRAERE R — 3+ GBIk 722 SR
e 7 BT S A E A G B e - ARRME LS RS (R
AR /N2 ) SRt B E M B B - H
Foflil AP BEAE 22 ¥0 & B B 5E P9 S5 3 Bl i T 2 AH R R
ZIEFE BT HITRORER] ~ 55 AT - DIERR AN RE BB
EPRRE A AN BRI B 2 — B ~ FRHIB AW EE -

Fo PRGN T S5 IE 5 AE - A Z R EERSE . B RitE R~ 15

Commission Recommendation of 6 May 2003 concerning the definition of micro, small and
medium-sized enterprises (C(2003) 1422) (OJ L 124, 20.5.2003, p. 36).

2003 4 5 H 6 HECHBITZR S @B e/ MRS E B i (RIS C
(2003) 1422 5@%%) CEAAMLEE - 51241 200345 H20 H - 36 H) -
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DAORFEAE A Bt B R Fh i 3> PARR R B R 1L« e B SR e )
Rl{2¢ 2 BRIEN - AR B T AR 250 N MREAE R
BRORTE T T E A HERRE K o BLh - KR RISl B VA R Ak e
Pt DU & BB e B BEHERR - 5 B e i/ NI A SE A
AR < BRETE K o Frad il s/ N 28 2T 25 - JEIRER
MZEEr 2003 0L 5 2003/361/EC FRAEZFIIFEE 2 BBE
TELZ e

The protection afforded by this Regulation should apply to natural
persons, whatever their nationality or place of residence, in relation
to the processing of their personal data. This Regulation does not
cover the processing of personal data which concerns legal persons
and in particular undertakings established as legal persons, including
the name and the form of the legal person and the contact details of
the legal person.

ARHIFTIREE - RGN BIFESAESERT - ML R EHAE
ANERZ R o AR ME TR A EIE NE R ZFf
SEHZENEAE R R (AN - BRIOLP A R HBR YT
) e

In order to prevent creating a serious risk of circumvention, the
protection of natural persons should be technologically neutral and
should not depend on the techniques used. The protection of natural
persons should apply to the processing of personal data by automated
means, as well as to manual processing, if the personal data are
contained or are intended to be contained in a filing system. Files or
sets of files, as well as their cover pages, which are not structured
according to specific criteria should not fall within the scope of this
Regulation.

Pl 1b FE A ARRE . B R - R A IRE B Bl iz - H
NEMFENE M L5l - AR EL SR E AL S
ABERE - EREAZREIEEM - mARHERZERE #h1k
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FEML TR E A E R - RAKKR SRR 2 A 2 B
B R HER A EAR A E I EEE A -

This Regulation does not apply to issues of protection of fundamental
rights and freedoms or the free flow of personal data related to
activities which fall outside the scope of Union law, such as activities
concerning national security. This Regulation does not apply to the
processing of personal data by the Member States when carrying out
activities in relation to the common foreign and security policy of the
Union.

A IS A 58 F P E R S A B R SMGRE SIS E) (61
BERZ A T8 ) Al L FEARE B H R SR B H R
i o AR RIANE TS & B BT B R 2 [R5 5 B & = BORTE
BT R (A BB R B -

Regulation (EC) No 45/2001 of the European Parliament and
of the Council® applies to the processing of personal data by
the Union institutions, bodies, offices and agencies. Regulation
(EC) No 45/2001 and other Union legal acts applicable to such
processing of personal data should be adapted to the principles and
rules established in this Regulation and applied in the light of this
Regulation. In order to provide a strong and coherent data protection
framework in the Union, the necessary adaptations of Regulation (EC)
No 45/2001 should follow after the adoption of this Regulation, in
order to allow application at the same time as this Regulation.

BN 2 &y S W B = oy O ST 45/2001 5% 4R FI S P A B

 Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18
December 2000 on the protection of individuals with regard to the processing of personal
data by the Community institutions and bodies and on the free movement of such data (OJ
L 8§, 12.1.2001, p. 1).

BRI S B R S/ 2000 4F 12 H 18 H Ry CREEME AT Bt [F] B A% B H i i 2
8 AR} B A I AR IS 45/2001 5% (B 5% LAEES 8 37 2001 4F 12
H1H H1H) -
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Jai ~ A ~ R IR B R B I R B N R R B o 8RR M RIS
45/2001 57 e HoApd Jz Ml Az B o BR TR VA SR AR A R U P
VL JFE AR E ARSI IE - M AR DU - Fy
FEBCHH AR ) H— B ERHRREHESE - BURERHIEE 45/2001
WHEREAKH AIE S R M E LA E T - DUSE I SE I R ASKE R -
This Regulation does not apply to the processing of personal
data by a natural person in the course of a purely personal or
household activity and thus with no connection to a professional or
commercial activity. Personal or household activities could include
correspondence and the holding of addresses, or social networking
and online activity undertaken within the context of such activities.
However, this Regulation applies to controllers or processors which
provide the means for processing personal data for such personal or
household activities.

AHS U A3 P P B S AR L B 8 A B s e v Bl e By
AR AN Y B B S AT Ry R 5T B o B N B R R B o 8l A B
JE TG B 15 R0 15 8 15 AU be o A e b ) - it A M B R S
) oS ] P P T T o RS TG Bl - AR+ AR BT P S S5 A B
HEETS B R 8 N ERR B I 8 R B -

The protection of natural persons with regard to the processing
of personal data by competent authorities for the purposes of the
prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security
and the free movement of such data, is the subject of a specific Union
legal act. This Regulation should not, therefore, apply to processing
activities for those purposes. However, personal data processed
by public authorities under this Regulation should, when used for
those purposes, be governed by a more specific Union legal act,
namely Directive (EU) 2016/680 of the European Parliament and
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of the Council’. Member States may entrust competent authorities
within the meaning of Directive (EU) 2016/680 with tasks which
are not necessarily carried out for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against
and prevention of threats to public security, so that the processing
of personal data for those other purposes, in so far as it is within the
scope of Union law, falls within the scope of this Regulation.

TERR REEY - S - HE GBIV IUIE I TIETZ
H YA R 5 2 AN ORGE A AN BB R EE - GRS T e % S TE P
FERE N2 2 AR E RS L B - TR E
R VR R R o (R - ARRASE A B LB EH BT Ry i
A ANE R o M BB A R R B 6 A ZORHRF - A1
PR BRI EHAY - RS2 35 B & WRE S < 2R BB
Ry o B B G W B AR 2016/680 BRFE S T o BAEK
HAZ5 2016/680 SRIF S ATE L LEME - & BRIGERFLHIFLA
Fo ERATERG ~ A ~ (& RGBT FIL TR S TE] - BAEFy
HERE By FHPG AN I 2 Al B < H I W85 » TaZ F IR
EFAE AP ER LA A ERL - 75 e R L R - A
QIZSEH] -

With regard to the processing of personal data by those competent
authorities for purposes falling within scope of this Regulation,

" Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016
on the protection of natural persons with regard to the processing of personal data by

competent authorities for the purposes of prevention, investigation, detection or prosecution

of criminal offences or the execution of criminal penalties, and the free movement of such
data and repealing Council Framework Decision 2008/977/JHA (see page 89 of this Official
Journal).

BRNGE S S BB @ 2016 4F 4 H 27 HER FEHE R 70, ~ e - EHE KB
AV SR TR T Sl  H Y - B N DR PR B ORaE i E Fh i - S E B 5S
2016/680 57FE< - BRI EHERIRE S 2008/977/JHA 5% (FEE TAMEE 89 H) -
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Member States should be able to maintain or introduce more specific
provisions to adapt the application of the rules of this Regulation.
Such provisions may determine more precisely specific requirements
for the processing of personal data by those competent authorities
for those other purposes, taking into account the constitutional,
organisational and administrative structure of the respective Member
State. When the processing of personal data by private bodies falls
within the scope of this Regulation, this Regulation should provide
for the possibility for Member States under specific conditions to
restrict by law certain obligations and rights when such a restriction
constitutes a necessary and proportionate measure in a democratic
society to safeguard specific important interests including public
security and the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, including
the safeguarding against and the prevention of threats to public
security. This is relevant for instance in the framework of anti-money
laundering or the activities of forensic laboratories.

B FERBEA A HAsERIN AT EE <M AER - § 5
B FE A e 15 bR I BE B i R - B0 L BRI E o s A
1§ o &8 BES BITIRIF S - R RATBOE S - /it s
PERAIK LB H A DM Rl AR IR B - B8 B B b ke
TEMLEE © AR AJE B A A ERHEAR AL HRVRERIAE - AR
RUIERE & BB RFE DL N EUARIRGIHAER] 5 - HZIR
il JoS A IR R & rh e B HE R 2 A - SR R RE Ry E
Mgs - AEE A2 5 R TAR ~ i  HE SRR S IU IR B
TIIMET - ELIEHERE SR TR A e 2 o 2 i - BBPIIE - LR
PRENLERDL I s e B < -

While this Regulation applies, inter alia, to the activities of courts
and other judicial authorities, Union or Member State law could
specify the processing operations and processing procedures in
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relation to the processing of personal data by courts and other judicial
authorities. The competence of the supervisory authorities should
not cover the processing of personal data when courts are acting in
their judicial capacity, in order to safeguard the independence of the
judiciary in the performance of its judicial tasks, including decision-
making. It should be possible to entrust supervision of such data
processing operations to specific bodies within the judicial system
of the Member State, which should, in particular ensure compliance
with the rules of this Regulation, enhance awareness among members
of the judiciary of their obligations under this Regulation and handle
complaints in relation to such data processing operations.

K o S P o R A (AN SR v e B At R iR B R o i )
B R a o BB 515 B RS AL AR 8 3% ik e e oAl AR A
TP o Al TR Hy T I 588 < o BB SRR o TRBE R T L]
IERERR P R il N R IR BE - Tl PRyA B R T H RiA B NS
DL EEH] » AFETERAIR - BE RN ET . - REEE
s e DR AR QI P i R o2 38T+ SRAL IR A BREATER AH
QTN Fr &2 #5552 P RR R R B L RE N A ZORL AT A FHERIR -

G BRI H ARE R N e L B A N EOR R B BLAT -
This Regulation is without prejudice to the application of Directive
2000/31/EC of the European Parliament and of the Council®, in
particular of the liability rules of intermediary service providers in
Articles 12 to 15 of that Directive. That Directive seeks to contribute
to the proper functioning of the internal market by ensuring the free
movement of information society services between Member States.

*  Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on
certain legal aspects of information society services, in particular electronic commerce, in
the Internal Market ( ‘Directive on electronic commerce’ ) (OJ L 178, 17.7.2000, p. 1).
BRI oy B BB S iR 2000 4F 6 H 8 HE @B i S &tk & ik #s - LHZ2E
TR R E LR BIBHE S5 20003 1/EC 5% ( TETREHES . ) (BEALAHLE
178391 > 2000 F 7 H 17 H > 31 H) -
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BRI S SN e S W gy T E BCREE 258 2000/31/
EC 3R Z# M - Rl IRB raikaZ i <56 12 2 15 RUERT
B ER - ZIES BEMER S B RIS &Ik < B i -
DU AR 55, IEH A -

Any processing of personal data in the context of the activities of an
establishment of a controller or a processor in the Union should be
carried out in accordance with this Regulation, regardless of whether
the processing itself takes place within the Union. Establishment
implies the effective and real exercise of activity through stable
arrangements. The legal form of such arrangements, whether
through a branch or a subsidiary with a legal personality, is not the
determining factor in that respect.

FE 2 R PR B AR B R P o o SRR T Ry o — W0 KRR
BB AM AL fH - e H R BT R AR B 2 S 3 AR R B
B o o SRR IRIE SRR S 28 - (RN EH B EE) -
L P ERE R - AREARE RS A RSB EAS T
AN SR NI

In order to ensure that natural persons are not deprived of the
protection to which they are entitled under this Regulation, the
processing of personal data of data subjects who are in the Union
by a controller or a processor not established in the Union should be
subject to this Regulation where the processing activities are related
to offering goods or services to such data subjects irrespective of
whether connected to a payment. In order to determine whether such
a controller or processor is offering goods or services to data subjects
who are in the Union, it should be ascertained whether it is apparent
that the controller or processor envisages offering services to data
subjects in one or more Member States in the Union. Whereas the
mere accessibility of the controller's, processor's or an intermediary's
website in the Union, of an email address or of other contact details,
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or the use of a language generally used in the third country where the
controller is established, is insufficient to ascertain such intention,
factors such as the use of a language or a currency generally used in
one or more Member States with the possibility of ordering goods
and services in that other language, or the mentioning of customers or
users who are in the Union, may make it apparent that the controller
envisages offering goods or services to data subjects in the Union.
FoREOR E S A AR AT ORFE < RER AR - ML BCREE A
CER N - MER IR LN BRI L PR R B T T
AR EL - MR B S Ry i S R e P e p o I
BE  AHERESEW A ARAMGET#ER - HhERES
BB S R B RE A < R L RS TR R b IS - FERERE
7 I BE A] R e B T A AR AR5 T R — 1
B e & BB B 88 - AR TR e I
BRERFE BT R SEA CAE BT B e AR T
BP0 B PRIEE H RO B =B E B A S
AR R LA H B A fE e pa it iR 5 < bl e 5 (EEE A - A
{58 5 B R B AR BE TR — e 2 (8 & BB HA L
% e n ] R AL IR L PTRETNE - BRATTE he L TH B B B
FALPRBEREE N - FIWTRE 6 HC R T R 3 e R B
W Bk LR rs sk -

The processing of personal data of data subjects who are in the Union
by a controller or processor not established in the Union should also
be subject to this Regulation when it is related to the monitoring of
the behaviour of such data subjects in so far as their behaviour takes
place within the Union. In order to determine whether a processing
activity can be considered to monitor the behaviour of data subjects,
it should be ascertained whether natural persons are tracked on
the internet including potential subsequent use of personal data
processing techniques which consist of profiling a natural person,
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particularly in order to take decisions concerning her or him or for
analysing or predicting her or his personal preferences, behaviours
and attitudes.

LR EREE N ERE 1288 » BER TR B RS 3 e
PR PR EHETT AN EOR R B - M H S B3R B RS AT T Ry
Bad HRZ 2B AT R R AR R BRI - ARLRIRE 7758
H - Rtk E AR R B & ] B E R B R AR B 2Ty

JERERS & A A RS G EHE - A DUE A B R B Rl
o TBAE R R TR AR - R R 7B R

B R AT BT AR A S ~ 170 B -

Where Member State law applies by virtue of public international
law, this Regulation should also apply to a controller not established
in the Union, such as in a Member State's diplomatic mission or
consular post.

& B BIAR KBRS 7% rI 1558 F & SEi - AR AR EF AR IR
AROLABRSE A HEE - EATE BB R -

The principles of data protection should apply to any information
concerning an identified or identifiable natural person. Personal data
which have undergone pseudonymisation, which could be attributed
to a natural person by the use of additional information should be
considered to be information on an identifiable natural person. To
determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling
out, either by the controller or by another person to identify the
natural person directly or indirectly. To ascertain whether means are
reasonably likely to be used to identify the natural person, account
should be taken of all objective factors, such as the costs of and the
amount of time required for identification, taking into consideration
the available technology at the time of the processing and
technological developments. The principles of data protection should
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therefore not apply to anonymous information, namely information
which does not relate to an identified or identifiable natural person
or to personal data rendered anonymous in such a manner that the
data subject is not or no longer identifiable. This Regulation does not
therefore concern the processing of such anonymous information,
including for statistical or research purposes.

el A EH R Jer HIT R S FH A5 T 3 B T 1S o = A1)
&l - EiRbl ANE R - Bl b AR NE R m sl
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This Regulation does not apply to the personal data of deceased
persons. Member States may provide for rules regarding the
processing of personal data of deceased persons.

AR E IR 6 A ERE - & BTG BTN EE
ZAENERFREE -

The application of pseudonymisation to personal data can reduce
the risks to the data subjects concerned and help controllers and
processors to meet their data-protection obligations. The explicit
introduction of ‘pseudonymisation’ in this Regulation is not intended
to preclude any other measures of data protection.

EE BB A S el AT B0k T R R e - AT 17 80
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P SR B T HARGE I N B R B - AMHIIIHES [
MRAAE o SRR R B RTE H IR Ry HAE T i -
In order to create incentives to apply pseudonymisation when
processing personal data, measures of pseudonymisation should,
whilst allowing general analysis, be possible within the same
controller when that controller has taken technical and organisational
measures necessary to ensure, for the processing concerned, that
this Regulation is implemented, and that additional information
for attributing the personal data to a specific data subject is kept
separately. The controller processing the personal data should
indicate the authorised persons within the same controller.
ot B A E Rt i B AR v R P A4 L Bl - B R — 38
e < FRFF— M oA FA BRI B2 B B A fe DAME PR 2
BT TR AR A <7 HAS R0 R € B 1 9e L BRAN AR A
AR - B LB DA R AT RE - PEEE R B
AERHFEEIER— 8 & IR -
Natural persons may be associated with online identifiers provided
by their devices, applications, tools and protocols, such as internet
protocol addresses, cookie identifiers or other identifiers such as
radio frequency identification tags. This may leave traces which,
in particular when combined with unique identifiers and other
information received by the servers, may be used to create profiles of
the natural persons and identify them.
i ~ FEARE N - THRGEERE - FEAIREIRe s 1 E AL
HE > PR PR RO SRR B R L - BEAN SRR A SEER
SRR » B AT HGHRS RIS RAIAS - LETRERE NS -
RICIE RN SN N <y - nirk: v | B R S i S P35 1k Y iy
T ME— ARG R AR S HAR R -
Public authorities to which personal data are disclosed in accordance
with a legal obligation for the exercise of their official mission,
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such as tax and customs authorities, financial investigation units,
independent administrative authorities, or financial market authorities
responsible for the regulation and supervision of securities markets
should not be regarded as recipients if they receive personal data
which are necessary to carry out a particular inquiry in the general
interest, in accordance with Union or Member State law. The
requests for disclosure sent by the public authorities should always
be in writing, reasoned and occasional and should not concern the
entirety of a filing system or lead to the interconnection of filing
systems. The processing of personal data by those public authorities
should comply with the applicable data-protection rules according to
the purposes of the processing.

TRy T 85 T HUSHR IR E 55 P fa B8 B ANk 5 B R - 8
AR B B TR S il ~ <Rl BELAT ~ ST T BB a e A
K EEREZR TS R TR - B A E R Ry
AT TPV T PEX R St I = i /N Pl ol Y Gl R
T EBIEFTE BRI - QR EORIREEE L IE T ~ [
B BBy - BANS8 A R B fR SR i B HAAR 2 %
AR E o A BRI B A BRI E B H Y - 85T
A ERHATERR] -

Consent should be given by a clear affirmative act establishing a
freely given, specific, informed and unambiguous indication of
the data subject's agreement to the processing of personal data
relating to him or her, such as by a written statement, including by
electronic means, or an oral statement.This could include ticking a
box when visiting an internet website, choosing technical settings for
information society services or another statement or conduct which
clearly indicates in this context the data subject's acceptance of the
proposed processing of his or her personal data.Silence, pre-ticked
boxes or inactivity should not therefore constitute consent. Consent
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should cover all processing activities carried out for the same
purpose or purposes.When the processing has multiple purposes,
consent should be given for all of them. If the data subject's consent
is to be given following a request by electronic means, the request
must be clear, concise and not unnecessarily disruptive to the use of
the service for which it is provided.

[ HG T U H R EOR E R AR R RO e e L AlE A & B e
R BfeHE HE B - BIRE » A SR IR H57
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It is often not possible to fully identify the purpose of personal
data processing for scientific research purposes at the time of data
collection. Therefore, data subjects should be allowed to give their
consent to certain areas of scientific research when in keeping with
recognised ethical standards for scientific research. Data subjects
should have the opportunity to give their consent only to certain
areas of research or parts of research projects to the extent allowed
by the intended purpose.

R RHEEWTFE H AT R (B N EREEE - OB - 8 H
ANATRESEREAEII R B . H By - Rl - ERIERFER & AR
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FFHIEI A TR T B RN AR
Genetic data should be defined as personal data relating to the
inherited or acquired genetic characteristics of a natural person which
result from the analysis of a biological sample from the natural
person in question, in particular chromosomal, deoxyribonucleic acid
(DNA) or ribonucleic acid (RNA) analysis, or from the analysis of
another element enabling equivalent information to be obtained.
BB RHRTE A B S NIRRT R i e 3% B S
M e FEINRF U SR - RellEietate - R
il (DNA) SUZPERZEE (RNA) 43 BT elife HAh oo 38 n] S5
[FJERHZ AT

Personal data concerning health should include all data pertaining to
the health status of a data subject which reveal information relating to
the past, current or future physical or mental health status of the data
subject. This includes information about the natural person collected
in the course of the registration for, or the provision of, health care
services as referred to in Directive 2011/24/EU of the European
Parliament and of the Council’ to that natural person; a number,
symbol or particular assigned to a natural person to uniquely identify
the natural person for health purposes; information derived from the
testing or examination of a body part or bodily substance, including
from genetic data and biological samples; and any information on,
for example, a disease, disability, disease risk, medical history,
clinical treatment or the physiological or biomedical state of the data
subject independent of its source, for example from a physician or
other health professional, a hospital, a medical device or an in vitro
diagnostic test.

’  Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on
the application of patients' rights in cross-border healthcare (OJ L 88, 4.4.2011, p. 45).
BRI S BB S % 2011 4F 3 H 9 HERES SRR RE 5 BRI E BUHE <
55 2011/24/BU 5% (EAAMRLAEF 88 1 2011 44 H4 H » 45 H) -
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The main establishment of a controller in the Union should be the
place of its central administration in the Union, unless the decisions
on the purposes and means of the processing of personal data are
taken in another establishment of the controller in the Union, in
which case that other establishment should be considered to be
the main establishment. The main establishment of a controller
in the Union should be determined according to objective criteria
and should imply the effective and real exercise of management
activities determining the main decisions as to the purposes and
means of processing through stable arrangements. That criterion
should not depend on whether the processing of personal data
is carried out at that location. The presence and use of technical
means and technologies for processing personal data or processing
activities do not, in themselves, constitute a main establishment and
are therefore not determining criteria for a main establishment. The
main establishment of the processor should be the place of its central
administration in the Union or, if it has no central administration in
the Union, the place where the main processing activities take place
in the Union. In cases involving both the controller and the processor,
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the competent lead supervisory authority should remain the
supervisory authority of the Member State where the controller has
its main establishment, but the supervisory authority of the processor
should be considered to be a supervisory authority concerned and that
supervisory authority should participate in the cooperation procedure
provided for by this Regulation. In any case, the supervisory
authorities of the Member State or Member States where the
processor has one or more establishments should not be considered
to be supervisory authorities concerned where the draft decision
concerns only the controller. Where the processing is carried out by
a group of undertakings, the main establishment of the controlling
undertaking should be considered to be the main establishment of
the group of undertakings, except where the purposes and means of
processing are determined by another undertaking.
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KAEEAERE - G080 5 ST & SRR B H e — 18
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A group of undertakings should cover a controlling undertaking and
its controlled undertakings, whereby the controlling undertaking
should be the undertaking which can exert a dominant influence over
the other undertakings by virtue, for example, of ownership, financial
participation or the rules which govern it or the power to have
personal data protection rules implemented. An undertaking which
controls the processing of personal data in undertakings affiliated to
it should be regarded, together with those undertakings, as a group of
undertakings.

1S AR R R P A S R A I A3+ (E I L PRI A SE FE FRAE
YUFEEREE AN RE ~ & 22 Bl B A B R BT T N B R R RE AR
E RS IE T AR IEE BT 2 - R
HRRATREZE AN BRI RELE - e B F R fR S Ry —
SRR -

Children merit specific protection with regard to their personal data,
as they may be less aware of the risks, consequences and safeguards
concerned and their rights in relation to the processing of personal
data. Such specific protection should, in particular, apply to the use
of personal data of children for the purposes of marketing or creating
personality or user profiles and the collection of personal data with
regard to children when using services offered directly to a child.
The consent of the holder of parental responsibility should not be
necessary in the context of preventive or counselling services offered
directly to a child.

B 5 B BOR TR AR HAE N EOR R B 2 B ~ 1% R S AR £
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Any processing of personal data should be lawful and fair. It should
be transparent to natural persons that personal data concerning them
are collected, used, consulted or otherwise processed and to what
extent the personal data are or will be processed. The principle of
transparency requires that any information and communication
relating to the processing of those personal data be easily accessible
and easy to understand, and that clear and plain language be used.
That principle concerns, in particular, information to the data subjects
on the identity of the controller and the purposes of the processing
and further information to ensure fair and transparent processing
in respect of the natural persons concerned and their right to obtain
confirmation and communication of personal data concerning them
which are being processed.Natural persons should be made aware
of risks, rules, safeguards and rights in relation to the processing
of personal data and how to exercise their rights in relation to such
processing.In particular, the specific purposes for which personal
data are processed should be explicit and legitimate and determined
at the time of the collection of the personal data.The personal data
should be adequate, relevant and limited to what is necessary for the
purposes for which they are processed.This requires, in particular,
ensuring that the period for which the personal data are stored is
limited to a strict minimum. Personal data should be processed only
if the purpose of the processing could not reasonably be fulfilled
by other means. In order to ensure that the personal data are not
kept longer than necessary, time limits should be established by the
controller for erasure or for a periodic review. Every reasonable step
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should be taken to ensure that personal data which are inaccurate are
rectified or deleted. Personal data should be processed in a manner
that ensures appropriate security and confidentiality of the personal
data, including for preventing unauthorised access to or use of
personal data and the equipment used for the processing.
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In order for processing to be lawful, personal data should be
processed on the basis of the consent of the data subject concerned
or some other legitimate basis, laid down by law, either in this
Regulation or in other Union or Member State law as referred to in
this Regulation, including the necessity for compliance with the legal
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obligation to which the controller is subject or the necessity for the
performance of a contract to which the data subject is party or in
order to take steps at the request of the data subject prior to entering
into a contract.

Ry e Rpn B A B R - SR B R AR B L
AR B H R E (NG R AR R A TR AT HE S o2
fili i Rk a e BBIERUE ) Z H A A AR - IS EEE
Pl F R E BB T EE - &R LRI R E R A
RIEITATILESE - B BRI BRI IE R L BORFT R
Where this Regulation refers to a legal basis or a legislative
measure, this does not necessarily require a legislative act adopted
by a parliament, without prejudice to requirements pursuant to the
constitutional order of the Member State concerned. However, such
a legal basis or legislative measure should be clear and precise and
its application should be foreseeable to persons subject to it, in
accordance with the case-law of the Court of Justice of the European
Union (the ‘Court of Justice’) and the European Court of Human
Rights.

JUAH R R AR BT R i - A DR & SR LB T By
Ry b2 » EAMGEFIRE BBIEEE L EK o MEEFIKE
NLIEAE TS R I HL R S v 1S T R - W TR
2058 B BN ARE R T < FIBIE

Where processing is based on the data subject's consent, the
controller should be able to demonstrate that the data subject has
given consent to the processing operation. In particular in the context
of a written declaration on another matter, safeguards should ensure
that the data subject is aware of the fact that and the extent to which
consent is given. In accordance with Council Directive 93/13/EEC"

10

Council Directive 93/13/EEC of 5 April 1993 on unfair terms in consumer contracts (OJ L

95,21.4.1993, p. 29).
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a declaration of consent pre- formulated by the controller should be
provided in an intelligible and easily accessible form, using clear and
plain language and it should not contain unfair terms. For consent to
be informed, the data subject should be aware at least of the identity
of the controller and the purposes of the processing for which the
personal data are intended. Consent should not be regarded as freely
given if the data subject has no genuine or free choice or is unable to
refuse or withdraw consent without detriment.
TEAZRRH RN B R R AEE - YEEEREENE
F RS R RZ R E R B o G H AR Ry fthE 4 i R 35 T B IS
DR AE P it B T PR OB LR R H i R A R B R
[ - ARIEEERE S AT ES 93/13/EEC 5R/IE4S 0 PUEH S H
L FIEBYIE - LIS BTG A8 RIS
RS LS HAEEAL VR - REEMR 2SR &
K 88 R A RERIBHE E 2 B 7 S HAS N R R B P 2
HY - JRER 880 TR R HE BEAE A s s e
R A R S H AR 2 TH 00 MEIRE S - B2 A S ERE R
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In order to ensure that consent is freely given, consent should not
provide a valid legal ground for the processing of personal data in
a specific case where there is a clear imbalance between the data
subject and the controller, in particular where the controller is a
public authority and it is therefore unlikely that consent was freely
given in all the circumstances of that specific situation. Consent is
presumed not to be freely given if it does not allow separate consent
to be given to different personal data processing operations despite
it being appropriate in the individual case, or if the performance
of a contract, including the provision of a service, is dependent

BXERE RN 1993 £ 4 H 5 HEE B E K Z AN AR B R a8
93/13/EEC % (‘B AR LEEF oSHI» 1993 F 4 H21 H 8 29H) -
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on the consent despite such consent not being necessary for such
performance.
FoRERRIFIR MR E EORR - AR RS B P s A B A2
RFEMDL T » RHRZHEE B Ry A B R H R R E Bl B
HafsEE A rIReE B ERER - A BB RE L R R %
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ER R TR BIFE - A SRR T IR AL - AR
B2 JET (EAERE I8t IRFNEFRIER - R ERE
ERANEEENE -
Processing should be lawful where it is necessary in the context of a
contract or the intention to enter into a contract.
JAE A R B A T 00 2 e 355 T B T AT L 2y > i
B TS -
Where processing is carried out in accordance with a legal obligation
to which the controller is subject or where processing is necessary
for the performance of a task carried out in the public interest or
in the exercise of official authority, the processing should have
a basis in Union or Member State law. This Regulation does not
require a specific law for each individual processing. A law as a
basis for several processing operations based on a legal obligation
to which the controller is subject or where processing is necessary
for the performance of a task carried out in the public interest
or in the exercise of an official authority may be sufficient. It
should also be for Union or Member State law to determine the
purpose of processing. Furthermore, that law could specify the
general conditions of this Regulation governing the lawfulness of
personal data processing, establish specifications for determining
the controller, the type of personal data which are subject to the
processing, the data subjects concerned, the entities to which the
personal data may be disclosed, the purpose limitations, the storage
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period and other measures to ensure lawful and fair processing. It
should also be for Union or Member State law to determine whether
the controller performing a task carried out in the public interest or
in the exercise of official authority should be a public authority or
another natural or legal person governed by public law, or, where it
is in the public interest to do so, including for health purposes such
as public health and social protection and the management of health
care services, by private law, such as a professional association.
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The processing of personal data should also be regarded to be lawful

-

where it is necessary to protect an interest which is essential for the
life of the data subject or that of another natural person. Processing
of personal data based on the vital interest of another natural person
should in principle take place only where the processing cannot be
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manifestly based on another legal basis. Some types of processing
may serve both important grounds of public interest and the vital
interests of the data subject as for instance when processing is
necessary for humanitarian purposes, including for monitoring
epidemics and their spread or in situations of humanitarian
emergencies, in particular in situations of natural and man-made
disasters.

R REER LR B A AT TR AN AT L 23 - A A E R
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The legitimate interests of a controller, including those of a controller
to which the personal data may be disclosed, or of a third party,
may provide a legal basis for processing, provided that the interests
or the fundamental rights and freedoms of the data subject are not
overriding, taking into consideration the reasonable expectations of
data subjects based on their relationship with the controller. Such
legitimate interest could exist for example where there is a relevant
and appropriate relationship between the data subject and the
controller in situations such as where the data subject is a client or in
the service of the controller. At any rate the existence of a legitimate
interest would need careful assessment including whether a data
subject can reasonably expect at the time and in the context of the
collection of the personal data that processing for that purpose may
take place. The interests and fundamental rights of the data subject
could in particular override the interest of the data controller where
personal data are processed in circumstances where data subjects
do not reasonably expect further processing. Given that it is for the
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legislator to provide by law for the legal basis for public authorities
to process personal data, that legal basis should not apply to the
processing by public authorities in the performance of their tasks.
The processing of personal data strictly necessary for the purposes
of preventing fraud also constitutes a legitimate interest of the data
controller concerned. The processing of personal data for direct
marketing purposes may be regarded as carried out for a legitimate
interest.
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Controllers that are part of a group of undertakings or institutions
affiliated to a central body may have a legitimate interest in
transmitting personal data within the group of undertakings for
internal administrative purposes, including the processing of clients'

or employees' personal data. The general principles for the transfer
of personal data, within a group of undertakings, to an undertaking
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located in a third country remain unaffected.
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The processing of personal data to the extent strictly necessary and
proportionate for the purposes of ensuring network and information
security, i.e. the ability of a network or an information system to
resist, at a given level of confidence, accidental events or unlawful
or malicious actions that compromise the availability, authenticity,
integrity and confidentiality of stored or transmitted personal data,
and the security of the related services offered by, or accessible via,
those networks and systems, by public authorities, by computer
emergency response teams (CERTSs), computer security incident
response teams (CSIRTSs), by providers of electronic communications
networks and services and by providers of security technologies
and services, constitutes a legitimate interest of the data controller
concerned. This could, for example, include preventing unauthorised
access to electronic communications networks and malicious code
distribution and stopping ‘denial of service’ attacks and damage to
computer and electronic communication systems.

TRy THEDRAE 1% Bl T AP 2 e T S S8 I DA B e 5 BB R
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The processing of personal data for purposes other than those for
which the personal data were initially collected should be allowed
only where the processing is compatible with the purposes for which
the personal data were initially collected. In such a case, no legal
basis separate from that which allowed the collection of the personal
data is required. If the processing is necessary for the performance of
a task carried out in the public interest or in the exercise of official
authority vested in the controller, Union or Member State law may
determine and specify the tasks and purposes for which the further
processing should be regarded as compatible and lawful. Further
processing for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes should be
considered to be compatible lawful processing operations. The legal
basis provided by Union or Member State law for the processing of
personal data may also provide a legal basis for further processing.
In order to ascertain whether a purpose of further processing is
compatible with the purpose for which the personal data are initially
collected, the controller, after having met all the requirements for
the lawfulness of the original processing, should take into account,
inter alia: any link between those purposes and the purposes of the
intended further processing; the context in which the personal data
have been collected, in particular the reasonable expectations of data
subjects based on their relationship with the controller as to their
further use; the nature of the personal data; the consequences of
the intended further processing for data subjects; and the existence
of appropriate safeguards in both the original and intended further
processing operations.
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Where the data subject has given consent or the processing is
based on Union or Member State law which constitutes a necessary
and proportionate measure in a democratic society to safeguard,
in particular, important objectives of general public interest, the
controller should be allowed to further process the personal data
irrespective of the compatibility of the purposes. In any case,
the application of the principles set out in this Regulation and in
particular the information of the data subject on those other purposes
and on his or her rights including the right to object, should be
ensured. Indicating possible criminal acts or threats to public security
by the controller and transmitting the relevant personal data in
individual cases or in several cases relating to the same criminal
act or threats to public security to a competent authority should be
regarded as being in the legitimate interest pursued by the controller.
However, such transmission in the legitimate interest of the
controller or further processing of personal data should be prohibited

-63 -

4

i,
ST

\)




(51

if the processing is not compatible with a legal, professional or other
binding obligation of secrecy.
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Personal data which are, by their nature, particularly sensitive in
relation to fundamental rights and freedoms merit specific protection
as the context of their processing could create significant risks to
the fundamental rights and freedoms. Those personal data should
include personal data revealing racial or ethnic origin, whereby the
use of the term ‘racial origin’ in this Regulation does not imply an
acceptance by the Union of theories which attempt to determine the
existence of separate human races. The processing of photographs
should not systematically be considered to be processing of special
categories of personal data as they are covered by the definition of
biometric data only when processed through a specific technical
means allowing the unique identification or authentication of a
natural person. Such personal data should not be processed, unless
processing is allowed in specific cases set out in this Regulation,
taking into account that Member States law may lay down specific
provisions on data protection in order to adapt the application of the
rules of this Regulation for compliance with a legal obligation or for
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the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller. In addition to
the specific requirements for such processing, the general principles
and other rules of this Regulation should apply, in particular as
regards the conditions for lawful processing. Derogations from
the general prohibition for processing such special categories of
personal data should be explicitly provided, inter alia, where the
data subject gives his or her explicit consent or in respect of specific
needs in particular where the processing is carried out in the course
of legitimate activities by certain associations or foundations the
purpose of which is to permit the exercise of fundamental freedoms.
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Derogating from the prohibition on processing special categories of
personal data should also be allowed when provided for in Union or
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Member State law and subject to suitable safeguards, so as to protect
personal data and other fundamental rights, where it is in the public
interest to do so, in particular processing personal data in the field
of employment law, social protection law including pensions and
for health security, monitoring and alert purposes, the prevention or
control of communicable diseases and other serious threats to health.
Such a derogation may be made for health purposes, including public
health and the management of health-care services, especially in
order to ensure the quality and cost-effectiveness of the procedures
used for settling claims for benefits and services in the health
insurance system, or for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes. A
derogation should also allow the processing of such personal data
where necessary for the establishment, exercise or defence of legal
claims, whether in court proceedings or in an administrative or out-
of-court procedure.

JRBR R A B B EIE A WIS H A ORGEE f DLOR A e A &
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Special categories of personal data which merit higher protection
should be processed for health-related purposes only where necessary
to achieve those purposes for the benefit of natural persons and
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society as a whole, in particular in the context of the management of
health or social care services and systems, including processing by
the management and central national health authorities of such data
for the purpose of quality control, management information and the
general national and local supervision of the health or social care
system, and ensuring continuity of health or social care and cross-
border healthcare or health security, monitoring and alert purposes,
or for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, based on Union or Member
State law which has to meet an objective of public interest, as well
as for studies conducted in the public interest in the area of public
health. Therefore, this Regulation should provide for harmonised
conditions for the processing of special categories of personal data
concerning health, in respect of specific needs, in particular where
the processing of such data is carried out for certain health-related
purposes by persons subject to a legal obligation of professional
secrecy. Union or Member State law should provide for specific and
suitable measures so as to protect the fundamental rights and the
personal data of natural persons. Member States should be allowed
to maintain or introduce further conditions, including limitations,
with regard to the processing of genetic data, biometric data or data
concerning health. However, this should not hamper the free flow of
personal data within the Union when those conditions apply to cross-
border processing of such data.

(BTS2 e B R R AR AR - A Nl (S B 4TS i B
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The processing of special categories of personal data may be
necessary for reasons of public interest in the areas of public health
without consent of the data subject. Such processing should be
subject to suitable and specific measures so as to protect the rights
and freedoms of natural persons. In that context, ‘public health’
should be interpreted as defined in Regulation (EC) No 1338/2008 of
the European Parliament and of the Council"', namely all elements
related to health, namely health status, including morbidity and
disability, the determinants having an effect on that health status,
health care needs, resources allocated to health care, the provision of]
and universal access to, health care as well as health care expenditure
and financing, and the causes of mortality. Such processing of data
concerning health for reasons of public interest should not result in
personal data being processed for other purposes by third parties

Regulation (EC) No 1338/2008 of the European Parliament and of the Council of 16

December 2008 on Community statistics on public health and health and safety at work (OJ
L 354, 31.12.2008, p. 70).
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STERCRA TGS 1338/2008 5% (' /7A¥R LAALE 3543 - 2008 4E 12 H31 H -85 70 ) -

- 68 -



(54

(55)

(55)

(56)

(56)

(57

such as employers or insurance and banking companies.
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Moreover, the processing of personal data by official authorities
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~

for the purpose of achieving the aims, laid down by constitutional
law or by international public law, of officially recognised religious
associations, is carried out on grounds of public interest.

- BREAFT Ry (8 AN B AR R B B B 5 P8 Al o S oA
FTERF & BRI N A B - JEIR B A g & BLpEE -
Where in the course of electoral activities, the operation of the
democratic system in a Member State requires that political parties
compile personal data on people's political opinions, the processing
of such data may be permitted for reasons of public interest, provided
that appropriate safeguards are established.
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If the personal data processed by a controller do not permit the
controller to identify a natural person, the data controller should not
be obliged to acquire additional information in order to identify the
data subject for the sole purpose of complying with any provision
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of this Regulation. However, the controller should not refuse to
take additional information provided by the data subject in order to
support the exercise of his or her rights. Identification should include
the digital identification of a data subject, for example through
authentication mechanism such as the same credentials, used by
the data subject to log-in to the on-line service offered by the data
controller.

RSB E B B W N BRSO H G R 5 ARy
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The principle of transparency requires that any information
addressed to the public or to the data subject be concise, easily
accessible and easy to understand, and that clear and plain language
and, additionally, where appropriate, visualisation be used. Such
information could be provided in electronic form, for example,
when addressed to the public, through a website. This is of particular
relevance in situations where the proliferation of actors and the
technological complexity of practice make it difficult for the data
subject to know and understand whether, by whom and for what
purpose personal data relating to him or her are being collected, such
as in the case of online advertising. Given that children merit specific
protection, any information and communication, where processing is
addressed to a child, should be in such a clear and plain language that
the child can easily understand.
B A EORAEAMERE T A R E R LI S ERVE HE R - &
ZHT HA 5B - DURRE 5 < S TR I i i A
b - BZFERARMGLLE T B - PR EEG SRS
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Modalities should be provided for facilitating the exercise of the
data subject's rights under this Regulation, including mechanisms to
request and, if applicable, obtain, free of charge, in particular, access
to and rectification or erasure of personal data and the exercise of
the right to object. The controller should also provide means for
requests to be made electronically, especially where personal data are
processed by electronic means. The controller should be obliged to
respond to requests from the data subject without undue delay and at
the latest within one month and to give reasons where the controller
does not intend to comply with any such requests.
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The principles of fair and transparent processing require that the
data subject be informed of the existence of the processing operation
and its purposes. The controller should provide the data subject with
any further information necessary to ensure fair and transparent
processing taking into account the specific circumstances and
context in which the personal data are processed. Furthermore, the
data subject should be informed of the existence of profiling and the
consequences of such profiling. Where the personal data are collected
from the data subject, the data subject should also be informed
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whether he or she is obliged to provide the personal data and of the
consequences, where he or she does not provide such data. That
information may be provided in combination with standardised icons
in order to give in an easily visible, intelligible and clearly legible
manner, a meaningful overview of the intended processing. Where
the icons are presented electronically, they should be machine-
readable.
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The information in relation to the processing of personal data
relating to the data subject should be given to him or her at the time
of collection from the data subject, or, where the personal data are
obtained from another source, within a reasonable period, depending
on the circumstances of the case. Where personal data can be
legitimately disclosed to another recipient, the data subject should be
informed when the personal data are first disclosed to the recipient.
Where the controller intends to process the personal data for a
purpose other than that for which they were collected, the controller
should provide the data subject prior to that further processing with
information on that other purpose and other necessary information.
Where the origin of the personal data cannot be provided to the data
subject because various sources have been used, general information
should be provided.
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However, it is not necessary to impose the obligation to provide
information where the data subject already possesses the information,
where the recording or disclosure of the personal data is expressly
laid down by law or where the provision of information to the data
subject proves to be impossible or would involve a disproportionate
effort. The latter could in particular be the case where processing is
carried out for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes. In that regard,
the number of data subjects, the age of the data and any appropriate
safeguards adopted should be taken into consideration.
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A data subject should have the right of access to personal data which
have been collected concerning him or her, and to exercise that right
casily and at reasonable intervals, in order to be aware of, and verify,
the lawfulness of the processing. This includes the right for data
subjects to have access to data concerning their health, for example
the data in their medical records containing information such as
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diagnoses, examination results, assessments by treating physicians
and any treatment or interventions provided. Every data subject
should therefore have the right to know and obtain communication
in particular with regard to the purposes for which the personal data
are processed, where possible the period for which the personal data
are processed, the recipients of the personal data, the logic involved
in any automatic personal data processing and, at least when based
on profiling, the consequences of such processing. Where possible,
the controller should be able to provide remote access to a secure
system which would provide the data subject with direct access to
his or her personal data. That right should not adversely affect the
rights or freedoms of others, including trade secrets or intellectual
property and in particular the copyright protecting the software.
However, the result of those considerations should not be a refusal
to provide all information to the data subject. Where the controller
processes a large quantity of information concerning the data subject,
the controller should be able to request that, before the information
is delivered, the data subject specify the information or processing
activities to which the request relates.
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The controller should use all reasonable measures to verify the
identity of a data subject who requests access, in particular in the
context of online services and online identifiers. A controller should
not retain personal data for the sole purpose of being able to react to
potential requests.
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A data subject should have the right to have personal data concerning
him or her rectified and a ‘right to be forgotten’ where the retention
of such data infringes this Regulation or Union or Member State law
to which the controller is subject. In particular, a data subject should
have the right to have his or her personal data erased and no longer
processed where the personal data are no longer necessary in relation
to the purposes for which they are collected or otherwise processed,
where a data subject has withdrawn his or her consent or objects to
the processing of personal data concerning him or her, or where the
processing of his or her personal data does not otherwise comply with
this Regulation. That right is relevant in particular where the data
subject has given his or her consent as a child and is not fully aware
of the risks involved by the processing, and later wants to remove
such personal data, especially on the internet. The data subject should
be able to exercise that right notwithstanding the fact that he or she
is no longer a child. However, the further retention of the personal
data should be lawful where it is necessary, for exercising the right of
freedom of expression and information, for compliance with a legal
obligation, for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller,
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on the grounds of public interest in the area of public health, for
archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, or for the establishment,
exercise or defence of legal claims.
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To strengthen the right to be forgotten in the online environment,
the right to erasure should also be extended in such a way that a
controller who has made the personal data public should be obliged
to inform the controllers which are processing such personal data to
erase any links to, or copies or replications of those personal data.
In doing so, that controller should take reasonable steps, taking
into account available technology and the means available to the
controller, including technical measures, to inform the controllers
which are processing the personal data of the data subject's request.

P LA RIE L ORHE » BRI HE B 22 23 DL A 23R
P AP A TR L T WA A

-76 -



(67)

(67)

(68)

FH RS ~ AR - FR ML - B2 E A E RS
LB HREIGREEEEE T TR - BERHETT
AR AR R A KIMIE R A AN E R P -
Methods by which to restrict the processing of personal data could
include, inter alia, temporarily moving the selected data to another
processing system, making the selected personal data unavailable
to users, or temporarily removing published data from a website.
In automated filing systems, the restriction of processing should in
principle be ensured by technical means in such a manner that the
personal data are not subject to further processing operations and
cannot be changed. The fact that the processing of personal data is
restricted should be clearly indicated in the system.
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To further strengthen the control over his or her own data, where
the processing of personal data is carried out by automated means,
the data subject should also be allowed to receive personal data
concerning him or her which he or she has provided to a controller
in a structured, commonly used, machine-readable and interoperable
format, and to transmit it to another controller. Data controllers should
be encouraged to develop interoperable formats that enable data
portability. That right should apply where the data subject provided
the personal data on the basis of his or her consent or the processing
is necessary for the performance of a contract. It should not apply
where processing is based on a legal ground other than consent or
contract. By its very nature, that right should not be exercised against
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controllers processing personal data in the exercise of their public
duties. It should therefore not apply where the processing of the
personal data is necessary for compliance with a legal obligation to
which the controller is subject or for the performance of a task carried
out in the public interest or in the exercise of an official authority
vested in the controller. The data subject's right to transmit or receive
personal data concerning him or her should not create an obligation
for the controllers to adopt or maintain processing systems which are
technically compatible. Where, in a certain set of personal data, more
than one data subject is concerned, the right to receive the personal
data should be without prejudice to the rights and freedoms of other
data subjects in accordance with this Regulation. Furthermore, that
right should not prejudice the right of the data subject to obtain the
erasure of personal data and the limitations of that right as set out
in this Regulation and should, in particular, not imply the erasure of
personal data concerning the data subject which have been provided
by him or her for the performance of a contract to the extent that and
for as long as the personal data are necessary for the performance
of that contract. Where technically feasible, the data subject should
have the right to have the personal data transmitted directly from one
controller to another.

Ry T EHHCERCERE - B AT HELT K
BATHRBERY - ZR RS NEA RELUE Ry ~ @R B
gr ALY - BT LR ER T R O R T E R AR
AAARER < ke HAUE = - BRHEE E S B R A
BHE AR ] E BRI o R ER RS H F R R A
ANE R EE R R I R EI TSR AT L4 - SRR HE A -
AR R B R AR A B T IR AR R By - RIS
B o R HILEAE - RN ER S & T A TR
1B R A AR FGE A - AL - AR BRER AR ALY

-78 -



(69)

(69)

(70)

PEEEE T HOAR RS - SRS AR I TS « Bt
PEEBTHE LTI LA - AR T - B R
iy BN SO I8 A B ek RE A S B 8 5 5 PR A £
Bl E1SHAZ BRBLRAE - AEMEW KB —FR iR —R5
AAE R - BUE AN ERZ RERAN HE R R HAR R R
MNP =G BT E R - B3 - BN IR KSR LTS
IR A8 A BRHZRER] > DU AR HE AR R P S 2 EIRR Y -
THAMEHERS B LA T3 < R A e I T 17524
Frib B A ANERHMG T MIBR 8Bl BRI - ER EReES
REE P —E B i 8 N B B -

Where personal data might lawfully be processed because processing
is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the
controller, or on grounds of the legitimate interests of a controller
or a third party, a data subject should, nevertheless, be entitled to
object to the processing of any personal data relating to his or her
particular situation. It should be for the controller to demonstrate
that its compelling legitimate interest overrides the interests or the
fundamental rights and freedoms of the data subject.
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Where personal data are processed for the purposes of direct
marketing, the data subject should have the right to object to such
processing, including profiling to the extent that it is related to such
direct marketing, whether with regard to initial or further processing,
at any time and free of charge. That right should be explicitly
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brought to the attention of the data subject and presented clearly and
separately from any other information.
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The data subject should have the right not to be subject to a decision,
which may include a measure, evaluating personal aspects relating
to him or her which is based solely on automated processing and
which produces legal effects concerning him or her or similarly
significantly affects him or her, such as automatic refusal of an
online credit application or e-recruiting practices without any human
intervention. Such processing includes ‘profiling’ that consists of
any form of automated processing of personal data evaluating the
personal aspects relating to a natural person, in particular to analyse
or predict aspects concerning the data subject's performance at
work, economic situation, health, personal preferences or interests,
reliability or behaviour, location or movements, where it produces
legal effects concerning him or her or similarly significantly affects
him or her. However, decision-making based on such processing,
including profiling, should be allowed where expressly authorised
by Union or Member State law to which the controller is subject,
including for fraud and tax-evasion monitoring and prevention
purposes conducted in accordance with the regulations, standards
and recommendations of Union institutions or national oversight
bodies and to ensure the security and reliability of a service provided
by the controller, or necessary for the entering or performance of
a contract between the data subject and a controller, or when the
data subject has given his or her explicit consent. In any case, such
processing should be subject to suitable safeguards, which should
include specific information to the data subject and the right to obtain

- 80 -



(71)

human intervention, to express his or her point of view, to obtain
an explanation of the decision reached after such assessment and to
challenge the decision. Such measure should not concern a child.
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In order to ensure fair and transparent processing in respect of the
data subject, taking into account the specific circumstances and
context in which the personal data are processed, the controller
should use appropriate mathematical or statistical procedures for
the profiling, implement technical and organisational measures
appropriate to ensure, in particular, that factors which result in
inaccuracies in personal data are corrected and the risk of errors is

minimised, secure personal data in a manner that takes account of
the potential risks involved for the interests and rights of the data
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subject and that prevents, inter alia, discriminatory effects on natural
persons on the basis of racial or ethnic origin, political opinion,
religion or beliefs, trade union membership, genetic or health status
or sexual orientation, or that result in measures having such an effect.
Automated decision-making and profiling based on special categories
of personal data should be allowed only under specific conditions.
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Profiling is subject to the rules of this Regulation governing the
processing of personal data, such as the legal grounds for processing
or data protection principles. The European Data Protection Board
established by this Regulation (the ‘Board’) should be able to issue
guidance in that context.
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Restrictions concerning specific principles and the rights of
information, access to and rectification or erasure of personal data,
the right to data portability, the right to object, decisions based on
profiling, as well as the communication of a personal data breach to
a data subject and certain related obligations of the controllers may
be imposed by Union or Member State law, as far as necessary and
proportionate in a democratic society to safeguard public security,
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including the protection of human life especially in response to
natural or manmade disasters, the prevention, investigation and
prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention
of threats to public security, or of breaches of ecthics for regulated
professions, other important objectives of general public interest of
the Union or of a Member State, in particular an important economic
or financial interest of the Union or of a Member State, the keeping
of public registers kept for reasons of general public interest, further
processing of archived personal data to provide specific information
related to the political behaviour under former totalitarian state
regimes or the protection of the data subject or the rights and
freedoms of others, including social protection, public health and
humanitarian purposes. Those restrictions should be in accordance
with the requirements set out in the Charter and in the European
Convention for the Protection of Human Rights and Fundamental
Freedoms.

R E IR I B B A HRE ~ B3 R ~ BE IR R A A&k
REFI ~ BRI HE MR AR ~ FERERE ~ FER A DR ~ DURCH
ER L N BB 2 R E R Ll B EH CREERE - R
N EEE A > B RO B BATSHE IR - 2RAN - AER Tt
R FT AR ELEE R LIMERE N R 27 AR IR AR Ay

Rl HARE AT S s ~ FEFT ~ B B a N SR TR 8L
BATIED > G RotfEne e TERT A L Ea i B ~ BGE )
FrE ISk L ETERE - B EE BB — N A2y HA =
PURE - LHEEHEE B IR B AR~ Ry
DN B P AF & A AT SR IR AF ~ HEERS R T R A 2 1
AER D SR B AT RE BB EH N BUBTT R R ER
Al > BRFEE R R ZRER S H - G R

N B AGE HEY o 0S5 BRI E & 7 78 5 R BN OR A RE B

-83 -

4

i,
ST

\)




(74)

(74)

(75)

FARBHHLKIFTE ZEK -

The responsibility and liability of the controller for any processing
of personal data carried out by the controller or on the controller's
behalf should be established. In particular, the controller should be
obliged to implement appropriate and effective measures and be
able to demonstrate the compliance of processing activities with
this Regulation, including the effectiveness of the measures. Those
measures should take into account the nature, scope, context and
purposes of the processing and the risk to the rights and freedoms of
natural persons.
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The risk to the rights and freedoms of natural persons, of varying
likelihood and severity, may result from personal data processing
which could lead to physical, material or non-material damage, in
particular: where the processing may give rise to discrimination,
identity theft or fraud, financial loss, damage to the reputation, loss
of confidentiality of personal data protected by professional secrecy,
unauthorised reversal of pseudonymisation, or any other significant
economic or social disadvantage; where data subjects might be
deprived of their rights and freedoms or prevented from exercising
control over their personal data; where personal data are processed
which reveal racial or ethnic origin, political opinions, religion or
philosophical beliefs, trade union membership, and the processing
of genetic data, data concerning health or data concerning sex life or
criminal convictions and offences or related security measures; where
personal aspects are evaluated, in particular analysing or predicting
aspects concerning performance at work, economic situation, health,
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personal preferences or interests, reliability or behaviour, location
or movements, in order to create or use personal profiles; where
personal data of vulnerable natural persons, in particular of children,
are processed; or where processing involves a large amount of
personal data and affects a large number of data subjects.
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The likelihood and severity of the risk to the rights and freedoms
of the data subject should be determined by reference to the nature,
scope, context and purposes of the processing. Risk should be
evaluated on the basis of an objective assessment, by which it is
established whether data processing operations involve a risk or a
high risk.
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Guidance on the implementation of appropriate measures and on
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the demonstration of compliance by the controller or the processor,
especially as regards the identification of the risk related to the
processing, their assessment in terms of origin, nature, likelihood
and severity, and the identification of best practices to mitigate the
risk, could be provided in particular by means of approved codes of
conduct, approved certifications, guidelines provided by the Board or
indications provided by a data protection officer. The Board may also
issue guidelines on processing operations that are considered to be
unlikely to result in a high risk to the rights and freedoms of natural
persons and indicate what measures may be sufficient in such cases
to address such risk.
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The protection of the rights and freedoms of natural persons with
regard to the processing of personal data require that appropriate
technical and organisational measures be taken to ensure that
the requirements of this Regulation are met. In order to be able
to demonstrate compliance with this Regulation, the controller
should adopt internal policies and implement measures which meet
in particular the principles of data protection by design and data
protection by default. Such measures could consist, inter alia, of
minimising the processing of personal data, pseudonymising personal
data as soon as possible, transparency with regard to the functions
and processing of personal data, enabling the data subject to monitor
the data processing, enabling the controller to create and improve
security features. When developing, designing, selecting and using
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applications, services and products that are based on the processing
of personal data or process personal data to fulfil their task, producers
of the products, services and applications should be encouraged
to take into account the right to data protection when developing
and designing such products, services and applications and, with
due regard to the state of the art, to make sure that controllers and
processors are able to fulfil their data protection obligations. The
principles of data protection by design and by default should also be
taken into consideration in the context of public tenders.
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The protection of the rights and freedoms of data subjects as well

O

as the responsibility and liability of controllers and processors,
also in relation to the monitoring by and measures of supervisory
authorities, requires a clear allocation of the responsibilities under
this Regulation, including where a controller determines the purposes
and means of the processing jointly with other controllers or where a
processing operation is carried out on behalf of a controller.
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Where a controller or a processor not established in the Union is
processing personal data of data subjects who are in the Union whose
processing activities are related to the offering of goods or services,
irrespective of whether a payment of the data subject is required,
to such data subjects in the Union, or to the monitoring of their
behaviour as far as their behaviour takes place within the Union,
the controller or the processor should designate a representative,
unless the processing is occasional, does not include processing, on
a large scale, of special categories of personal data or the processing
of personal data relating to criminal convictions and offences, and
is unlikely to result in a risk to the rights and freedoms of natural
persons, taking into account the nature, context, scope and purposes
of the processing or if the controller is a public authority or body.
The representative should act on behalf of the controller or the
processor and may be addressed by any supervisory authority. The
representative should be explicitly designated by a written mandate
of the controller or of the processor to act on its behalf with regard
to its obligations under this Regulation. The designation of such
a representative does not affect the responsibility or liability of
the controller or of the processor under this Regulation. Such a
representative should perform its tasks according to the mandate
received from the controller or processor, including cooperating
with the competent supervisory authorities with regard to any action
taken to ensure compliance with this Regulation. The designated
representative should be subject to enforcement proceedings in the
event of non-compliance by the controller or processor.
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To ensure compliance with the requirements of this Regulation
in respect of the processing to be carried out by the processor
on behalf of the controller, when entrusting a processor with
processing activities, the controller should use only processors
providing sufficient guarantees, in particular in terms of expert
knowledge, reliability and resources, to implement technical and
organisational measures which will meet the requirements of this
Regulation, including for the security of processing. The adherence
of the processor to an approved code of conduct or an approved
certification mechanism may be used as an element to demonstrate
compliance with the obligations of the controller. The carrying-
out of processing by a processor should be governed by a contract
or other legal act under Union or Member State law, binding the
processor to the controller, setting out the subject- matter and
duration of the processing, the nature and purposes of the processing,
the type of personal data and categories of data subjects, taking
into account the specific tasks and responsibilities of the processor
in the context of the processing to be carried out and the risk to the
rights and freedoms of the data subject. The controller and processor
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may choose to use an individual contract or standard contractual
clauses which are adopted either directly by the Commission or by a
supervisory authority in accordance with the consistency mechanism
and then adopted by the Commission. After the completion of the
processing on behalf of the controller, the processor should, at the
choice of the controller, return or delete the personal data, unless
there is a requirement to store the personal data under Union or
Member State law to which the processor is subject.
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In order to demonstrate compliance with this Regulation, the
controller or processor should maintain records of processing
activities under its responsibility. Each controller and processor
should be obliged to cooperate with the supervisory authority and

make those records, on request, available to it, so that it might serve
for monitoring those processing operations.
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In order to maintain security and to prevent processing in
infringement of this Regulation, the controller or processor should
evaluate the risks inherent in the processing and implement
measures to mitigate those risks, such as encryption. Those
measures should ensure an appropriate level of security, including
confidentiality, taking into account the state of the art and the costs of
implementation in relation to the risks and the nature of the personal
data to be protected. In assessing data security risk, consideration
should be given to the risks that are presented by personal data
processing, such as accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data
transmitted, stored or otherwise processed which may in particular
lead to physical, material or non-material damage.
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In order to enhance compliance with this Regulation where

°

processing operations are likely to result in a high risk to the rights
and freedoms of natural persons, the controller should be responsible
for the carrying-out of a data protection impact assessment to
evaluate, in particular, the origin, nature, particularity and severity of
that risk. The outcome of the assessment should be taken into account
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when determining the appropriate measures to be taken in order to
demonstrate that the processing of personal data complies with this
Regulation. Where a data-protection impact assessment indicates that
processing operations involve a high risk which the controller cannot
mitigate by appropriate measures in terms of available technology
and costs of implementation, a consultation of the supervisory
authority should take place prior to the processing.
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A personal data breach may, if not addressed in an appropriate and
timely manner, result in physical, material or non-material damage
to natural persons such as loss of control over their personal data
or limitation of their rights, discrimination, identity theft or fraud,
financial loss, unauthorised reversal of pseudonymisation, damage
to reputation, loss of confidentiality of personal data protected by
professional secrecy or any other significant economic or social
disadvantage to the natural person concerned. Therefore, as soon
as the controller becomes aware that a personal data breach has
occurred, the controller should notify the personal data breach
to the supervisory authority without undue delay and, where
feasible, not later than 72 hours after having become aware of it,
unless the controller is able to demonstrate, in accordance with the
accountability principle, that the personal data breach is unlikely to
result in a risk to the rights and freedoms of natural persons. Where
such notification cannot be achieved within 72 hours, the reasons for
the delay should accompany the notification and information may be
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provided in phases without undue further delay.
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The controller should communicate to the data subject a personal
data breach, without undue delay, where that personal data breach is
likely to result in a high risk to the rights and freedoms of the natural
person in order to allow him or her to take the necessary precautions.
The communication should describe the nature of the personal data
breach as well as recommendations for the natural person concerned
to mitigate potential adverse effects. Such communications to
data subjects should be made as soon as reasonably feasible and
in close cooperation with the supervisory authority, respecting
guidance provided by it or by other relevant authorities such as
law-enforcement authorities. For example, the need to mitigate an
immediate risk of damage would call for prompt communication with
data subjects whereas the need to implement appropriate measures
against continuing or similar personal data breaches may justify more
time for communication.
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It should be ascertained whether all appropriate technological
protection and organisational measures have been implemented to
establish immediately whether a personal data breach has taken
place and to inform promptly the supervisory authority and the data
subject. The fact that the notification was made without undue delay
should be established taking into account in particular the nature
and gravity of the personal data breach and its consequences and
adverse effects for the data subject. Such notification may result in an
intervention of the supervisory authority in accordance with its tasks
and powers laid down in this Regulation.
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In setting detailed rules concerning the format and procedures
applicable to the notification of personal data breaches, due
consideration should be given to the circumstances of that breach,
including whether or not personal data had been protected by
appropriate technical protection measures, effectively limiting the
likelihood of identity fraud or other forms of misuse. Moreover,
such rules and procedures should take into account the legitimate
interests of law-enforcement authorities where early disclosure could
unnecessarily hamper the investigation of the circumstances of a
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personal data breach.
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Directive 95/46/EC provided for a general obligation to notify the
processing of personal data to the supervisory authorities. While that
obligation produces administrative and financial burdens, it did not
in all cases contribute to improving the protection of personal data.
Such indiscriminate general notification obligations should therefore
be abolished, and replaced by effective procedures and mechanisms
which focus instead on those types of processing operations which
are likely to result in a high risk to the rights and freedoms of natural
persons by virtue of their nature, scope, context and purposes. Such
types of processing operations may be those which in, particular,
involve using new technologies, or are of a new kind and where no
data protection impact assessment has been carried out before by the
controller, or where they become necessary in the light of the time
that has elapsed since the initial processing.

BERTE <26 95/46/EC SRAREE 1 h) B s B RRd A A B RHiE B
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In such cases, a data protection impact assessment should be carried
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out by the controller prior to the processing in order to assess
the particular likelihood and severity of the high risk, taking into
account the nature, scope, context and purposes of the processing
and the sources of the risk. That impact assessment should include,
in particular, the measures, safeguards and mechanisms envisaged
for mitigating that risk, ensuring the protection of personal data and
demonstrating compliance with this Regulation.

TERLTETSIE - S8 H AR IR T L HEITE IR E RIS - D
At g o E FTREME BB Y - A0 R B AVE ~ il
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This should in particular apply to large-scale processing operations
which aim to process a considerable amount of personal data at
regional, national or supranational level and which could affect a
large number of data subjects and which are likely to result in a high
risk, for example, on account of their sensitivity, where in accordance
with the achieved state of technological knowledge a new technology
is used on a large scale as well as to other processing operations
which result in a high risk to the rights and freedoms of data
subjects, in particular where those operations render it more difficult
for data subjects to exercise their rights. A data protection impact
assessment should also be made where personal data are processed
for taking decisions regarding specific natural persons following
any systematic and extensive evaluation of personal aspects relating
to natural persons based on profiling those data or following the
processing of special categories of personal data, biometric data,
or data on criminal convictions and offences or related security
measures. A data protection impact assessment is equally required
for monitoring publicly accessible areas on a large scale, especially
when using optic-electronic devices or for any other operations
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where the competent supervisory authority considers that the
processing is likely to result in a high risk to the rights and freedoms
of data subjects, in particular because they prevent data subjects
from exercising a right or using a service or a contract, or because
they are carried out systematically on a large scale. The processing
of personal data should not be considered to be on a large scale if
the processing concerns personal data from patients or clients by an
individual physician, other health care professional or lawyer. In such
cases, a data protection impact assessment should not be mandatory.
bk, I S P 7 L o P S e [l 2R R 8 5 e e PR B R o A1
ANEH - HAREs B R 20R R 5805 b 2 KR A R B
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There are circumstances under which it may be reasonable and
economical for the subject of a data protection impact assessment to
be broader than a single project, for example where public authorities
or bodies intend to establish a common application or processing
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platform or where several controllers plan to introduce a common
application or processing environment across an industry sector or
segment or for a widely used horizontal activity.

HEREL T - ZORHRA R B LI A IR
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In the context of the adoption of the Member State law on which
the performance of the tasks of the public authority or public body
is based and which regulates the specific processing operation or set
of operations in question, Member States may deem it necessary to
carry out such assessment prior to the processing activities.
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Where a data protection impact assessment indicates that the

H

processing would, in the absence of safeguards, security measures
and mechanisms to mitigate the risk, result in a high risk to the rights
and freedoms of natural persons and the controller is of the opinion
that the risk cannot be mitigated by reasonable means in terms of
available technologies and costs of implementation, the supervisory
authority should be consulted prior to the start of processing
activities. Such high risk is likely to result from certain types of
processing and the extent and frequency of processing, which may
result also in a realisation of damage or interference with the rights
and freedoms of the natural person. The supervisory authority should
respond to the request for consultation within a specified period.
However, the absence of a reaction of the supervisory authority
within that period should be without prejudice to any intervention of
the supervisory authority in accordance with its tasks and powers laid
down in this Regulation, including the power to prohibit processing
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operations. As part of that consultation process, the outcome of a
data protection impact assessment carried out with regard to the
processing at issue may be submitted to the supervisory authority, in
particular the measures envisaged to mitigate the risk to the rights
and freedoms of natural persons.
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The processor should assist the controller, where necessary and upon
request, in ensuring compliance with the obligations deriving from
the carrying out of data protection impact assessments and from prior
consultation of the supervisory authority.

B L H2 BRI - R R Bhi s E B EnT A A
BITERHRE R BTG < 355 ST B Rl B E RS o 38
B

A consultation of the supervisory authority should also take place in
the course of the preparation of a legislative or regulatory measure
which provides for the processing of personal data, in order to ensure
compliance of the intended processing with this Regulation and in
particular to mitigate the risk involved for the data subject.
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Where the processing is carried out by a public authority, except
for courts or independent judicial authorities when acting in their
judicial capacity, where, in the private sector, processing is carried
out by a controller whose core activities consist of processing
operations that require regular and systematic monitoring of the data
subjects on a large scale, or where the core activities of the controller
or the processor consist of processing on a large scale of special
categories of personal data and data relating to criminal convictions
and offences, a person with expert knowledge of data protection law
and practices should assist the controller or processor to monitor
internal compliance with this Regulation. In the private sector, the
core activities of a controller relate to its primary activities and do
not relate to the processing of personal data as ancillary activities.
The necessary level of expert knowledge should be determined in
particular according to the data processing operations carried out
and the protection required for the personal data processed by the
controller or the processor. Such data protection officers, whether or
not they are an employee of the controller, should be in a position to
perform their duties and tasks in an independent manner.
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Associations or other bodies representing categories of controllers
or processors should be encouraged to draw up codes of conduct,
within the limits of this Regulation, so as to facilitate the effective
application of this Regulation, taking account of the specific
characteristics of the processing carried out in certain sectors and the
specific needs of micro, small and medium enterprises. In particular,
such codes of conduct could calibrate the obligations of controllers
and processors, taking into account the risk likely to result from the
processing for the rights and freedoms of natural persons.
JFEE s Rl AE Ak B A SR 2 3 B B B R o ELABR A AE & P A
RZ IR N ETAZAT Ry <T A - DUREA R BRGEA - 145
FEATREPITE R R B R R U A ~ /NS R E
oK o JGH - AR T Ry~ r A v] REATGE H P 8 B R B L 605
RERHR R A REE R E AR E FH AR -
When drawing up a code of conduct, or when amending or
extending such a code, associations and other bodies representing
categories of controllers or processors should consult relevant
stakeholders, including data subjects where feasible, and have regard
to submissions received and views expressed in response to such
consultations.
BINIAT Ry Sr R BB SR ~ FEAREL ST R - MR B A R E &
SR B R HA AR FERK A F R PR - IR ATIR
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(100) In order to enhance transparency and compliance with this Regulation,

the establishment of certification mechanisms and data protection
seals and marks should be encouraged, allowing data subjects to
quickly assess the level of data protection of relevant products and
services.
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Flows of personal data to and from countries outside the Union
and international organisations are necessary for the expansion of
international trade and international cooperation. The increase in
such flows has raised new challenges and concerns with regard
to the protection of personal data. However, when personal data
are transferred from the Union to controllers, processors or other
recipients in third countries or to international organisations, the
level of protection of natural persons ensured in the Union by this
Regulation should not be undermined, including in cases of onward
transfers of personal data from the third country or international
organisation to controllers, processors in the same or another third
country or international organisation. In any event, transfers to third
countries and international organisations may only be carried out in
full compliance with this Regulation. A transfer could take place only
if, subject to the other provisions of this Regulation, the conditions
laid down in the provisions of this Regulation relating to the transfer
of personal data to third countries or international organisations are
complied with by the controller or processor.
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This Regulation is without prejudice to international agreements
concluded between the Union and third countries regulating the
transfer of personal data including appropriate safeguards for the
data subjects. Member States may conclude international agreements
which involve the transfer of personal data to third countries or
international organisations, as far as such agreements do not affect
this Regulation or any other provisions of Union law and include an
appropriate level of protection for the fundamental rights of the data
subjects.
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The Commission may decide with effect for the entire Union that a
third country, a territory or specified sector within a third country,
or an international organisation, offers an adequate level of data
protection, thus providing legal certainty and uniformity throughout
the Union as regards the third country or international organisation
which is considered to provide such level of protection. In such
cases, transfers of personal data to that third country or international
organisation may take place without the need to obtain any further
authorisation. The Commission may also decide, having given notice
and a full statement setting out the reasons to the third country or
international organisation, to revoke such a decision.
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In line with the fundamental values on which the Union is founded,
in particular the protection of human rights, the Commission should,
in its assessment of the third country, or of a territory or specified
sector within a third country, take into account how a particular
third country respects the rule of law, access to justice as well as
international human rights norms and standards and its general
and sectoral law, including legislation concerning public security,
defence and national security as well as public order and criminal
law. The adoption of an adequacy decision with regard to a territory
or a specified sector in a third country should take into account clear
and objective criteria, such as specific processing activities and the
scope of applicable legal standards and legislation in force in the
third country. The third country should offer guarantees ensuring an
adequate level of protection essentially equivalent to that ensured
within the Union, in particular where personal data are processed in
one or several specific sectors. In particular, the third country should
ensure effective independent data protection supervision and should
provide for cooperation mechanisms with the Member States' data
protection authorities, and the data subjects should be provided with
effective and enforceable rights and effective administrative and
judicial redress.
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Apart from the international commitments the third country or
international organisation has entered into, the Commission should
take account of obligations arising from the third country's or
international organisation's participation in multilateral or regional
systems in particular in relation to the protection of personal data,
as well as the implementation of such obligations. In particular, the
third country's accession to the Council of Europe Convention of
28 January 1981 for the Protection of Individuals with regard to the
Automatic Processing of Personal Data and its Additional Protocol
should be taken into account. The Commission should consult the
Board when assessing the level of protection in third countries or
international organisations.
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The Commission should monitor the functioning of decisions on the
level of protection in a third country, a territory or specified sector
within a third country, or an international organisation, and monitor
the functioning of decisions adopted on the basis of Article 25(6)
or Article 26(4) of Directive 95/46/EC. In its adequacy decisions,

- 105 -

4

i,
ST

\)




(106)

(107)

the Commission should provide for a periodic review mechanism
of their functioning. That periodic review should be conducted in
consultation with the third country or international organisation in
question and take into account all relevant developments in the third
country or international organisation. For the purposes of monitoring
and of carrying out the periodic reviews, the Commission should take
into consideration the views and findings of the European Parliament
and of the Council as well as of other relevant bodies and sources.
The Commission should evaluate, within a reasonable time, the
functioning of the latter decisions and report any relevant findings to
the Committee within the meaning of Regulation (EU) No 182/2011

112

of the European Parliament and of the Council “ as established under

this Regulation, to the European Parliament and to the Council.
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The Commission may recognise that a third country, a territory

"> Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16
February 2011 laying down the rules and general principles concerning mechanisms for

control by Member States of the Commission's exercise of implementing powers (OJ L 55,
28.2.2011, p. 13).
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or a specified sector within a third country, or an international
organisation no longer ensures an adequate level of data protection.
Consequently the transfer of personal data to that third country
or international organisation should be prohibited, unless the
requirements in this Regulation relating to transfers subject to
appropriate safeguards, including binding corporate rules, and
derogations for specific situations are fulfilled. In that case, provision
should be made for consultations between the Commission and
such third countries or international organisations. The Commission
should, in a timely manner, inform the third country or international
organisation of the reasons and enter into consultations with it in
order to remedy the situation.
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In the absence of an adequacy decision, the controller or processor
should take measures to compensate for the lack of data protection
in a third country by way of appropriate safeguards for the data
subject. Such appropriate safeguards may consist of making use of
binding corporate rules, standard data protection clauses adopted
by the Commission, standard data protection clauses adopted by
a supervisory authority or contractual clauses authorised by a
supervisory authority. Those safeguards should ensure compliance
with data protection requirements and the rights of the data subjects
appropriate to processing within the Union, including the availability
of enforceable data subject rights and of effective legal remedies,
including to obtain effective administrative or judicial redress and
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to claim compensation, in the Union or in a third country. They
should relate in particular to compliance with the general principles
relating to personal data processing, the principles of data protection
by design and by default. Transfers may also be carried out by
public authorities or bodies with public authorities or bodies in third
countries or with international organisations with corresponding
duties or functions, including on the basis of provisions to be
inserted into administrative arrangements, such as a memorandum
of understanding, providing for enforceable and effective rights
for data subjects. Authorisation by the competent supervisory
authority should be obtained when the safeguards are provided for in
administrative arrangements that are not legally binding.
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The possibility for the controller or processor to use standard data-
protection clauses adopted by the Commission or by a supervisory

authority should prevent controllers or processors neither from
including the standard data-protection clauses in a wider contract,
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such as a contract between the processor and another processor,
nor from adding other clauses or additional safeguards provided
that they do not contradict, directly or indirectly, the standard
contractual clauses adopted by the Commission or by a supervisory
authority or prejudice the fundamental rights or freedoms of the data
subjects. Controllers and processors should be encouraged to provide
additional safeguards via contractual commitments that supplement
standard protection clauses.
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A group of undertakings, or a group of enterprises engaged in a
joint economic activity, should be able to make use of approved
binding corporate rules for its international transfers from the Union
to organisations within the same group of undertakings, or group
of enterprises engaged in a joint economic activity, provided that
such corporate rules include all essential principles and enforceable
rights to ensure appropriate safeguards for transfers or categories of
transfers of personal data.
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Provisions should be made for the possibility for transfers in certain
circumstances where the data subject has given his or her explicit
consent, where the transfer is occasional and necessary in relation
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to a contract or a legal claim, regardless of whether in a judicial
procedure or whether in an administrative or any out-of-court
procedure, including procedures before regulatory bodies. Provision
should also be made for the possibility for transfers where important
grounds of public interest laid down by Union or Member State law
so require or where the transfer is made from a register established
by law and intended for consultation by the public or persons having
a legitimate interest. In the latter case, such a transfer should not
involve the entirety of the personal data or entire categories of the
data contained in the register and, when the register is intended for
consultation by persons having a legitimate interest, the transfer
should be made only at the request of those persons or, if they
are to be the recipients, taking into full account the interests and
fundamental rights of the data subject.
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Those derogations should in particular apply to data transfers
required and necessary for important reasons of public interest, for
example in cases of international data exchange between competition
authorities, tax or customs administrations, between financial
supervisory authorities, between services competent for social
security matters, or for public health, for example in the case of
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contact tracing for contagious diseases or in order to reduce and/or
eliminate doping in sport. A transfer of personal data should also be
regarded as lawful where it is necessary to protect an interest which
is essential for the data subject's or another person's vital interests,
including physical integrity or life, if the data subject is incapable
of giving consent. In the absence of an adequacy decision, Union
or Member State law may, for important reasons of public interest,
expressly set limits to the transfer of specific categories of data to
a third country or an international organisation. Member States
should notify such provisions to the Commission. Any transfer to
an international humanitarian organisation of personal data of a data
subject who is physically or legally incapable of giving consent,
with a view to accomplishing a task incumbent under the Geneva
Conventions or to complying with international humanitarian law
applicable in armed conflicts, could be considered to be necessary
for an important reason of public interest or because it is in the vital
interest of the data subject.
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BRI o
Transfers which can be qualified as not repetitive and that only
concern a limited number of data subjects, could also be possible for
the purposes of the compelling legitimate interests pursued by the
controller, when those interests are not overridden by the interests
or rights and freedoms of the data subject and when the controller
has assessed all the circumstances surrounding the data transfer. The
controller should give particular consideration to the nature of the
personal data, the purpose and duration of the proposed processing
operation or operations, as well as the situation in the country of
origin, the third country and the country of final destination, and
should provide suitable safeguards to protect fundamental rights and
freedoms of natural persons with regard to the processing of their
personal data. Such transfers should be possible only in residual
cases where none of the other grounds for transfer are applicable.
For scientific or historical research purposes or statistical purposes,
the legitimate expectations of society for an increase of knowledge
should be taken into consideration. The controller should inform the
supervisory authority and the data subject about the transfer.
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In any case, where the Commission has taken no decision on the
adequate level of data protection in a third country, the controller or
processor should make use of solutions that provide data subjects
with enforceable and effective rights as regards the processing of
their data in the Union once those data have been transferred so
that that they will continue to benefit from fundamental rights and
safeguards.
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Some third countries adopt laws, regulations and other legal acts
which purport to directly regulate the processing activities of natural
and legal persons under the jurisdiction of the Member States.
This may include judgments of courts or tribunals or decisions of
administrative authorities in third countries requiring a controller
or processor to transfer or disclose personal data, and which are not
based on an international agreement, such as a mutual legal assistance
treaty, in force between the requesting third country and the Union
or a Member State. The extraterritorial application of those laws,
regulations and other legal acts may be in breach of international law
and may impede the attainment of the protection of natural persons
ensured in the Union by this Regulation. Transfers should only be
allowed where the conditions of this Regulation for a transfer to third
countries are met. This may be the case, inter alia, where disclosure
is necessary for an important ground of public interest recognised in
Union or Member State law to which the controller is subject.
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When personal data moves across borders outside the Union it
may put at increased risk the ability of natural persons to exercise
data protection rights in particular to protect themselves from the
unlawful use or disclosure of that information. At the same time,
supervisory authorities may find that they are unable to pursue
complaints or conduct investigations relating to the activities
outside their borders. Their efforts to work together in the cross-
border context may also be hampered by insufficient preventative or
remedial powers, inconsistent legal regimes, and practical obstacles
like resource constraints. Therefore, there is a need to promote
closer cooperation among data protection supervisory authorities to
help them exchange information and carry out investigations with
their international counterparts. For the purposes of developing
international cooperation mechanisms to facilitate and provide
international mutual assistance for the enforcement of legislation for
the protection of personal data, the Commission and the supervisory
authorities should exchange information and cooperate in activities
related to the exercise of their powers with competent authorities
in third countries, based on reciprocity and in accordance with this
Regulation.
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The establishment of supervisory authorities in Member States,
empowered to perform their tasks and exercise their powers with
complete independence, is an essential component of the protection
of natural persons with regard to the processing of their personal
data. Member States should be able to establish more than one
supervisory authority, to reflect their constitutional, organisational
and administrative structure.
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The independence of supervisory authorities should not mean that

the supervisory authorities cannot be subject to control or monitoring
mechanisms regarding their financial expenditure or to judicial

review.
G S BB 2 ST AN FE AR B E R B A 15 i Ry A Bl L 5 32

BB B AR A AL -

Where a Member State establishes several supervisory authorities,
it should establish by law mechanisms for ensuring the effective
participation of those supervisory authorities in the consistency
mechanism. That Member State should in particular designate the
supervisory authority which functions as a single contact point for
the effective participation of those authorities in the mechanism,
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to ensure swift and smooth cooperation with other supervisory
authorities, the Board and the Commission.
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Each supervisory authority should be provided with the financial
and human resources, premises and infrastructure necessary for
the effective performance of their tasks, including those related to
mutual assistance and cooperation with other supervisory authorities
throughout the Union. Each supervisory authority should have a
separate, public annual budget, which may be part of the overall state
or national budget.
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The general conditions for the member or members of the
supervisory authority should be laid down by law in each Member
State and should in particular provide that those members are to
be appointed, by means of a transparent procedure, either by the
parliament, government or the head of State of the Member State
on the basis of a proposal from the government, a member of the
government, the parliament or a chamber of the parliament, or by
an independent body entrusted under Member State law. In order to
ensure the independence of the supervisory authority, the member
or members should act with integrity, refrain from any action that
is incompatible with their duties and should not, during their term
of office, engage in any incompatible occupation, whether gainful
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or not. The supervisory authority should have its own staff, chosen
by the supervisory authority or an independent body established by
Member State law, which should be subject to the exclusive direction
of the member or members of the supervisory authority.
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Each supervisory authority should be competent on the territory of
its own Member State to exercise the powers and to perform the
tasks conferred on it in accordance with this Regulation. This should
cover in particular the processing in the context of the activities of an
establishment of the controller or processor on the territory of its own
Member State, the processing of personal data carried out by public
authorities or private bodies acting in the public interest, processing
affecting data subjects on its territory or processing carried out by a
controller or processor not established in the Union when targeting
data subjects residing on its territory. This should include handling
complaints lodged by a data subject, conducting investigations on
the application of this Regulation and promoting public awareness of
the risks, rules, safeguards and rights in relation to the processing of
personal data.
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The supervisory authorities should monitor the application of the

i

provisions pursuant to this Regulation and contribute to its consistent
application throughout the Union, in order to protect natural persons
in relation to the processing of their personal data and to facilitate
the free flow of personal data within the internal market. For that
purpose, the supervisory authorities should cooperate with each
other and with the Commission, without the need for any agreement
between Member States on the provision of mutual assistance or on
such cooperation.
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Where the processing of personal data takes place in the context of
the activities of an establishment of a controller or a processor in the
Union and the controller or processor is established in more than one
Member State, or where processing taking place in the context of
the activities of a single establishment of a controller or processor in
the Union substantially affects or is likely to substantially affect data
subjects in more than one Member State, the supervisory authority
for the main establishment of the controller or processor or for the
single establishment of the controller or processor should act as lead
authority. It should cooperate with the other authorities concerned,
because the controller or processor has an establishment on the
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territory of their Member State, because data subjects residing on
their territory are substantially affected, or because a complaint has
been lodged with them. Also where a data subject not residing in that
Member State has lodged a complaint, the supervisory authority with
which such complaint has been lodged should also be a supervisory
authority concerned. Within its tasks to issue guidelines on any
question covering the application of this Regulation, the Board
should be able to issue guidelines in particular on the criteria to be
taken into account in order to ascertain whether the processing in
question substantially affects data subjects in more than one Member
State and on what constitutes a relevant and reasoned objection.
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The lead authority should be competent to adopt binding decisions
regarding measures applying the powers conferred on it in
accordance with this Regulation. In its capacity as lead authority,

the supervisory authority should closely involve and coordinate the
supervisory authorities concerned in the decision-making process.
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Where the decision is to reject the complaint by the data subject in
whole or in part, that decision should be adopted by the supervisory
authority with which the complaint has been lodged.
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The decision should be agreed jointly by the lead supervisory
authority and the supervisory authorities concerned and should be
directed towards the main or single establishment of the controller
or processor and be binding on the controller and processor. The
controller or processor should take the necessary measures to
ensure compliance with this Regulation and the implementation of
the decision notified by the lead supervisory authority to the main
establishment of the controller or processor as regards the processing
activities in the Union.
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Each supervisory authority not acting as the lead supervisory
authority should be competent to handle local cases where the
controller or processor is established in more than one Member
State, but the subject matter of the specific processing concerns
only processing carried out in a single Member State and involves
only data subjects in that single Member State, for example, where
the subject matter concerns the processing of employees' personal
data in the specific employment context of a Member State. In such
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cases, the supervisory authority should inform the lead supervisory
authority without delay about the matter. After being informed, the
lead supervisory authority should decide, whether it will handle
the case pursuant to the provision on cooperation between the lead
supervisory authority and other supervisory authorities concerned
(‘one-stop-shop mechanism’), or whether the supervisory authority
which informed it should handle the case at local level. When
deciding whether it will handle the case, the lead supervisory
authority should take into account whether there is an establishment
of the controller or processor in the Member State of the supervisory
authority which informed it in order to ensure effective enforcement
of a decision vis-a-vis the controller or processor. Where the lead
supervisory authority decides to handle the case, the supervisory
authority which informed it should have the possibility to submit a
draft for a decision, of which the lead supervisory authority should
take utmost account when preparing its draft decision in that one-
stop-shop mechanism.
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The rules on the lead supervisory authority and the one-stop-shop
mechanism should not apply where the processing is carried out
by public authorities or private bodies in the public interest. In
such cases the only supervisory authority competent to exercise the
powers conferred to it in accordance with this Regulation should
be the supervisory authority of the Member State where the public
authority or private body is established.
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In order to ensure consistent monitoring and enforcement of this
Regulation throughout the Union, the supervisory authorities
should have in each Member State the same tasks and effective
powers, including powers of investigation, corrective powers and
sanctions, and authorisation and advisory powers, in particular in
cases of complaints from natural persons, and without prejudice to
the powers of prosecutorial authorities under Member State law, to
bring infringements of this Regulation to the attention of the judicial
authorities and engage in legal proceedings. Such powers should also
include the power to impose a temporary or definitive limitation,
including a ban, on processing. Member States may specify other
tasks related to the protection of personal data under this Regulation.
The powers of supervisory authorities should be exercised in
accordance with appropriate procedural safeguards set out in Union
and Member State law, impartially, fairly and within a reasonable
time. In particular each measure should be appropriate, necessary and
proportionate in view of ensuring compliance with this Regulation,
taking into account the circumstances of each individual case,

-122 -



(129)

respect the right of every person to be heard before any individual
measure which would affect him or her adversely is taken and avoid
superfluous costs and excessive inconveniences for the persons
concerned. Investigatory powers as regards access to premises
should be exercised in accordance with specific requirements in
Member State procedural law, such as the requirement to obtain
a prior judicial authorisation. Each legally binding measure
of the supervisory authority should be in writing, be clear and
unambiguous, indicate the supervisory authority which has issued
the measure, the date of issue of the measure, bear the signature of
the head, or a member of the supervisory authority authorised by him
or her, give the reasons for the measure, and refer to the right of an
effective remedy. This should not preclude additional requirements
pursuant to Member State procedural law. The adoption of a legally
binding decision implies that it may give rise to judicial review in the
Member State of the supervisory authority that adopted the decision.
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Where the supervisory authority with which the complaint has been
lodged is not the lead supervisory authority, the lead supervisory
authority should closely cooperate with the supervisory authority
with which the complaint has been lodged in accordance with
the provisions on cooperation and consistency laid down in this
Regulation. In such cases, the lead supervisory authority should,
when taking measures intended to produce legal effects, including the
imposition of administrative fines, take utmost account of the view of
the supervisory authority with which the complaint has been lodged
and which should remain competent to carry out any investigation on
the territory of its own Member State in liaison with the competent
supervisory authority.
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Where another supervisory authority should act as a lead supervisory
authority for the processing activities of the controller or processor
but the concrete subject matter of a complaint or the possible
infringement concerns only processing activities of the controller
or processor in the Member State where the complaint has been
lodged or the possible infringement detected and the matter does
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not substantially affect or is not likely to substantially affect data
subjects in other Member States, the supervisory authority receiving
a complaint or detecting or being informed otherwise of situations
that entail possible infringements of this Regulation should seek
an amicable settlement with the controller and, if this proves
unsuccessful, exercise its full range of powers. This should include:
specific processing carried out in the territory of the Member State
of the supervisory authority or with regard to data subjects on the
territory of that Member State; processing that is carried out in the
context of an offer of goods or services specifically aimed at data
subjects in the territory of the Member State of the supervisory
authority; or processing that has to be assessed taking into account
relevant legal obligations under Member State law.
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Awareness-raising activities by supervisory authorities addressed to
the public should include specific measures directed at controllers

and processors, including micro, small and medium-sized enterprises,
as well as natural persons in particular in the educational context.
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The supervisory authorities should assist each other in performing
their tasks and provide mutual assistance, so as to ensure the
consistent application and enforcement of this Regulation in the
internal market. A supervisory authority requesting mutual assistance
may adopt a provisional measure if it receives no response to a
request for mutual assistance within one month of the receipt of that
request by the other supervisory authority.

EETR BRI TEB R E A AR B - DURECR A AR BN i 55
H— B BT - BB PR EOR A B » A — BB TR
WCEIH R — 8 H PR T Bl - 3% B P RA 1S SR P B IR 1
ENETEViiiTi

Each supervisory authority should, where appropriate, participate
in joint operations with other supervisory authorities. The requested
supervisory authority should be obliged to respond to the request
within a specified time period.
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In order to ensure the consistent application of this Regulation
throughout the Union, a consistency mechanism for cooperation
between the supervisory authorities should be established. That
mechanism should in particular apply where a supervisory authority
intends to adopt a measure intended to produce legal effects as
regards processing operations which substantially affect a significant
number of data subjects in several Member States. It should also
apply where any supervisory authority concerned or the Commission
requests that such matter should be handled in the consistency
mechanism. That mechanism should be without prejudice to any
measures that the Commission may take in the exercise of its powers
under the Treaties.
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In applying the consistency mechanism, the Board should, within
a determined period of time, issue an opinion, if a majority of its
members so decides or if so requested by any supervisory authority
concerned or the Commission. The Board should also be empowered
to adopt legally binding decisions where there are disputes between
supervisory authorities. For that purpose, it should issue, in principle
by a two-thirds majority of its members, legally binding decisions
in clearly specified cases where there are conflicting views among
supervisory authorities, in particular in the cooperation mechanism
between the lead supervisory authority and supervisory authorities
concerned on the merits of the case, in particular whether there is an
infringement of this Regulation.
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There may be an urgent need to act in order to protect the rights and
freedoms of data subjects, in particular when the danger exists that
the enforcement of a right of a data subject could be considerably
impeded. A supervisory authority should therefore be able to adopt
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duly justified provisional measures on its territory with a specified
period of validity which should not exceed three months.
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The application of such mechanism should be a condition for
the lawfulness of a measure intended to produce legal effects by
a supervisory authority in those cases where its application is
mandatory. In other cases of cross- border relevance, the cooperation
mechanism between the lead supervisory authority and supervisory
authorities concerned should be applied and mutual assistance
and joint operations might be carried out between the supervisory
authorities concerned on a bilateral or multilateral basis without
triggering the consistency mechanism.
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In order to promote the consistent application of this Regulation,
the Board should be set up as an independent body of the Union.
To fulfil its objectives, the Board should have legal personality.
The Board should be represented by its Chair. It should replace the
Working Party on the Protection of Individuals with Regard to the
Processing of Personal Data established by Directive 95/46/EC. It
should consist of the head of a supervisory authority of each Member
State and the European Data Protection Supervisor or their respective
representatives. The Commission should participate in the Board's
activities without voting rights and the European Data Protection
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Supervisor should have specific voting rights. The Board should
contribute to the consistent application of this Regulation throughout
the Union, including by advising the Commission, in particular on the
level of protection in third countries or international organisations,
and promoting cooperation of the supervisory authorities throughout
the Union. The Board should act independently when performing its
tasks.

Rl ARz —B5E ] - 22 B S FENER LR B ST A -
Rt HY - ZEFEGEARIA - ZEGELH TR
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The Board should be assisted by a secretariat provided by the
European Data Protection Supervisor. The staff of the European Data
Protection Supervisor involved in carrying out the tasks conferred
on the Board by this Regulation should perform its tasks exclusively
under the instructions of, and report to, the Chair of the Board.

ZE M & RHRE R E BT iRt & e - H2
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Every data subject should have the right to lodge a complaint with a
single supervisory authority, in particular in the Member State of his
or her habitual residence, and the right to an effective judicial remedy
in accordance with Article 47 of the Charter if the data subject
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considers that his or her rights under this Regulation are infringed or
where the supervisory authority does not act on a complaint, partially
or wholly rejects or dismisses a complaint or does not act where
such action is necessary to protect the rights of the data subject. The
investigation following a complaint should be carried out, subject
to judicial review, to the extent that is appropriate in the specific
case. The supervisory authority should inform the data subject of
the progress and the outcome of the complaint within a reasonable
period. If the case requires further investigation or coordination
with another supervisory authority, intermediate information should
be given to the data subject. In order to facilitate the submission of
complaints, each supervisory authority should take measures such as
providing a complaint submission form which can also be completed
electronically, without excluding other means of communication.
FHER TS CHEERREEEE8BER - A E
ERE T BR IR AR MR - ELR B R SR8 R HRIB AR A
RER S BR FE BB BB A L EER A TE Ry ~ T e a il A3
B ol [m] o e BRI 1 R LU ORRE R e I ARER T AN E Ry
JERURE R 47 BB S ANEROE SR - B BRI EAE 2 F]
EEA ML IE T E R R R E R E I - BE
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Where a data subject considers that his or her rights under this
Regulation are infringed, he or she should have the right to mandate
a not-for-profit body, organisation or association which is constituted
in accordance with the law of a Member State, has statutory
objectives which are in the public interest and is active in the field
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of the protection of personal data to lodge a complaint on his or her
behalf with a supervisory authority, exercise the right to a judicial
remedy on behalf of data subjects or, if provided for in Member State
law, exercise the right to receive compensation on behalf of data
subjects. A Member State may provide for such a body, organisation
or association to have the right to lodge a complaint in that Member
State, independently of a data subject's mandate, and the right to
an effective judicial remedy where it has reasons to consider that
the rights of a data subject have been infringed as a result of the
processing of personal data which infringes this Regulation. That
body, organisation or association may not be allowed to claim
compensation on a data subject's behalf independently of the data
subject's mandate.

EER LRI BRI T a8 <N ERER - HER
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Any natural or legal person has the right to bring an action for
annulment of decisions of the Board before the Court of Justice under
the conditions provided for in Article 263 TFEU. As addressees
of such decisions, the supervisory authorities concerned which
wish to challenge them have to bring action within two months
of being notified of them, in accordance with Article 263 TFEU.
Where decisions of the Board are of direct and individual concern
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to a controller, processor or complainant, the latter may bring an
action for annulment against those decisions within two months of
their publication on the website of the Board, in accordance with
Article 263 TFEU. Without prejudice to this right under Article 263
TFEU, each natural or legal person should have an effective judicial
remedy before the competent national court against a decision of
a supervisory authority which produces legal effects concerning
that person. Such a decision concerns in particular the exercise of
investigative, corrective and authorisation powers by the supervisory
authority or the dismissal or rejection of complaints. However, the
right to an effective judicial remedy does not encompass measures
taken by supervisory authorities which are not legally binding, such
as opinions issued by or advice provided by the supervisory authority.
Proceedings against a supervisory authority should be brought before
the courts of the Member State where the supervisory authority is
established and should be conducted in accordance with that Member
State's procedural law. Those courts should exercise full jurisdiction,
which should include jurisdiction to examine all questions of fact and
law relevant to the dispute before them.

A HARABGE NG HEFA 22 B & H O AREON B R
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Where a complaint has been rejected or dismissed by a supervisory
authority, the complainant may bring proceedings before the courts
in the same Member State. In the context of judicial remedies
relating to the application of this Regulation, national courts which
consider a decision on the question necessary to enable them to give
judgment, may, or in the case provided for in Article 267 TFEU,
must, request the Court of Justice to give a preliminary ruling on the
interpretation of Union law, including this Regulation. Furthermore,
where a decision of a supervisory authority implementing a decision
of the Board is challenged before a national court and the validity of
the decision of the Board is at issue, that national court does not have
the power to declare the Board's decision invalid but must refer the
question of validity to the Court of Justice in accordance with Article
267 TFEU as interpreted by the Court of Justice, where it considers
the decision invalid. However, a national court may not refer a
question on the validity of the decision of the Board at the request of
a natural or legal person which had the opportunity to bring an action
for annulment of that decision, in particular if it was directly and
individually concerned by that decision, but had not done so within
the period laid down in Article 263 TFEU.
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Where a court seized of proceedings against a decision by a
supervisory authority has reason to believe that proceedings
concerning the same processing, such as the same subject matter as
regards processing by the same controller or processor, or the same
cause of action, are brought before a competent court in another
Member State, it should contact that court in order to confirm the
existence of such related proceedings. If related proceedings are
pending before a court in another Member State, any court other than
the court first seized may stay its proceedings or may, on request
of one of the parties, decline jurisdiction in favour of the court first
seized if that court has jurisdiction over the proceedings in question
and its law permits the consolidation of such related proceedings.
Proceedings are deemed to be related where they are so closely
connected that it is expedient to hear and determine them together
in order to avoid the risk of irreconcilable judgments resulting from
separate proceedings.

B P BB ORI B AR B B R R — &
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For proceedings against a controller or processor, the plaintiff should
have the choice to bring the action before the courts of the Member
States where the controller or processor has an establishment or
where the data subject resides, unless the controller is a public
authority of a Member State acting in the exercise of its public
powers.

B SR T PRl ZBRED - R A R A S
BRERE 1 53 STHERE FTAE & BB e sAE 20k 3 e T o2 2k e
R - (HEFEH R BBITTH ARSI EIE - SRR -
The controller or processor should compensate any damage which
a person may suffer as a result of processing that infringes this
Regulation. The controller or processor should be exempt from
liability if it proves that it is not in any way responsible for the
damage. The concept of damage should be broadly interpreted in the
light of the case-law of the Court of Justice in a manner which fully
reflects the objectives of this Regulation. This is without prejudice to
any claims for damage deriving from the violation of other rules in
Union or Member State law. Processing that infringes this Regulation
also includes processing that infringes delegated and implementing
acts adopted in accordance with this Regulation and Member
State law specifying rules of this Regulation. Data subjects should
receive full and effective compensation for the damage they have
suffered. Where controllers or processors are involved in the same
processing, each controller or processor should be held liable for the
entire damage. However, where they are joined to the same judicial
proceedings, in accordance with Member State law, compensation
may be apportioned according to the responsibility of each controller
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or processor for the damage caused by the processing, provided that
full and effective compensation of the data subject who suffered
the damage is ensured. Any controller or processor which has paid
full compensation may subsequently institute recourse proceedings
against other controllers or processors involved in the same

processing.
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Where specific rules on jurisdiction are contained in this Regulation,
in particular as regards proceedings seeking a judicial remedy
including compensation, against a controller or processor, general

jurisdiction rules such as those of Regulation (EU) No 1215/2012 of
the European Parliament and of the Council” should not prejudice

" Regulation (EU) No 1215/2012 of the European Parliament and of the Council of 12
December 2012 on jurisdiction and the recognition and enforcement of judgments in civil
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the application of such specific rules.
NAKRER EHEE R RIMES - THZRNEEE ESR
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In order to strengthen the enforcement of the rules of this Regulation,
penalties including administrative fines should be imposed for
any infringement of this Regulation, in addition to, or instead of
appropriate measures imposed by the supervisory authority pursuant
to this Regulation. In a case of a minor infringement or if the fine
likely to be imposed would constitute a disproportionate burden to
a natural person, a reprimand may be issued instead of a fine. Due
regard should however be given to the nature, gravity and duration
of the infringement, the intentional character of the infringement,
actions taken to mitigate the damage suffered, degree of responsibility
or any relevant previous infringements, the manner in which the
infringement became known to the supervisory authority, compliance
with measures ordered against the controller or processor, adherence
to a code of conduct and any other aggravating or mitigating factor.
The imposition of penalties including administrative fines should be
subject to appropriate procedural safeguards in accordance with the
general principles of Union law and the Charter, including effective
judicial protection and due process.

R AR AL AT » BRARR A& - FE R DU RS
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and commercial matters (OJ L 351, 20.12.2012, p. 1).
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Member States should be able to lay down the rules on criminal
penalties for infringements of this Regulation, including for
infringements of national rules adopted pursuant to and within the
limits of this Regulation. Those criminal penalties may also allow
for the deprivation of the profits obtained through infringements of
this Regulation. However, the imposition of criminal penalties for
infringements of such national rules and of administrative penalties
should not lead to a breach of the principle of ne bis in idem, as
interpreted by the Court of Justice.

BEERRARRZE N » AR IRAR R E S AR E T Ry IR
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In order to strengthen and harmonise administrative penalties for
infringements of this Regulation, each supervisory authority should
have the power to impose administrative fines. This Regulation
should indicate infringements and the upper limit and criteria for
setting the related administrative fines, which should be determined
by the competent supervisory authority in each individual case, taking
into account all relevant circumstances of the specific situation,
with due regard in particular to the nature, gravity and duration of
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the infringement and of its consequences and the measures taken to
ensure compliance with the obligations under this Regulation and
to prevent or mitigate the consequences of the infringement. Where
administrative fines are imposed on an undertaking, an undertaking
should be understood to be an undertaking in accordance with
Articles 101 and 102 TFEU for those purposes. Where administrative
fines are imposed on persons that are not an undertaking, the
supervisory authority should take account of the general level of
income in the Member State as well as the economic situation of
the person in considering the appropriate amount of the fine. The
consistency mechanism may also be used to promote a consistent
application of administrative fines. It should be for the Member
States to determine whether and to which extent public authorities
should be subject to administrative fines. Imposing an administrative
fine or giving a warning does not affect the application of other
powers of the supervisory authorities or of other penalties under this
Regulation.
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The legal systems of Denmark and Estonia do not allow for
administrative fines as set out in this Regulation. The rules on
administrative fines may be applied in such a manner that in Denmark
the fine is imposed by competent national courts as a criminal penalty
and in Estonia the fine is imposed by the supervisory authority in
the framework of a misdemeanour procedure, provided that such an
application of the rules in those Member States has an equivalent
effect to administrative fines imposed by supervisory authorities.
Therefore the competent national courts should take into account the
recommendation by the supervisory authority initiating the fine. In
any event, the fines imposed should be effective, proportionate and
dissuasive.
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Where this Regulation does not harmonise administrative penalties
or where necessary in other cases, for example in cases of serious
infringements of this Regulation, Member States should implement
a system which provides for effective, proportionate and dissuasive
penalties. The nature of such penalties, criminal or administrative,
should be determined by Member State law.
EARRARBAITEEIRER — B - SE =P
F o B0 B E SR B - & BRI 8 EE
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Member States law should reconcile the rules governing freedom of
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expression and information, including journalistic, academic, artistic
and or literary expression with the right to the protection of personal
data pursuant to this Regulation. The processing of personal data
solely for journalistic purposes, or for the purposes of academic,
artistic or literary expression should be subject to derogations or
exemptions from certain provisions of this Regulation if necessary
to reconcile the right to the protection of personal data with the
right to freedom of expression and information, as enshrined in
Article 11 of the Charter. This should apply in particular to the
processing of personal data in the audiovisual field and in news
archives and press libraries. Therefore, Member States should adopt
legislative measures which lay down the exemptions and derogations
necessary for the purpose of balancing those fundamental rights.
Member States should adopt such exemptions and derogations on
general principles, the rights of the data subject, the controller and
the processor, the transfer of personal data to third countries or
international organisations, the independent supervisory authorities,
cooperation and consistency, and specific data-processing situations.
Where such exemptions or derogations differ from one Member
State to another, the law of the Member State to which the controller
is subject should apply. In order to take account of the importance
of the right to freedom of expression in every democratic society,
it is necessary to interpret notions relating to that freedom, such as
journalism, broadly.
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This Regulation allows the principle of public access to official
documents to be taken into account when applying this Regulation.
Public access to official documents may be considered to be in
the public interest. Personal data in documents held by a public
authority or a public body should be able to be publicly disclosed
by that authority or body if the disclosure is provided for by Union
or Member State law to which the public authority or public body
is subject. Such laws should reconcile public access to official
documents and the reuse of public sector information with the right
to the protection of personal data and may therefore provide for the
necessary reconciliation with the right to the protection of personal
data pursuant to this Regulation. The reference to public authorities
and bodies should in that context include all authorities or other
bodies covered by Member State law on public access to documents.
Directive 2003/98/EC of the European Parliament and of the
Council " leaves intact and in no way affects the level of protection of
natural persons with regard to the processing of personal data under
the provisions of Union and Member State law, and in particular
does not alter the obligations and rights set out in this Regulation.

14

Directive 2003/98/EC of the European Parliament and of the Council of 17 November 2003

on the re-use of public sector information (OJ L 345, 31.12.2003, p. 90).
BRI R B A 2003 4F 11 H 17 HELAEPIRREZ PRI A E R TE 24
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In particular, that Directive should not apply to documents to which
access is excluded or restricted by virtue of the access regimes on
the grounds of protection of personal data, and parts of documents
accessible by virtue of those regimes which contain personal data the
re-use of which has been provided for by law as being incompatible
with the law concerning the protection of natural persons with regard
to the processing of personal data.
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Member State law or collective agreements, including ‘works
agreements’, may provide for specific rules on the processing of
employees' personal data in the employment context, in particular
for the conditions under which personal data in the employment
context may be processed on the basis of the consent of the

employee, the purposes of the recruitment, the performance of the
contract of employment, including discharge of obligations laid
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down by law or by collective agreements, management, planning
and organisation of work, equality and diversity in the workplace,
health and safety at work, and for the purposes of the exercise and
enjoyment, on an individual or collective basis, of rights and benefits
related to employment, and for the purpose of the termination of the
employment relationship.
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The processing of personal data for archiving purposes in the public
interest, scientific or historical research purposes or statistical
purposes should be subject to appropriate safeguards for the rights
and freedoms of the data subject pursuant to this Regulation.
Those safeguards should ensure that technical and organisational
measures are in place in order to ensure, in particular, the principle
of data minimisation. The further processing of personal data for
archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes is to be carried out when
the controller has assessed the feasibility to fulfil those purposes
by processing data which do not permit or no longer permit the
identification of data subjects, provided that appropriate safeguards
exist (such as, for instance, pseudonymisation of the data). Member
States should provide for appropriate safeguards for the processing of
personal data for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes. Member
States should be authorised to provide, under specific conditions and
subject to appropriate safeguards for data subjects, specifications
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and derogations with regard to the information requirements and
rights to rectification, to erasure, to be forgotten, to restriction
of processing, to data portability, and to object when processing
personal data for archiving purposes in the public interest, scientific
or historical research purposes or statistical purposes. The conditions
and safeguards in question may entail specific procedures for data
subjects to exercise those rights if this is appropriate in the light of
the purposes sought by the specific processing along with technical
and organisational measures aimed at minimising the processing
of personal data in pursuance of the proportionality and necessity
principles. The processing of personal data for scientific purposes
should also comply with other relevant legislation such as on clinical

trials.
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EBIEL S H AT - BRSNS dr it iAot aln I &ort
TS RaZ R B - WA EE I IRER A (B0 BErlz R
&) K - (EAERHSEITERE R - & BB Rl A4t
M2 HEg 2 6 AR BRE - R f il 5 < IRFER i - fEETTRT
BAAE ~ PR B S SE H Ay EEE B 192 8 A&k
BRERRF - & B E1ERT &R E efF B TR B E0R e B IR
fls - FEARER RS R BRIMUBTA BN 25K - DURBAIR B IE »
MER ~ #oE s ~ IRHIER « kAT B8 < RER - HIRIR
FrEE R P FTE K B Resd s HHET ERHss b
it £ s B S M B A B IR R gk A {1 A R R BRI - L fER
7 R ARFE R it PTRERR 2 R E R P R T REIS TR SRR -
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(157)

(157)

(158)

RRHRE BB i B IR FE 8 T HAAHRR L A4 - BIAnss
TR PR BT -

By coupling information from registries, researchers can obtain
new knowledge of great value with regard to widespread medical
conditions such as cardiovascular disease, cancer and depression.
On the basis of registries, research results can be enhanced, as they
draw on a larger population. Within social science, research on the
basis of registries enables researchers to obtain essential knowledge
about the long-term correlation of a number of social conditions
such as unemployment and education with other life conditions.
Research results obtained through registries provide solid, high-
quality knowledge which can provide the basis for the formulation
and implementation of knowledge-based policy, improve the quality
of life for a number of people and improve the efficiency of social
services. In order to facilitate scientific research, personal data can
be processed for scientific research purposes, subject to appropriate
conditions and safeguards set out in Union or Member State law.
FEHAS S EREH AN - B SIS SR R R O N = E
LA BIALGIME PR ~ FEhE R INEIE - EREZRIAN
Wiy - FEERHEE AR | - BFSTRER AT e Tt - et Rt
DAE e Fy FE B < W ST R FE 3 RE AT B S VS B Al e e o
LRIV GH L FLRE RIS - BIANJK 38 R H0 B A A AR 2 A
BATE - ZMERERS W FERE R IR ~ S B AR
AR R IR IR REBOR < Rl - A —E B N A Th
onE 0 DUR AR & kB SMAE © Ty TIRERIEZRITE - IR
W Rk gl B BT AUE L8 BRI R ORAE G I - A Ty BHERR
SEHRITIERELE N ER -

Where personal data are processed for archiving purposes, this
Regulation should also apply to that processing, bearing in mind
that this Regulation should not apply to deceased persons. Public
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(159)

authorities or public or private bodies that hold records of public
interest should be services which, pursuant to Union or Member State
law, have a legal obligation to acquire, preserve, appraise, arrange,
describe, communicate, promote, disseminate and provide access
to records of enduring value for general public interest. Member
States should also be authorised to provide for the further processing
of personal data for archiving purposes, for example with a view
to providing specific information related to the political behaviour
under former totalitarian state regimes, genocide, crimes against
humanity, in particular the Holocaust, or war crimes.

A ER R AR Ry s HY » AKH IR e R i B -
MEARFBNEREAM AR IR I8 - R IRE R A e BB
R A LRI AT B B 0 A 5 B il B A A 1 P RS
IEHES  SRVEEBIUS  R1F  FFAE Lok - fl i
e ~ B R BEE Y — i A R A R A B FCsRAIFHN -
& B B R FE M 15 ME R 5 B 26 E Y I B 18] A B i HE RS IR
B o BIAIAR A R - B K EORE ~ REAAE ~ WK
RREEN AR ~ BEFIRE T RIBGATT R AR EEE -
Where personal data are processed for scientific research purposes,
this Regulation should also apply to that processing. For the
purposes of this Regulation, the processing of personal data for
scientific research purposes should be interpreted in a broad
manner including for example technological development and
demonstration, fundamental research, applied research and privately
funded research. In addition, it should take into account the Union's
objective under Article 179(1) TFEU of achieving a European
Research Area. Scientific research purposes should also include
studies conducted in the public interest in the area of public health.
To meet the specificities of processing personal data for scientific
research purposes, specific conditions should apply in particular as
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(160)

(160)

(161)

regards the publication or otherwise disclosure of personal data in
the context of scientific research purposes. If the result of scientific
research in particular in the health context gives reason for further
measures in the interest of the data subject, the general rules of this
Regulation should apply in view of those measures.

WA A BRI BRI ST H AT R s BE - AR HIJRE 3 R %
FERLZ R o RARBHIIZ HAY - SR RHERITSE H BT Ry
NERHZ PR PR FE SRR LR AR ANRHER R SR ~ B
BERSE - FEFIDTSE AL BB Z ISR - BLAh » HES SRR A A K
PN DRE MR ERATEE 179 1BR56 1 BHE BN S s HRY » B
B0 5E H IR E AL R iF & S H A AR S i A I T
W52 o Fotii & BREE A R IR BRI SE H I 2 Rkt - BH
2 RS R LAt T AR R R T 58 H B9 T 4R 28 18 AN ERHE -
JEE R E LRI - HRPRIITEARSEIR (U HZAE L I A Rk
) RFaER LAttt 7E S Bl - AR
— R R R R I

Where personal data are processed for historical research purposes,
this Regulation should also apply to that processing. This should also
include historical research and research for genealogical purposes,
bearing in mind that this Regulation should not apply to deceased
persons.

Ry P SRS H AT I8 A ORI BR BRI - ASHL AR SE R Y 3
FHRER o LEIRE FAE R SR 9SS SRR SR SE » JCHE T ACHL A
NEEE I8 -

For the purpose of consenting to the participation in scientific
research activities in clinical trials, the relevant provisions of
Regulation (EU) No 536/2014 of the European Parliament and of the
Council * should apply.

" Regulation (EU) No 536/2014 of the European Parliament and of the Council of 16
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Ty [RI e 2 Bl PR BRI s B H Y - BRONEE & BB BB
HE BB 536/2014 5% ° EHEHZ -

Where personal data are processed for statistical purposes, this
Regulation should apply to that processing. Union or Member State
law should, within the limits of this Regulation, determine statistical
content, control of access, specifications for the processing of
personal data for statistical purposes and appropriate measures to
safeguard the rights and freedoms of the data subject and for ensuring
statistical confidentiality. Statistical purposes mean any operation of
collection and the processing of personal data necessary for statistical
surveys or for the production of statistical results. Those statistical
results may further be used for different purposes, including a
scientific research purpose. The statistical purpose implies that the
result of processing for statistical purposes is not personal data, but
aggregate data, and that this result or the personal data are not used
in support of measures or decisions regarding any particular natural
person.

B Rotfiit H A SEAT I A EORH R BRI ACH IS8 P R 3 5kt
BRE o FEARIA IRFIHEE - Bl A S BEA R EMET
WIS ~ TREEET] ~ SR B2 8 A B R R B R ERR ~ DUk
PRFEZOR LR REA B B Fh 2B HE I - I RECRAEE TR IE ©
A BRI T S0 0 L B R 7 A ST A
ZENER R - PSR TSR rTREE — P W N AREHAY -
BRI TEEHR - #EHH AR Fffiit H B &R R RS
RAZMEAZR - MAEREE R - HZRER G E AR IE

April 2014 on clinical trials on medicinal products for human use, and repealing Directive
2001/20/EC (OJ L 158, 27.5.2014, p. 1).

BRI S BB SR e Y 2014 4F 4 H 16 H kA ZE i B PR E F 1 2 BB IS
536/2014 5% » HUFUHE< 5 2001/20/EC 5t (BT8R LS 158 1] - 2014 425 H 27 H »
BIH) »
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(163)

(164)

PR SR BAME AR E E A ERE ©

The confidential information which the Union and national statistical
authorities collect for the production of official European and official
national statistics should be protected. European statistics should
be developed, produced and disseminated in accordance with the
statistical principles as set out in Article 338(2) TFEU, while national
statistics should also comply with Member State law. Regulation
(EC) No 223/2009 of the European Parliament and of the Council®
provides further specifications on statistical confidentiality for
European statistics.

W SR e B S e A B e 2 A W 75 B 25 B Y G R TR T 3
AN ENRGE - BRNHLE T ERH AR BN DE (F AR
55 338 R 2 THFTE Z MAT IR AU R pFSE ~ SUE R EH - (HEX
Mt ORI T & B BARE - WS BB S BER
HLRIEE 223/2009 57 ' BUE RS BOMSTET BRI TS M2 HE—
A -

As regards the powers of the supervisory authorities to obtain
from the controller or processor access to personal data and access
to their premises, Member States may adopt by law, within the

limits of this Regulation, specific rules in order to safeguard the

' Regulation (EC) No 223/2009 of the European Parliament and of the Council of 11 March
2009 on European statistics and repealing Regulation (EC, Euratom) No 1101/2008 of the
European Parliament and of the Council on the transmission of data subject to statistical
confidentiality to the Statistical Office of the European Communities, Council Regulation
(EC) No 322/97 on Community Statistics, and Council Decision 89/382/EEC, Euratom
establishing a Committee on the Statistical Programmes of the European Communities (OJ
L 87,31.3.2009, p. 164).

I 3 o S W B H R 2009 4F 3 H 11 H ERBRIN MR AR i 5 B R R
223/2009 5% - HUAUB Er S BB S8 58 110172008 SEAHI — IS EM L [FIRe

N

ERE AL OB - BRI SREBIAIES 322/97 SR —ik iR b B

EREEES 89/382/EEC #—BOMIR T-Redk RSO TN L S E G EZES (BA
AR LEEFE 87THI - 20003 H31H  H 164 H) -
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(165)

(166)

professional or other equivalent secrecy obligations, in so far as
necessary to reconcile the right to the protection of personal data
with an obligation of professional secrecy. This is without prejudice
to existing Member State obligations to adopt rules on professional
secrecy where required by Union law.

IR A e B ] 1 44 O T R A1 A ) B AL S
DNIRFTZRETT » FE R BRI B ORFERER] BLHE, SR 3 & PR
FH M LB FEN - & 8BS AE AR FIBRE] < #EE A DR
B LHEE - DIRGE I SE B A IR % - LR
BRI #55 - BV B AR PSR - 8RB R ISR
TR S

This Regulation respects and does not prejudice the status under
existing constitutional law of churches and religious associations
or communities in the Member States, as recognised in Article 17
TFEU.

ANIEI BRI B P E RIS 17 Rfarr - AR E H A EES
& BE(HUA EIR SRR B e ] A HEIRRE -

In order to fulfil the objectives of this Regulation, namely to
protect the fundamental rights and freedoms of natural persons and
in particular their right to the protection of personal data and to
ensure the free movement of personal data within the Union, the
power to adopt acts in accordance with Article 290 TFEU should be
delegated to the Commission. In particular, delegated acts should
be adopted in respect of criteria and requirements for certification
mechanisms, information to be presented by standardised icons and
procedures for providing such icons. It is of particular importance
that the Commission carry out appropriate consultations during
its preparatory work, including at expert level. The Commission,
when preparing and drawing-up delegated acts, should ensure
a simultaneous, timely and appropriate transmission of relevant
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(168)

documents to the European Parliament and to the Council.

R TEHBIAKA HAE - JREMREE BN EARLER - L
HRHA ANERL 2 OREZAER] - HEOR (8 A ERHEBC R A &
FERIE - AR B A (R IR 5 290 bl 8 ik 5 2 HE
TIER T GEd - LH - BN FIEMS ARRE B BOR - £RHEL
R < BB AR I3 F R LR S FELAR AR E & - LH
BN R R EGEEREENERE PR TT A R R E
B o EHEGH RO BRI - RS EE IR BON G &
AT Ry [A5 ~ Ry HE R ZAHBA SO (i -

In order to ensure uniform conditions for the implementation of
this Regulation, implementing powers should be conferred on the
Commission when provided for by this Regulation. Those powers
should be exercised in accordance with Regulation (EU) No
182/2011. In that context, the Commission should consider specific
measures for micro, small and medium-sized enterprises.

RettE R AT < —BOIRRE » BT RE T EAE AR HIRR E IR
T IEG o LRI IRECER R SE 182/2011 M R T
fi » ERZMRES T - MR G ES B e/ N2 R EFE I -

The examination procedure should be used for the adoption of
implementing acts on standard contractual clauses between controllers
and processors and between processors; codes of conduct; technical
standards and mechanisms for certification; the adequate level of
protection afforded by a third country, a territory or a specified sector
within that third country, or an international organisation; standard
protection clauses; formats and procedures for the exchange of
information by electronic means between controllers, processors and
supervisory authorities for binding corporate rules; mutual assistance;
and arrangements for the exchange of information by electronic
means between supervisory authorities, and between supervisory
authorities and the Board.
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(169)

(169)

(170)

(170)

o B i R (5 P 22 ) 25 B i T 55 ] e i PR = A A e g 72 A
BLIPR I TEEIER A 5 17 Rl 5 FERE B A B 5
B~ B B S E AR~ BB R R £
PRAERERE s BEHECRAR IR IR R T < SRR RS - #5954
BRI J B E R LR 7 & A s iU e e 5 A8l
B R E BRI S B B R R B WO B R R R B LLE T TR
B 2k -

The Commission should adopt immediately applicable implementing
acts where available evidence reveals that a third country, a territory
or a specified sector within that third country, or an international
organisation does not ensure an adequate level of protection, and
imperative grounds of urgency so require.
ERRRLEBEAR =B - 5 =B ISR E TR
BB A AR A T R e B R 2 IR - HAEScEH R - &
E SRR A 61T -

Since the objective of this Regulation, namely to ensure an
equivalent level of protection of natural persons and the free flow of
personal data throughout the Union, cannot be sufficiently achieved
by the Member States and can rather, by reason of the scale or effects
of the action, be better achieved at Union level, the Union may adopt
measures, in accordance with the principle of subsidiarity as set out
in Article 5 of the Treaty on European Union (TEU). In accordance
with the principle of proportionality as set out in that Article, this
Regulation does not go beyond what is necessary in order to achieve
that objective.

AAKHRZ H AL S o i & B BB - JRRIMECR B S A%
EIMHE LR 2R3 - DUR(E A B RHEBC S A < B @< H
(Y » BATEDZ AR BSOS P e o] DAAE B B R R i BB
WS AR IR B R BRI 58 5 R il B IR HI  BUE SRENE B © 4K
PERZ R FTAUE Z EEBITRIF RN - AHI R ANG 68 2 % F AR A
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(171)

(172)

(172)

(173)

JHRALZ TR -

Directive 95/46/EC should be repealed by this Regulation.
Processing already under way on the date of application of this
Regulation should be brought into conformity with this Regulation
within the period of two years after which this Regulation enters into
force. Where processing is based on consent pursuant to Directive
95/46/EC, it is not necessary for the data subject to give his or her
consent again if the manner in which the consent has been given
is in line with the conditions of this Regulation, so as to allow the
controller to continue such processing after the date of application of
this Regulation. Commission decisions adopted and authorisations by
supervisory authorities based on Directive 95/46/EC remain in force
until amended, replaced or repealed.

ZIS%EE'JEWJC@’XBE?E%% 95/46/EC % o FAASKI I T H IRf IEAE 5
1T BRI - FE AR I AR S50 R 4 P9 BE L RF S AR Al B
JE o EERRI AR RIBECIRFE 56 95/46/EC SR AR -
ik BB ER IR RO S AR E 2 it - HAHE
BXRFRAEE - DS B RN AR TR R E R L
FREE o BN R b B E BB MR IB B IR FE 256 95/46/EC SR 1%
REDIHERFA S E BB IE ~ FURFB -
The European Data Protection Supervisor was consulted in
accordance with Article 28(2) of Regulation (EC) No 45/2001 and
delivered an opinion on 7 March 2012".
B R e R B P B AR B A T3S 45/2001 5725 28 1526 2 38
Feake o MR 2012 4R 3 H 7 HBERHEER " -

This Regulation should apply to all matters concerning the protection
of fundamental rights and freedoms vis-a- vis the processing of
personal data which are not subject to specific obligations with the

7 0J € 192,30.6.2012, p. 7.
B CHEEE 1928 20124F 6 H30H » 557 H -
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(173)

same objective set out in Directive 2002/58/EC of the European
Parliament and of the Council"®, including the obligations on the
controller and the rights of natural persons. In order to clarify the
relationship between this Regulation and Directive 2002/58/EC, that
Directive should be amended accordingly. Once this Regulation is
adopted, Directive 2002/58/EC should be reviewed in particular in
order to ensure consistency with this Regulation,

AR 58 F R TG ¥ B PR I N B R R B FEARE S FL R
H - HAPR BN 8 o e B R B Sy 2 B4R S 2 2002/58/
EC 5% " Ry[FIBEH AT BUE < FRERT - WiEHEH CEHE
HBNZHER] o Tyl AR R BB R 2 55 2002/58/EC SR BRTR -
AR TEIRARIANERT - — Em@E AR - B S3E 2002/58/
EC SfEsztgnt » THE Rl IR BRI — 200

HAVE ADOPTED THIS REGULATION:
AT AR -

" Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002
concerning the processing of personal data and the protection of privacy in the electronic
communications sector (Directive on privacy and electronic communications) (OJ L 201,
31.7.2002, p. 37).

2002 4F 7 H 12 F B Er s B S 2 BT RIS 2002/58/EC 52 A 12 -8
AT A A ZORHE B S FRRARECRRE (Bl B TlAlde S ) (B AL A5 201 4] -
20024E7 H31H - 837H) -
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CHAPTER I General provisions

K Sr.

F—F A

Article 1 Subject-matter and objectives

F—E EIBRMGKBEH

1.

This Regulation lays down rules relating to the protection of natural
persons with regard to the processing of personal data and rules relating
to the free movement of personal data.

Fo BUBERH A CRAEAS A DR R BB R FE » e AR
This Regulation protects fundamental rights and freedoms of natural
persons and in particular their right to the protection of personal data.
ARARFEE A FEARERL R - R ORAEE N B RER] -

The free movement of personal data within the Union shall be neither
restricted nor prohibited for reasons connected with the protection of
natural persons with regard to the processing of personal data.

flEl NERHR BRI < B R TiE - S DAORRE I A kiR B A B
FE PRI BRAE 1 -

Article 2 Material scope

V2

il
1.

—HE ER AR SRE

This Regulation applies to the processing of personal data wholly
or partly by automated means and to the processing other than by
automated means of personal data which form part of a filing system or
are intended to form part of a filing system.
ARHE PR 2= e — s LH Bt T U B AN Bk - B
FAFCALIE E B 5 =R B T A e 2R — 70 B B FEA AR
ZCRMEL R HIE AN B

This Regulation does not apply to the processing of personal data:

YA RHEEE - AN AR
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(a) in the course of an activity which falls outside the scope of Union
law;

(a) FABIREIMEREFIRTEE) ;

(b) by the Member States when carrying out activities which fall
within the scope of Chapter 2 of Title V of the TEU;

(b) FHE SEFTHET TR BRI SR R 5 FREE A L TR E)

(c) by anatural person in the course of a purely personal or household
activity;

(c) BR8N BETLE) ;

(d) by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against
and the prevention of threats to public security.

(d) FEREREREDY - #E - EESGEFINFIL TR T
Z HBY (CEfis Rofeig RFEMTE N AL il B ) Frky
A NERBRER -

For the processing of personal data by the Union institutions, bodies,

offices and agencies, Regulation (EC) No 45/2001 applies. Regulation

(EC) No 45/2001 and other Union legal acts applicable to such

processing of personal data shall be adapted to the principles and rules

of this Regulation in accordance with Article 98.

B AAUES 45/2001 9758 FH R B E R~ B84 ~ IR S R E

FoiZ fEANE R BRER - BURHIRISE 45/2001 557 Ko HAP R A8 A &k

FRER < BCIEZEMRATHANES 98 RARE » $AHR A J B AR 8

FEE L -

This Regulation shall be without prejudice to the application of

Directive 2000/31/EC, in particular of the liability rules of intermediary

service providers in Articles 12 to 15 of that Directive.

AHAIA S EEBURETE 25 2000/31/EC #8258 » FERlZ ik

BRI 25 12 £ 15 BEIEACEE -

- 158 -



Article 3 Territorial scope

%=k AALdEARE

1.

This Regulation applies to the processing of personal data in the context

of the activities of an establishment of a controller or a processor in the

Union, regardless of whether the processing takes place in the Union or

not.

K I P s 45 3 Bl P B AE B A R o2 0 SRR P Ry i Ml

BORR B E) - ARRZREE A A B -

This Regulation applies to the processing of personal data of data

subjects who are in the Union by a controller or processor not

established in the Union, where the processing activities are related to:

AT HI5E P BRI RRR TR B B P o P22 ol P B B 5

P BB RS R KA T I 8 N ER R EE -

(a) the offering of goods or services, irrespective of whether a
payment of the data subject is required, to such data subjects in
the Union; or

(a) HEREERCER LR fteg ke - PR EFEEER
ES AN

(b) the monitoring of their behaviour as far as their behaviour takes
place within the Union.

(b) BB LR ECE AT R TR L BedE

This Regulation applies to the processing of personal data by a

controller not established in the Union, but in a place where Member

State law applies by virtue of public international law.

AKIHGE P IR R BB N < PEE - (B S BEIARMK

RS 2Nk P55 P B A P Ry o B R R B -

Article 4 Definitions
Fuoafk 2R
For the purposes of this Regulation:
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(M

(1

2)

)

3)

)

“

‘personal data’ means any information relating to an identified
or identifiable natural person (‘data subject’); an identifiable
natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;
MEANER ) PRfE ARSI AN ( TER R )

ZAEATEGR 5 RIS E AR A SRR TS DUE 2 sl B 3 3% H
AN RplESE ML - B —Wat - (CEER -
E%%U%"J%%*fl@i%ﬂﬁl YEARNZ S~ A~ BRA S LB
S A R CIE Y CUSEe v S

‘processing’ means any operation or set of operations which is
performed on personal data or on sets of personal data, whether or
not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation,
use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or
destruction;

TERE ) PRIEEME AR U A B BT F SRS
B ARG ERE BT - BN ~ o8k - R - &S
it > flifF - CUEERE ~ fas] ~ &R BEA - MR - &
DA AT =0 2 15 DIRREE B & ~ BRI ~ MR -
‘restriction of processing’ means the marking of stored personal data
with the aim of limiting their processing in the future'

TRERIRE ) RIEHRERE A B RETTIER - DURSIH
R P P -

‘profiling’ means any form of automated processing of personal data
consisting of the use of personal data to evaluate certain personal
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“4)

®)

(&)

(6)

(6)

(7

aspects relating to a natural person, in particular to analyse or predict
aspects concerning that natural person's performance at work,
economic situation, health, personal preferences, interests, reliability,
behaviour, location or movements;

T REEEME A B RHMETE N B EL R ER - A0S 6 A A
NBE RGPS BRI NG B M8 AR R alE P AR AT ek
THHIA RS S A TAEREL - RIRTE ~ERR ~ (8 A MRy ~ B -
SR ~ 17y ~ HUBESEEII R
‘pseudonymisation’ means the processing of personal data in such a
manner that the personal data can no longer be attributed to a specific
data subject without the use of additional information, provided
that such additional information is kept separately and is subject to
technical and organisational measures to ensure that the personal data
are not attributed to an identified or identifiable natural person;

"Rt ) PRiEEREE A E RN ST BERLE A BRHAEAE
FINEEREF - NERESE R € < Bk 08 - HEBRINE R
EH o BEFFIR - LA B REL RS BT R 5% M1 N b J i e e
AR EEA -

‘filing system’ means any structured set of personal data which
are accessible according to specific criteria, whether centralised,
decentralised or dispersed on a functional or geographical basis;

TREGRAE o PRIGIRIB R EARHE ARG I i M DR P A
AEAIRESE - AN R EUR D RE M Bt 7 R
F2Wod i
‘controller’ means the natural or legal person, public authority,
agency or other body which, alone or jointly with others, determines
the purposes and means of the processing of personal data; where
the purposes and means of such processing are determined by Union
or Member State law, the controller or the specific criteria for its
nomination may be provided for by Union or Member State law;

- 161 -

4

i,
ST

\)




(7

®)

®)

©)

©)

(10)

(10)

(11)

THER ) PRI A LA pE (8 AR R B H B
TEZBARANBGEN ~ DNBHEE - Rk s ik 5 KIRECR
e BERERERELC HW 71k - BB A B e B B
MUEPE B EHE < BRiEE
‘processor’ means a natural or legal person, public authority, agency
or other body which processes personal data on behalf of the
controller;

TRRER ) PREEREEZ R A BRI HARABREAN ~ AF
PRR ~ JpR B A
‘recipient’ means a natural or legal person, public authority, agency
or another body, to which the personal data are disclosed, whether
a third party or not. However, public authorities which may receive
personal data in the framework of a particular inquiry in accordance
with Union or Member State law shall not be regarded as recipients;
the processing of those data by those public authorities shall be in
compliance with the applicable data protection rules according to the
purposes of the processing;

TENGE ) REBEAE R B HARABREAN ~ DB
B~ R A - AR R REE = A o EARBEER R
& B EAR - R E SR ENE SR AT RERIUIE A BB A B R
NER R B B HF BRI Ry B R BB - BRI R
B/ » 8T HATEH < ERRERRL 5
‘third party’ means a natural or legal person, public authority, agency
or body other than the data subject, controller, processor and persons
who, under the direct authority of the controller or processor, are
authorised to process personal data;

A RIEER TS - BEE - R E RAEEH SR
HEHESE NI R B A AE R AN HARABGEA -
DNESHER ~ [RbE B AR

‘consent’ of the data subject means any freely given, specific,
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(11)

(12)

(12)

(13)

(13)

(14)

(14)

informed and unambiguous indication of the data subject's wishes
by which he or she, by a statement or by a clear affirmative action,
signifies agreement to the processing of personal data relating to him
or her;

R TR TRE ) REERERAREER - Z B
WMERTELITEY > By E M~ Bl J01E e < RoR AR R
BB AR < M AE R

‘personal data breach’ means a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to, personal data transmitted, stored or
otherwise processed;

"EABRMEE § RIRE R TR S AT
REREL M AN ERHE R NG FEREE ~ B~ B RIE R
koS I
‘genetic data’ means personal data relating to the inherited or
acquired genetic characteristics of a natural person which give unique
information about the physiology or the health of that natural person
and which result, in particular, from an analysis of a biological
sample from the natural person in question;

TRNER ) PRI R E R AR M s @Zﬁlﬁﬁzm
ANEHR  THZRHEE ALV R TSR
NI & A BB R A
‘biometric data’ means personal data resulting from specific technical
processing relating to the physical, physiological or behavioural
characteristics of a natural person, which allow or confirm the
unique identification of that natural person, such as facial images or
dactyloscopic data;

T AR EGEA AN ) (RIS R E SR B AT R E A
Srite AR B T R R B AR B R R (8 AR
Bl R G e ErE Y
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(15) “data concerning health’ means personal data related to the physical or

(15)

(16)
(16)

mental health of a natural person, including the provision of health

care services, which reveal information about his or her health status;

TR E R ) PRIGEUE A Z SR i A B 2
AER > e SR AR REIR I B R I S

‘main establishment’ means:

x

(2)

(2)

(b)

(b)

Lo SR o 1REE ¢

as regards a controller with establishments in more than one
Member State, the place of its central administration in the
Union, unless the decisions on the purposes and means of the
processing of personal data are taken in another establishment of
the controller in the Union and the latter establishment has the
power to have such decisions implemented, in which case the
establishment having taken such decisions is to be considered to
be the main establishment;

R LA b & BB A Lo SO < PR A R B
WAL B < PT et - (B8 ARt R B B Y R 5 =X
PREEH RBREE N 5 — 0 SR AT e - HRREEHE
i H P R R E T ABATE - RIS R - fERGEE FERE L5
SR ER By 1 2200 STRERE

as regards a processor with establishments in more than one
Member State, the place of its central administration in the
Union, or, if the processor has no central administration in the
Union, the establishment of the processor in the Union where
the main processing activities in the context of the activities
of an establishment of the processor take place to the extent
that the processor is subject to specific obligations under this
Regulation;

R LA b & BB A L0 ST < PR PR - HOR R
PIRZ U PR o T A ot » A S W R 5 P I AR O
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(17)

(17

(18)

(18)

(19)

(19)
(20)

(20)

(e2))

BEARAREY - B 2R B 20 SO & E R B TR BT
fEdth - HLEZ I B 8 HEE T AR A BUE < BGERH L
FRERE 53 SCH
‘representative’ means a natural or legal person established in the
Union who, designated by the controller or processor in writing
pursuant to Article 27, represents the controller or processor with
regard to their respective obligations under this Regulation;

TR PRIBEEE B BUR B RIREE 27 R H e e R
BNZ HARABIEA - AR EEEE S B E A& B A
HZER
‘enterprise’ means a natural or legal person engaged in an economic
activity, irrespective of its legal form, including partnerships or
associations regularly engaged in an economic activity;

P2 RIGIEERTREI HARANBGEA - AHHEEFE
RS T TS PNE T 2 &R SR 5
‘group of undertakings’ means a controlling undertaking and its
controlled undertakings;

FSEERI | PREGHEMI(3E e HAC A3
‘binding corporate rules’ means personal data protection policies
which are adhered to by a controller or processor established on
the territory of a Member State for transfers or a set of transfers
of personal data to a controller or processor in one or more third
countries within a group of undertakings, or group of enterprises
engaged in a joint economic activity;

FPEFR T E2ETAT ) (RIEE BBIE A RO L P28 B B B
FH o AR SEEE N SAE T A RS B L SRR - RS
e — RIS EHE N o — B 8l e LA 28 = B P E
B P TS T (8 N ERREPUR
‘supervisory authority’ means an independent public authority which
is established by a Member State pursuant to Article 51;
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e2y)
(22)

(22)

(23)
(23)

FESERER | (RTEE BEIRES 51 RBUERO L T ABHEER |
‘supervisory authority concerned’ means a supervisory authority
which is concerned by the processing of personal data because:
THHRRELE R o FRIEIR YIS R 8 AB R R B B
PR
(a) the controller or processor is established on the territory of the
Member State of that supervisory authority;

(a) PEFEBGREE R S E TR & BB RAT 5

(b) data subjects residing in the Member State of that supervisory
authority are substantially affected or likely to be substantially
affected by the processing; or

(b) BEHEREERZEERNE SBBEN - 2R '
B REX BB E R - W

(c) acomplaint has been lodged with that supervisory authority;

(c) BB ERERR T HTRE

‘cross-border processing’ means either:

TESHERE | fREE

(a) processing of personal data which takes place in the context of
the activities of establishments in more than one Member State
of a controller or processor in the Union where the controller or
processor is established in more than one Member State; or

(a) BRERIEANZ PEEH BRI EHAE—E DL b & BB KATL -
T AE (612 b2 6 U2 53 S0 2 B s BT A
CORE

(b) processing of personal data which takes place in the context
of the activities of a single establishment of a controller or
processor in the Union but which substantially affects or is
likely to substantially affect data subjects in more than one
Member State.

(b) EXERSEAPRE H R B L B — ) SO 2 T R R
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(25)

(25)

(26)

(26)

FRELEAER - BEE ST E R EEN—M
PAE& BB &R 18

‘relevant and reasoned objection’ means an objection to a draft
decision as to whether there is an infringement of this Regulation,
or whether envisaged action in relation to the controller or processor
complies with this Regulation, which clearly demonstrates the
significance of the risks posed by the draft decision as regards
the fundamental rights and freedoms of data subjects and, where
applicable, the free flow of personal data within the Union;

"HHBA H A B ) RIBETIN IR RN R S E R A
Q2T Ry ~ B =5 Bl B B L THR R T BN R S AN
AUz PR By 2 FE38 - HLRZ SIS BRI N &R
8 FEARE S B HR R A8 A EORHE B Y B FR @ (AE A )
MR EE AR 5

‘information society service’ means a service as defined in point
(b) of Article 1(1) of Directive (EU) 2015/1535 of the European
Parliament and of the Council (1);

AN RS ) (REBONGE S R e | e BRSO
2015/1535 5755 1 0856 1 JEER b BT E 2R

‘international organisation’ means an organisation and its subordinate
bodies governed by public international law, or any other body which
is set up by, or on the basis of, an agreement between two or more
countries.

MBS o PRIE S BRI R B L AR e FL T i Bk 8

' Directive (EU) 2015/1535 of the European Parliament and of the Council of 9 September
2015 laying down a procedure for the provision of information in the field of technical
regulations and of rules on Information Society services (OJ L 241, 17.9.2015, p. 1).

BRI S BB St 2015 48 9 H 9 H Ry afnt & Hg s i I s B el I s
FEUE AR AR PP HUE I E BB 250 2015/5135 5% (B AR L #HES 251 5% » 2015
FOHTH HW1H) -
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R 1] =5 2% 118 I8 2% T 5 166 i 7 B DAL s BB T R O o A T H A
T

CHAPTER II Principles
=% JRA

Article 5 Principles relating to processing of personal data

% RAE ABAE R R IR A

1.
1.

Personal data shall be:

fE NEDRHE

(a)

(2)

(b)

processed lawfully, fairly and in a transparent manner in relation
to the data subject (‘lawfulness, fairness and transparency’);
RERERREE  AEREWRE (TN - QIEMT
FGEWE 5 ) 3

collected for specified, explicit and legitimate purposes and not
further processed in a manner that is incompatible with those
purposes; further processing for archiving purposes in the public
interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered
to be incompatible with the initial purposes (‘purpose limitation’);

(b) SEEEHAVERFE ~ WIRE R Gk - HAS Rk FEH AL SRS

(©)

(©)

FRER 5 KIS 89 15 1 THME » Rl A AR HEY ~ B
BB ST S H RV EGEt H AR Ry Z HERS R - AT S A
FEEaER (THIRE ) s

adequate, relevant and limited to what is necessary in relation to
the purposes for which they are processed (‘data minimisation’);

WE ~ MR BRRNEHE T LES ( TER R BER
Al ) s
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(d)

(d)

(e)

(e)

®

®

accurate and, where necessary, kept up to date; every reasonable
step must be taken to ensure that personal data that are inaccurate,
having regard to the purposes for which they are processed, are
erased or rectified without delay (‘accuracy’);
TEfifE H S FERE IR 58T 5 IR ME AERREL HIY - B
A — Y S B A - REORAN TERfE & A8 ZER YL B 3 55 5 1E
( TIEREME S )
kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal
data are processed; personal data may be stored for longer periods
insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1)
subject to implementation of the appropriate technical and
organisational measures required by this Regulation in order to
safeguard the rights and freedoms of the data subject (‘storage
limitation’);
ORI ER R — B A RNEEH H BYfT A
2 HART 5 (8 A BRI E GRS Ry s i A AR 2 H Y ~ B
e SIS HVEAE T H Y - HAFEHS 89 555 1 BHUE -
B < Bt b RO b o fE e DAE CR R T HE AR e B
HIZ R - B2 N B RS B PR (T REFERRA L )
processed in a manner that ensures appropriate security of the
personal data, including protection against unauthorised or
unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures
(‘integrity and confidentiality’).
FRERE LUE DR AE A ZORbE 2 M ik - EAE i A E
B Bl LR i HE i - DA 1k R AR ST R B
ACBGIEESNER ~ BEHEHRIE (TSR IEAREE ) -
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2. The controller shall be responsible for, and be able to demonstrate
compliance with, paragraph 1 (‘accountability’).
2. PEEBREESFIMEHAGSE | EHEEBEEE ( TEE, ) -

Article 6 Lawfulness of processing
Bt RIEZ RN
1. Processing shall be lawful only if and to the extent that at least one of
the following applies:
1. BEZEBERDRFE TYEf—
(a) the data subject has given consent to the processing of his or her
personal data for one or more specific purposes;
(a) BRI EREE R —E S0 E H AR B HA8 N ER
(b) processing is necessary for the performance of a contract to which
the data subject is party or in order to take steps at the request of
the data subject prior to entering into a contract;
(b) BEHELR S IA) B R N B R B T3 L+
BAEAFHIRT - FEER L8 2K » AR P B
(c) processing is necessary for compliance with a legal obligation to
which the controller is subject;
(c) BRBE{RIEEE B A EB LA
(d) processing is necessary in order to protect the vital interests of the
data subject or of another natural person;
(d) BRERERR PRAEER L ReEifth N AN b HE
(e) processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested
in the controller;
() BREMRERFFEAILHIRR PITI R Bimt e H 1T A RE ST
WA
(f) processing is necessary for the purposes of the legitimate interests
pursued by the controller or by a third party, except where such
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interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal
data, in particular where the data subject is a child.

() FRERIEE BB = F B RIEE A < HAFTLES - H
Z AN B RHRE B R E I N2 B R AR B R e R 3%
FEHEE - RSB R e R Ry - N

Point (f) of the first subparagraph shall not apply to processing carried

out by public authorities in the performance of their tasks.

5 1 30 £ BASE R A BRI T HAE B R AT Ry L iR B

Member States may maintain or introduce more specific provisions

to adapt the application of the rules of this Regulation with regard to

processing for compliance with points (c) and (e) of paragraph 1 by
determining more precisely specific requirements for the processing
and other measures to ensure lawful and fair processing including for

other specific processing situations as provided for in Chapter IX.

& B BR1SHEr R S B B - BB I T E AR 1

TEE ¢ B 5 e BhZ SHERIRHAT - T B B F DA PR B B 55 15 1 B

NIEMEZ H A - RS RS R RTUE < HRs E R TS IE -

I EH AL L R E R -

The basis for the processing referred to in point (c) and (e) of paragraph

1 shall be laid down by:

55 1 TR ¢ BhACGH o BhFTERRELZMRIBIES, |

(a) Union law; or

(a) BKEME K

(b) Member State law to which the controller is subject.

(b) PEEHEXMR G EBIEFE -

The purpose of the processing shall be determined in that legal basis or,

as regards the processing referred to in point (e) of paragraph 1, shall

be necessary for the performance of a task carried out in the public
interest or in the exercise of official authority vested in the controller.
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That legal basis may contain specific provisions to adapt the application
of rules of this Regulation, inter alia: the general conditions governing
the lawfulness of processing by the controller; the types of data which
are subject to the processing; the data subjects concerned; the entities
to, and the purposes for which, the personal data may be disclosed;
the purpose limitation; storage periods; and processing operations
and processing procedures, including measures to ensure lawful and
fair processing such as those for other specific processing situations
as provided for in Chapter IX. The Union or the Member State law
shall meet an objective of public interest and be proportionate to the
legitimate aim pursued.

BBl H W RELERZ IR ARIR LT - BAnsE 1 3526 e BT E L
BREE > FER TG AN A TS SRR T E BT RE T T
A - RZE RIS ] RE B B BEACH AU E S AR AT < BB RE -
BFEEANERIY « A #EEE F 8 N ERER B G MR — i ek
BRI fe o AH N ERNZ B 5 MREOR B8 5 1S =& A
Bkt FHE R HEE s HIYERS]  GEEIAR 5 S s 7 =Bl R
B - WIRBIANEE A ERTAUE L H AR ERBLHE - F DU fR
BEAEE M BN TR HARS i - B B ENERIERF & A4t
Mk HAR - BB R R IR HAEA#EE -

Where the processing for a purpose other than that for which the
personal data have been collected is not based on the data subject's
consent or on a Union or Member State law which constitutes a
necessary and proportionate measure in a democratic society to
safeguard the objectives referred to in Article 23(1), the controller
shall, in order to ascertain whether processing for another purpose is
compatible with the purpose for which the personal data are initially
collected, take into account, inter alia:

ApEEAR A TSR ME A E R B LSNZ B HIEER &R E 18
B B HMRIBEC R A s B BRARAE R Bt E R RECR S 23 58
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1 SEFTE H A R0h 22 ELE S TR P Ry - PR R PR e B 2
i B S SR A B & H HUAH L3R A5 R AR (HA R T
BRI

(@)
(@
(b)

(b)
(©

(©)

(d)

(d)
(©

(©

any link between the purposes for which the personal data have
been collected and the purposes of the intended further processing;
SEERAE A B H B BLFT AR RS i B H AR ARG
the context in which the personal data have been collected, in
particular regarding the relationship between data subjects and the
controller;

THRMEABR TR - LHZE R LR EPE AR R
the nature of the personal data, in particular whether special
categories of personal data are processed, pursuant to Article 9, or
whether personal data related to criminal convictions and offences
are processed, pursuant to Article 10;

EAANBERHZASE - THEKIESE 9 PR i A&
FBHEH - BURIEES 10 1563 AR AU TR A B Z A B BT ;
the possible consequences of the intended further processing for
data subjects;

FITAR RS B B AR B0k TSGR FTRERR R

the existence of appropriate safeguards, which may include
encryption or pseudonymisation.

i REIE L AAHE - ATRe iR s -

Article 7 Conditions for consent

% Btk
1.

) A A

Where processing is based on consent, the controller shall be able to

demonstrate that the data subject has consented to processing of his or

her personal data.
B R PR REE N FERY - #E A RS LR RE A &R
ZJFRE o
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If the data subject's consent is given in the context of a written
declaration which also concerns other matters, the request for consent
shall be presented in a manner which is clearly distinguishable from the
other matters, in an intelligible and easily accessible form, using clear
and plain language. Any part of such a declaration which constitutes an
infringement of this Regulation shall not be binding.
B LR R O R R HALSR AT R s H B - R K
JELLZ i H TR A% =0 MRS R 5 i s - B HAL
BERE S TR o B EMRRICGE AR -
BHIRTT -

The data subject shall have the right to withdraw his or her consent
at any time. The withdrawal of consent shall not affect the lawfulness
of processing based on consent before its withdrawal. Prior to giving
consent, the data subject shall be informed thereof. It shall be as easy
to withdraw as to give consent.

EOR RS REREIRF R A - (R fm A s S H mT R A R
[FE AT R B SR - BB L8R [FERT - B LB S
HASFERHERL AR - AR MRS FRIE A -

When assessing whether consent is freely given, utmost account shall
be taken of whether, infer alia, the performance of a contract, including
the provision of a service, is conditional on consent to the processing of
personal data that is not necessary for the performance of that contract.
TR [EE S T B H B - JERI5 R - EaeEAR BEB’\
By JEtT (EERE 240 IRER A SR RE AR
BRERE A BRI R TR AT L B -

Article 8 Conditions applicable to child's consent in relation to

information society services

BN W RCR ARG IR 2 B & As

1.

Where point (a) of Article 6(1) applies, in relation to the offer of
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information society services directly to a child, the processing of
the personal data of a child shall be lawful where the child is at least
16 years old. Where the child is below the age of 16 years, such
processing shall be lawful only if and to the extent that consent is given
or authorised by the holder of parental responsibility over the child.

55 6 TR 1 JEEE a BLEHIR B2 S B R it @ s 1L
AL ESE 16 5% » SlE (8 NERREER Sk - AWRZ5HEAR
16 5% » RN HGAERB AR FE @R - FREA
Bk e

Member States may provide by law for a lower age for those purposes
provided that such lower age is not below 13 years.

& BTG LIRS HUE BRI #E - HEASHMER 13 5% -
The controller shall make reasonable efforts to verify in such cases that
consent is given or authorised by the holder of parental responsibility
over the child, taking into consideration available technology.

FES B R E B A E R TS0 - PEE BRI A BE )T
TEHBHARHL ST » MEFREE B RIS -
Paragraph 1 shall not affect the general contract law of Member States
such as the rules on the validity, formation or effect of a contract in
relation to a child.

55 1 HHUE N EE BBl —EERIE - BIanER 5L 5 A B2 32K
LA ~ TPRRESTIZBUE -

Article 9 Processing of special categories of personal data

M R BARA AT R

1.

Processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership,
and the processing of genetic data, biometric data for the purpose of
uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual orientation shall be
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prohibited.

BBEERRAME - BUaER - ZBEIEENRE SRR
A AER ~ DURGESIRIZRE ~ F DA H AR LR R &R
B et R RHIBA B [ SR R M A 0 P A 1 A R Ml N b i R B
JEFEELLE -

Paragraph 1 shall not apply if one of the following applies:

B IIGIEE—F » AR 1 EME ¢

(2)

(a)

(b)

(b)

(©)

(©)

the data subject has given explicit consent to the processing of
those personal data for one or more specified purposes, except
where Union or Member State law provide that the prohibition
referred to in paragraph 1 may not be lifted by the data subject;
FREC R e B BlAHAUE B R LR S PERRES 1 JHATEZ
LIRS - B RS MR R — M s Ry e H a2 L
PREAER 5

processing is necessary for the purposes of carrying out the
obligations and exercising specific rights of the controller or of
the data subject in the field of employment and social security
and social protection law in so far as it is authorised by Union or
Member State law or a collective agreement pursuant to Member
State law providing for appropriate safeguards for the fundamental
rights and the interests of the data subject;
FoJEATERG RATIE A E B P EREAN Z B > BE R LR EEC
SR EE BB EURIE & BB ATE EE REE R LR
FEAKE S A2k & B RS 0K FIT B & 55 B ik Bt & 40 2 it &
PRAER IR A LE B P 5

processing is necessary to protect the vital interests of the data
subject or of another natural person where the data subject is
physically or legally incapable of giving consent;

ER EHES IS EEGATE BN RERS TIRIE - R fReEE R =
HE B A AR T LB R B

- 176 -



(d)

(d)

(©

(e)
Q)

)

(2

(g

processing is carried out in the course of its legitimate activities
with appropriate safeguards by a foundation, association or any
other not-for-profit body with a political, philosophical, religious
or trade union aim and on condition that the processing relates
solely to the members or to former members of the body or to
persons who have regular contact with it in connection with its
purposes and that the personal data are not disclosed outside that
body without the consent of the data subjects;

BEd - WEsE T HATRE A - B EaE - 15
BT E CHY - SR TR BRERE o P Ry BREE O HGE 5
IREE i - H AR BRI S AR B SR R A - B
BARZ R A H AV A R E e A - HREEAE R
RASE R L AN MEES

processing relates to personal data which are manifestly made

o S

public by the data subject;

R ERAEE AT AR AE LR ;

processing is necessary for the establishment, exercise or defence
of legal claims or whenever courts are acting in their judicial
capacity;

ot ~ 170 sBEA A b LR RBUEE BT H e iEREm A
L R

processing is necessary for reasons of substantial public interest,
on the basis of Union or Member State law which shall be
proportionate to the aim pursued, respect the essence of the right
to data protection and provide for suitable and specific measures
to safeguard the fundamental rights and the interests of the data
subject;

EHEER R CHERER] - M s kB G Z R I

DAGRFEZ R LG FEARE R A2 - TR BR I k sdy B Bk
H HEL B SR HRY & Ee e B R A LA s B A A 2.
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(h)

(h)

(@)

(1)

W)

FREE ;

processing is necessary for the purposes of preventive or
occupational medicine, for the assessment of the working capacity
of the employee, medical diagnosis, the provision of health or
social care or treatment or the management of health or social care
systems and services on the basis of Union or Member State law
or pursuant to contract with a health professional and subject to
the conditions and safeguards referred to in paragraph 3;
IR R A e B BA R A N B R S S BT E H2 5
3 T S PR AE TR T P $0 R 22K - HoR THBG B SE B8 52 2
Hi ~ Tatilie B2 TAERETT ~ B2 R - RotR Bt st
HREE e 8 R R R P i R R SR P B s 1T AL 22
ZIFRER

processing is necessary for reasons of public interest in the area
of public health, such as protecting against serious cross-border
threats to health or ensuring high standards of quality and safety of
health care and of medicinal products or medical devices, on the
basis of Union or Member State law which provides for suitable
and specific measures to safeguard the rights and freedoms of the
data subject, in particular professional secrecy;

FRELGREL 0 Hefi A2 U N FEHRE - BIAT RS 5 11 B R
o 5 S5 I Ll R i O R R B R i B e B
B AR B e AT LB AR B R BE B Bk
AR PR EGE 5 e B e 240 A 1 i PR e 2R - e L RERTRT B
i CHOE SR

processing is necessary for archiving purposes in the public
interest, scientific or historical research purposes or statistical
purposes in accordance with Article 89(1) based on Union
or Member State law which shall be proportionate to the aim
pursued, respect the essence of the right to data protection and
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provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject.

() BHEERREIEERERN  WEIEE kB REH T
DARFEZRL TG FEARE S A2 - AR BRI B BBk
FTE S 89 W3R 1 JEMUE HELFmER H G LRI - FeiBsK
DNHERRR - BIELEORE S 9E HEREE t B A L2 R

Personal data referred to in paragraph 1 may be processed for the
purposes referred to in point (h) of paragraph 2 when those data are
processed by or under the responsibility of a professional subject to the
obligation of professional secrecy under Union or Member State law
or rules established by national competent bodies or by another person
also subject to an obligation of secrecy under Union or Member State
law or rules established by national competent bodies.

EERHMRE AR B S BB e A 1B AR TR T E < B

USERNE < FH i R B2 A B A A R P B H B R R

BHIRF - R 2 THES h BEATE HIY - 15528850 1 THTE < AEH

Member States may maintain or introduce further conditions, including

limitations, with regard to the processing of genetic data, biometric

data or data concerning health.

G BB HERF BRI — P BUE - SR EAR R BRI B AER

AW G A AN e FAH R AN (8 A SR 2 -

Article 10 Processing of personal data relating to criminal

convictions and offences

Bk HREHRILEZAATHEE

Processing of personal data relating to criminal convictions and offences
or related security measures based on Article 6(1) shall be carried out only
under the control of official authority or when the processing is authorised
by Union or Member State law providing for appropriate safeguards for the
rights and freedoms of data subjects. Any comprehensive register of criminal
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convictions shall be kept only under the control of official authority.

WG 6 k2 1 BRIV S TR S IU TR M A R BAHRA 22 2 1 e - 12
B TIYMERC—3& » 1615 el TR HERATER T P Ry R B BEK
B E B BE T Rk 88 L REA] Bl EE R S5 DR AR 1 B 1 SR
FRER o (LAl 2 PRI RTRRC SR E IR A B R IR A -

Article 11  Processing which does not require identification

b —t RARA A

1.

If the purposes for which a controller processes personal data do
not or do no longer require the identification of a data subject by the
controller, the controller shall not be obliged to maintain, acquire or
process additional information in order to identify the data subject for
the sole purpose of complying with this Regulation.

B F R AR HAIE Rl E R 1o 0e - B AR S
EEBAE R LRSI - B E A TR AR S BUR BRI
AR DA% B} 2 e R e — H A Z BRI NEGER, -

Where, in cases referred to in paragraph 1 of this Article, the controller
is able to demonstrate that it is not in a position to identify the data
subject, the controller shall inform the data subject accordingly, if
possible. In such cases, Articles 15 to 20 shall not apply except where
the data subject, for the purpose of exercising his or her rights under
those articles, provides additional information enabling his or her
identification.

AEHE—IEFTENIE - APE BRI E IR ok 1
MR - B PVE B ER T RERI R PUB AR E R RS - FRILEIE
55 15 R 25 20 RAVEEA TE A - (HEH ERIKEEFHE - R
AR HAY - RIS S C BNV ERRE - ANELLIR -
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CHAPTER III Rights of the data subject

K — £ S5 ks > > 35
FZEF A EREIEAM %
1
Section 1 Transparency and modalities o
F—f ERRREE 4
Article 12 Transparent information, communication and 2

modalities for the exercise of the rights of the data

subject
Bt oA AR A RGN A AR

1. The controller shall take appropriate measures to provide any
information referred to in Articles 13 and 14 and any communication

under Articles 15 to 22 and 34 relating to processing to the data subject

in a concise, transparent, intelligible and easily accessible form, using 35
clear and plain language, in particular for any information addressed
specifically to a child. The information shall be provided in writing,

or by other means, including, where appropriate, by electronic means. 2
When requested by the data subject, the information may be provided
orally, provided that the identity of the data subject is proven by other
means.

1. PEEFTERICEE R - DY 20~ 5 H G ERS A
AR SRR 2 FE S - 1ROEES 13 R 56 14 BRFTEIET &R &
55 15 RS 22 B KR 34 RFTE R 208 L RE AT Ry R B o AR
il - RS B CER - ;ﬁénﬂﬂuéﬁﬁﬁi\ﬂﬁﬁfﬁmﬁ '
BAEREE TN BT o HER I R - LU AR
TR AR B L B - SRR BN -
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The controller shall facilitate the exercise of data subject rights
under Articles 15 to 22. In the cases referred to in Article 11(2), the
controller shall not refuse to act on the request of the data subject for
exercising his or her rights under Articles 15 to 22, unless the controller
demonstrates that it is not in a position to identify the data subject.

PEE B e ER ERRIEEE 15 R 25E 22 BB THEHAER -
JRES 11 16656 2 EME Z TBIE - BEEE P IEREE B LA
15 PRZEE5S 22 RATBEHAER] TR - B3 R D L A 2 ]
AR IS A - ANERLIR -

The controller shall provide information on action taken on a request
under Articles 15 to 22 to the data subject without undue delay and
in any event within one month of receipt of the request. That period
may be extended by two further months where necessary, taking into
account the complexity and number of the requests. The controller
shall inform the data subject of any such extension within one month
of receipt of the request, together with the reasons for the delay.
Where the data subject makes the request by electronic form means,
the information shall be provided by electronic means where possible,
unless otherwise requested by the data subject.

SEE R RS I AR 15 R 5 22 R I3 KAk
REOATENC &R - AFEHCELE - HEGERA » SR ER RS
Kk —EH AR L - BRBFERZEHENE B - BINRN 2
A1 FRAE R WA H - #4284 FE R ICEIRE SRR — 8 H @ A&k
HERZ eI - AR WA 2 IR A - Bor EReDIRE 7 R RS R
PRERI LRSS A EORE SN - FENER ATRE LI T e ft -

If the controller does not take action on the request of the data subject,
the controller shall inform the data subject without delay and at the
latest within one month of receipt of the request of the reasons for
not taking action and on the possibility of lodging a complaint with a
supervisory authority and seeking a judicial remedy.

- 182 -



IHEE B ARG L B - s B AN H BRI

FIOR B 2Kz — 6 H i B S Aaaort 148 - Wadim

BB PBRTE ! FR A e oK BA R0 < T RENE

Information provided under Articles 13 and 14 and any communication

and any actions taken under Articles 15 to 22 and 34 shall be provided

free of charge. Where requests from a data subject are manifestly

unfounded or excessive, in particular because of their repetitive

character, the controller may either:

13 R 14 BRATEMERR It L EERBCR 15 REE 22 iR 56 34

TR AT E (Rl R R AL AT ) - FESE(E IRt - 2080k i

ZRARYIREEE o - BHE RN SF R RN A

peEf

(a) charge a reasonable fee taking into account the administrative
costs of providing the information or communication or taking the
action requested; or

(a) FEFTEOREEM G AN BRI TE AT BUA - Y
HEE 5 5

(b) refuse to act on the request. The controller shall bear the burden of
demonstrating the manifestly unfounded or excessive character of
the request.

(b) FERERZEHK - B H ML K< DR E th R R 1 e 2
R -

Without prejudice to Article 11, where the controller has reasonable

doubts concerning the identity of the natural person making the request

referred to in Articles 15 to 21, the controller may request the provision

of additional information necessary to confirm the identity of the data

subject.

FERZER 11 BRBUE BT » APEH B E B AR 15

BRES 21 PIRHEFE R CER LR E A G HIEEEE - HEEHRE

SKRERBER ERSRL B LR S o T B Z BRI NEGER, -
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The information to be provided to data subjects pursuant to Articles
13 and 14 may be provided in combination with standardised icons in
order to give in an easily visible, intelligible and clearly legible manner
a meaningful overview of the intended processing. Where the icons are
presented electronically they shall be machine-readable.

RIRER 13 B AER 14 RS TRt FER LM L&A - 1S LUEHE L
AR STAR L - RIS R B HEW S T 0 WER
FIrti Ry o BR BT B BRI - PMERERIIE T i R -
HARShESR R -

The Commission shall be empowered to adopt delegated acts in
accordance with Article 92 for the purpose of determining the
information to be presented by the icons and the procedures for
providing standardised icons.

RIS 92 RIMUE - Rtk E % F PRt 28 Eal s fe AR HE (L&
NP HW » SRS R R -

Section 2 Information and access to personal data

£ BATHZEREEEF

Article 13 Information to be provided where personal data are

collected from the data subject

FP=M REAHEIMIEATHEFTREAZES

I.

Where personal data relating to a data subject are collected from the

data subject, the controller shall, at the time when personal data are

obtained, provide the data subject with all of the following information:

eER LR AR A E R - 85 IR IS8 A ER

IR - SRt B FYIFTE &GN -

(a) the identity and the contact details of the controller and, where
applicable, of the controller's representative;
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(a)
(b)
(b)
(©)

(©)
(d)

(d)

(©

(©
®

89)

PEE R HARER (ALER) &7 RIS

the contact details of the data protection officer, where applicable;
ERRER (AEH) BT

the purposes of the processing for which the personal data are
intended as well as the legal basis for the processing;

Ik R Bl i AN HeZ PR BE H B S i R B AR

where the processing is based on point (f) of Article 6(1), the
legitimate interests pursued by the controller or by a third party;
FRELGRKIEES 6 1Be5E 1 I8 L - B PE BB = AFnE
KIZIEERRR

the recipients or categories of recipients of the personal data, if
any;

6 NEDRLZ BB B A (AT) »

where applicable, the fact that the controller intends to transfer
personal data to a third country or international organisation
and the existence or absence of an adequacy decision by the
Commission, or in the case of transfers referred to in Article 46
or 47, or the second subparagraph of Article 49(1), reference to
the appropriate or suitable safeguards and the means by which to
obtain a copy of them or where they have been made available.
PEE B HORME N B RIS 5 — Bl BIRE RS - R EE 2
e Bt TE R IRAE L DUE - BURE 46 BREEER 47 BREEE 49 155D
1 3555 2 ST E B S E - S RE EEGEE < IREE
KGRI BRI A TSI 2 J5=0 (A#Em ) -

In addition to the information referred to in paragraph 1, the controller

shall, at the time when personal data are obtained, provide the data

subject with the following further information necessary to ensure fair

and transparent processing:
FREE— P E &GRS - SEEE RIS IE A EORI - e Bt R T
e NYILELZ RS A - DARECR AV SOEI R
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(@)

(@)

(b)

(®)

(©)

(©)

(d)
(d)
(e)

(e)

)

the period for which the personal data will be stored, or if that is
not possible, the criteria used to determine that period;

flal N EORDRE e A AR - BN RIS AT RE » HEE 3%
SUIEIFTER P ARE

the existence of the right to request from the controller access
to and rectification or erasure of personal data or restriction of
processing concerning the data subject or to object to processing
as well as the right to data portability;

T F2 4 7 A SR 0T o P R B T o o e PR ol i B e AR R B
B L RS HBRE AR RER - DUR R T HEE < HER
where the processing is based on point (a) of Article 6(1) or point
(a) of Article 9(2), the existence of the right to withdraw consent
at any time, without affecting the lawfulness of processing based
on consent before its withdrawal;

PRI ARIRIBES 6 RES | JEES a BEECEE o fR55 2 THES a 354
TS BEIFHUE H R AR - (B s BRI i B Y B R R P By
FRELZ AN

the right to lodge a complaint with a supervisory authority;

[ B BB FR A FER 5

whether the provision of personal data is a statutory or contractual
requirement, or a requirement necessary to enter into a contract, as
well as whether the data subject is obliged to provide the personal
data and of the possible consequences of failure to provide such
data;

A ANERZ TR B R vk BRI EDR » BiPRE TN 2 A
BEM - DRER EREGHEFREAZR LR 2
FZERTREELCRR

the existence of automated decision-making, including profiling,
referred to in Article 22(1) and (4) and, at least in those cases,
meaningful information about the logic involved, as well as the
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significance and the envisaged consequences of such processing
for the data subject.

() FAESE 22 58 1 JE R 4 TP E HENIRER (FEE) #
BOFERZENDL R BB L 00 L IR BT B B iR 1 A 2
HAl o DU I B PR IR. -

3. Where the controller intends to further process the personal data for a
purpose other than that for which the personal data were collected, the
controller shall provide the data subject prior to that further processing
with information on that other purpose and with any relevant further
information as referred to in paragraph 2.

3. AEF P AGE RS EE P E A R H IR R AR A A B R
H#E - #EHAEERREAT - BRI L HMEHN &
AR 2 TR E AT AHBAE RS AR -

4. Paragraphs 1, 2 and 3 shall not apply where and insofar as the data
subject already has the information.

4. 1 B2 HERE 3 HAEHRER ERCAZERZINE K
A -

Article 14 Information to be provided where personal data have
not been obtained from the data subject
Ftwtc wRa AR IR EATH A RRAZE
#

1. Where personal data have not been obtained from the data subject, the
controller shall provide the data subject with the following information:

1 MAREERERIUSHE AR - #2258 BRI i NIE
atl -
(a) the identity and the contact details of the controller and, where

applicable, of the controller's representative;

(a) #EHRHARER (WA 280 R

(b) the contact details of the data protection officer, where applicable;
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(b)
(©)

(©
(d)
(d)
(e)

(e)
®

®

ERRES (ALEM ) ZBEIT

the purposes of the processing for which the personal data are
intended as well as the legal basis for the processing;

Ik R Bl A6 AR PR BE H B S i R B AR

the categories of personal data concerned;

6l NERHT Se o FEHY 5

the recipients or categories of recipients of the personal data, if
any;

il N Bk B B A (A

where applicable, that the controller intends to transfer personal
data to a recipient in a third country or international organisation
and the existence or absence of an adequacy decision by the
Commission, or in the case of transfers referred to in Article 46 or
47, or the second subparagraph of Article 49(1), reference to the
appropriate or suitable safeguards and the means to obtain a copy
of them or where they have been made available.

REEAOG AN SRS 2 5 = B E A - R
et e R RS L UUE - BURE 46 IBREEER 47 IBREEER 49 55T
1 35256 2 ST E I EE - S RE W EGEE < IRE S
KA RIS R A I < S (AnEf ) -

In addition to the information referred to in paragraph 1, the controller

shall provide the data subject with the following information necessary

to ensure fair and transparent processing in respect of the data subject:

BREE—IHRTE SN - HEHEE IR L 18 MY A

=

(a)

(a)

(b)

DURECR BN B LG R P S B i B

the period for which the personal data will be stored, or if that is
not possible, the criteria used to determine that period;

8 NBERHIG R AR - BRANES FVIR A vl RESE » HEER%
JUIRIFrER T ARE

where the processing is based on point (f) of Article 6(1), the

NS

- 188 -



(b)

(©)

(©)

(d)

(d)

(e)
(e)
®

)

(2

(2

legitimate interests pursued by the controller or by a third party;
FRELGRARIBES 6 0R26 1 JE20 L - PRE B L = AFnE
KZIEEE

the existence of the right to request from the controller access
to and rectification or erasure of personal data or restriction of
processing concerning the data subject and to object to processing
as well as the right to data portability;

[ P2 R SR BT 1 P e B T o e PR ol P A i B
BAEOR LR AHBRA A G ZRER - DURE R T HE M < HER
where processing is based on point (a) of Article 6(1) or point (a)
of Article 9(2), the existence of the right to withdraw consent at
any time, without affecting the lawfulness of processing based on
consent before its withdrawal;

FREFRIKIEEE 6 R55 1 TS a BEEEE 9 1R5E 2 JH28 a BhH
TFBEIRFHIE] H A AR - (B s Bl i AR Y B R R P By
BB EEME

the right to lodge a complaint with a supervisory authority;

I B E PR AL FHER AR 5

from which source the personal data originate, and if applicable,
whether it came from publicly accessible sources;

M8 NBERHZ AP R 1] > e R 752 B R BRI o ] i 2T
(@EEDE

the existence of automated decision-making, including profiling,
referred to in Article 22(1) and (4) and, at least in those cases,
meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing
for the data subject.

TAAERS 22 55R 1 JERCR 4 JEPTE HBIR. (RAREE) &
BOIERZEMNDL - BRI IR BT K AR A
Al > DU B MR B TR R -
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The controller shall provide the information referred to in paragraphs 1

and 2:

PEEBEIROUR | TGS 2 THATEE ¢

(a) within a reasonable period after obtaining the personal data,
but at the latest within one month, having regard to the specific
circumstances in which the personal data are processed;

(a) TEHUSHE A ERHR C SR - BEERER—E H N R
SR s N B R e BRSTSIE

(b) if the personal data are to be used for communication with the data
subject, at the latest at the time of the first communication to that
data subject; or

(b) A AR A R B R RS L T8 B R B R R e
H— I 5 B

(c) 1if a disclosure to another recipient is envisaged, at the latest when
the personal data are first disclosed.

(c) ANTHEtE AT T H MR HE R - BB — K ez A
BRHE 5

Where the controller intends to further process the personal data for a

purpose other than that for which the personal data were obtained, the

controller shall provide the data subject prior to that further processing

with information on that other purpose and with any relevant further

information as referred to in paragraph 2.

AR B P ARG RS i P DR B BT RS R S 3% A8 A RS

L HWF#E - PEEEAEER R BT - BRI TR HMER

BASE 2 TEPTE LA AH R AE RS R -

Paragraphs 1 to 4 shall not apply where and insofar as:

55 1 HES 4 A

(a) the data subject already has the information;

(a) BRI EERCANEN

(b) the provision of such information proves impossible or would
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(b)

(c)

(©

(d)

(d)

involve a disproportionate effort, in particular for processing for
archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, subject to the conditions
and safeguards referred to in Article 89(1) or in so far as the
obligation referred to in paragraph 1 of this Article is likely to
render impossible or seriously impair the achievement of the
objectives of that processing. In such cases the controller shall
take appropriate measures to protect the data subject's rights
and freedoms and legitimate interests, including making the
information publicly available;

FEREIA A REfE L F AN B L R < 558 - BHER
THEBALMR - RERSE R H SR BN - B G
5 89 fREE 1 THFTE B R ORAE G - BUAIRER | THATE 585
FIREMERZ IR P AR R R oi E AR L - RIELTSE -
YRS E AR OUH DR G HE ft AORGE R} - 8RR B E FR R
IEER - BAEABHER

obtaining or disclosure is expressly laid down by Union or
Member State law to which the controller is subject and which
provides appropriate measures to protect the data subject's
legitimate interests; or

I35 ol 5 PRUKIR TR E B T AR L B IR B g BBlEAH
BASC > HRERTE e & B BE R (R A R e SR
PR E A A 5 B

where the personal data must remain confidential subject to an
obligation of professional secrecy regulated by Union or Member
State law, including a statutory obligation of secrecy.

AR AR BR R A By B BRI E R R SR A (RS
EELRERD) - HABRETRES -
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Article 15 Right of access by the data subject
%+ A B R R AR
1. The data subject shall have the right to obtain from the controller

confirmation as to whether or not personal data concerning him or her

are being processed, and, where that is the case, access to the personal

data and the following information:

I EREEAREREE SRR EAE G EREH - RIS

&
(a)
(a)
(b)
(b)
(c)

(©)

(d)

(d

(e)

(e)

)
0

(2

ZOR RS FEGRE R B P ELE A R B R AR

the purposes of the processing;

FRELZ HHY 5

the categories of personal data concerned;

6 NBRHFT Se o F8Y 5

the recipients or categories of recipient to whom the personal data
have been or will be disclosed, in particular recipients in third
countries or international organisations;

Cia st TR < WA BB s s e Y - LHZ
FE 5 = BB A SRR < K

where possible, the envisaged period for which the personal data
will be stored, or, if not possible, the criteria used to determine
that period;

ATFTRE » fE AN ERHRE R 1 < TRHAIAR - Bl ZnART A Ay
REHE » e I T iR 2 AEHE 5

the existence of the right to request from the controller rectification
or erasure of personal data or restriction of processing of personal
data concerning the data subject or to object to such processing;

1) P26 3 3 oK B T T B3 e PR o B A i P B 2
FHERE N E R RER] 5

the right to lodge a complaint with a supervisory authority;

I B P B SR FH R R

where the personal data are not collected from the data subject,
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any available information as to their source;

(2) EAERIEEER EREENSE - BRI TS

(h) the existence of automated decision-making, including profiling,
referred to in Article 22(1) and (4) and, at least in those cases,
meaningful information about the logic involved, as well as the
significance and the envisaged consequences of such processing
for the data subject.

(h)y FAAERE 22 36 1 SR 4 TP E AR ER (AR &
BOFERLERND - R BR 08 Z IR BT 8 S B iR 1 A 2
Bl > DU BB TR RS -

Where personal data are transferred to a third country or to an

international organisation, the data subject shall have the right to be

informed of the appropriate safeguards pursuant to Article 46 relating
to the transfer.

A0 EOR R i 5 — B e R B A A, - B e A R

BRFNRZ BHKEE 46 fBRFTE 5w PRAETH I 5

The controller shall provide a copy of the personal data undergoing

processing. For any further copies requested by the data subject, the

controller may charge a reasonable fee based on administrative costs.

Where the data subject makes the request by electronic means, and

unless otherwise requested by the data subject, the information shall be

provided in a commonly used electronic form.

PE B e e B A BRI EIAR L0 - BR T ZORE

ETHEZEIA - PEEERRITBOSAR KA B R A - A1k 1S

FREVE T U AR K - BRER LR ARIZORIN - &N 12

HIRELIE 7 iz -

The right to obtain a copy referred to in paragraph 3 shall not adversely

affect the rights and freedoms of others.

2 3 HATERUSEIA L R A ERZ B LM RER R A -
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Section 3 Rectification and erasure

Article 16 Right to rectification

LR &

The data subject shall have the right to obtain from the controller without
undue delay the rectification of inaccurate personal data concerning him
or her. Taking into account the purposes of the processing, the data subject
shall have the right to have incomplete personal data completed, including
by means of providing a supplementary statement.

ER LR E AR E H EIE A IEME 28 AE R - AL -
HRIpEEC HIY » B ERE SR EG KR HAER -
R AR = -

Article 17 Right to erasure (‘right to be forgotten’)

Btk Mgt (TS )

1. The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay and
the controller shall have the obligation to erase personal data without
undue delay where one of the following grounds applies:

1. A TYIESEE > G EREEREEEH MR EEAER - A5
HEMCAE - YR HTER B MERZE AR - N HEHSHAE -
(a) the personal data are no longer necessary in relation to the

purposes for which they were collected or otherwise processed;
(a) fEABREAR SR A HRREE
(b) the data subject withdraws consent on which the processing is
based according to point (a) of Article 6(1), or point (a)
of Article 9(2), and where there is no other legal ground for the
processing;
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(b) BRERLFRIKIEDS o fR55 1 TS a BEEREE 9 655 2 S a BhF
ZOR T Reln AR - HR s O A A RIS

(c) the data subject objects to the processing pursuant to Article 21(1)
and there are no overriding legitimate grounds for the processing,
or the data subject objects to the processing pursuant to Article
21(2);

(c) ERIEHGRES 21 1558 | TENUE PRI FRHI S - HAZ R PR
HA R SER R IRE - sk AR 21 1556 2 T
TEH R ERPE H SR

(d) the personal data have been unlawfully processed;

(d) ZEANEREEERIEE

(e) the personal data have to be erased for compliance with a legal
obligation in Union or Member State law to which the controller
is subject;

(e) PEEHMRHZ AR WA B e B BAEA B EMIBR 1 A
BEE

(f) the personal data have been collected in relation to the offer of
information society services referred to in Article 8(1).

(O EABEERURIEES 8 556 1| TEFTE Ry Bt & aint & k25 i 7
eSS

Where the controller has made the personal data public and is obliged

pursuant to paragraph 1 to erase the personal data, the controller,

taking account of available technology and the cost of implementation,

shall take reasonable steps, including technical measures, to inform

controllers which are processing the personal data that the data subject

has requested the erasure by such controllers of any links to, or copy or

replication of, those personal data.

UHEFH TR ZEANER AR - HHAZRBRES 1 HHE MR

FZEAANERE - BERAPHUITHAR » 3 EH RIS

A B WP BRI A AE R EEE - B
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FHECIRH ML ATRZ A AR E R R B2 FE K -

Paragraphs 1 and 2 shall not apply to the extent that processing is

necessary:

FARRUIGEIEE - AEE 1| AR 2 THBUE -

(2)
(a)
(b)

(b)

(©)

(©)

(d)

(d)

(e)
()

for exercising the right of freedom of expression and information;
FeA THERE H S AR

for compliance with a legal obligation which requires processing
by Union or Member State law to which the controller is subject
or for the performance of a task carried out in the public interest
or in the exercise of official authority vested in the controller;
RIS PEE B TR T L BURTA S B EE 8T Hk A s
BT ARSI AT ~ SRRt BT LRSI PT L

\!

SN

i

for reasons of public interest in the area of public health in
accordance with points (h) and (i) of Article 9(2) as well as Article
903);

BN I A b B A IEHRS - HAF SR OB 2 5H58 h
B 1 BB 9 R 3 JEMUE

for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with
Article 89(1) in so far as the right referred to in paragraph 1 is
likely to render impossible or seriously impair the achievement of
the objectives of that processing; or

REBUAEARS - BRI e HAERET HE - B S
55 89 RS 1 TARUES - (HLUE 1 TR ERER IR LA I REE

B AR R R H AR I IR

for the establishment, exercise or defence of legal claims.

Fo TRENE ~ AT{EsBh SRR B2 FEKE -
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Article 18 Right to restriction of processing
B 18 TRAHDE AR

1.

The data subject shall have the right to obtain from the controller

restriction of processing where one of the following applies:

ARAIESRE - Bk A REIRGIE S 2

(a) the accuracy of the personal data is contested by the data subject,
for a period enabling the controller to verify the accuracy of the
personal data;

(a) BRI EREBEHE AT M - e T 2E B e
ABERHERENEZ I

(b) the processing is unlawful and the data subject opposes the erasure
of the personal data and requests the restriction of their use
instead;

(b) BEPEFREIARY - HER ERGEREMIERES (8 A 2RI SRR
HEEHE

(c) the controller no longer needs the personal data for the purposes
of the processing, but they are required by the data subject for the
establishment, exercise or defence of legal claims;

(c) PEHEBHPRE C HIYA R EZMEAER - HEL A E R
R Bt LT ~ 1T sl ER R LEE R

(d) the data subject has objected to processing pursuant to Article
21(1) pending the verification whether the legitimate grounds of
the controller override those of the data subject.

(d) BRI TERETMRIRES 21 655 1 THIEMERZBREE » SR

EHE TG BAEENER et < IEEE

Where processing has been restricted under paragraph 1, such personal

data shall, with the exception of storage, only be processed with the

data subject's consent or for the establishment, exercise or defence of
legal claims or for the protection of the rights of another natural or
legal person or for reasons of important public interest of the Union or

-197 -
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of a Member State.

2. PRPRARIREE —THOEREIN - W ANEHR - BREEEID - FELEREER
BRI LR AE » SR  TTHEE A EEER - B R
A BGE N HER] ~ BiELHY R B A By B BT E B A
LB - gafSERE -

3. A data subject who has obtained restriction of processing pursuant to

paragraph 1 shall be informed by the controller before the restriction of
processing is lifted.

3. ERERIKE - ENECREEHEE - SEE R IO E R ST -
JEE AR R

Article 19 Notification obligation regarding rectification or
erasure of personal data or restriction of processing
FHJuts BAAS TR SR IR A R SR IR 2 2 il S
W
The controller shall communicate any rectification or erasure of personal
data or restriction of processing carried out in accordance with Article
16, Article 17(1) and Article 18 to each recipient to whom the personal
data have been disclosed, unless this proves impossible or involves
disproportionate effort. The controller shall inform the data subject about
those recipients if the data subject requests it.

PRICREVIA ATRE Rl Al - SGEAIZEACE R s 558 E S - PR B L
5516 16 ~ 55 17 58 1 SERGR 18 RFTE ATART S8 I B B A
I 1 i B e 1] A B 246 R o S s Tl L - P B I R
L BORFER R SRR -

Article 20 Right to data portability
R A TR T A A A
1. The data subject shall have the right to receive the personal data

concerning him or her, which he or she has provided to a controller, in
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a structured, commonly used and machine-readable format and have

the right to transmit those data to another controller without hindrance

from the controller to which the personal data have been provided,

where:

ZOR RS RE LU REAAY @R IR  BEER TR PR 2

WOHIR TR EE < Bk A RS < s H A & - A

ARG B L P E A < WiHE - 40

(a) the processing is based on consent pursuant to point (a) of Article
6(1) or point (a) of Article 9(2) or on a contract pursuant to point (b)
of Article 6(1); and

(a) BRBELFRELINER 6 10R5E 1 JHER a BB O 15656 2 JHEH a BhZ[F]
EERPRERRNEE 6 520 1 TEES b BRI R E - I

(b) the processing is carried out by automated means.

(b) EERDIAETT e -

In exercising his or her right to data portability pursuant to paragraph

1, the data subject shall have the right to have the personal data

transmitted directly from one controller to another, where technically

feasible.

IRIEER — AT O LR ] R RERI QT3 AT IRY - B

HOME G RERE LA N B — e Bl T HAt e & -

The exercise of the right referred to in paragraph 1 of this Article

shall be without prejudice to Article 17. That right shall not apply to

processing necessary for the performance of a task carried out in the

public interest or in the exercise of official authority vested in the

controller.

AR —TEFTERERN ZATREAS BN ER 17 BRAUE - RERRAT

AN RSB TS B SR E H T AN AL E R

PR NEHZ

The right referred to in paragraph 1 shall not adversely affect the rights
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and freedoms of others.

F—IERTERER M B M A RER B i -

Section 4 Right to object and automated individual
decision-making

2wt ERBHEABALZ SRR

Article 21 Right to object

%
1.

—+—1% E&LBHE

The data subject shall have the right to object, on grounds relating to
his or her particular situation, at any time to processing of personal
data concerning him or her which is based on point (e) or (f) of Article
6(1), including profiling based on those provisions. The controller
shall no longer process the personal data unless the controller
demonstrates compelling legitimate grounds for the processing which
override the interests, rights and freedoms of the data subject or for the
establishment, exercise or defence of legal claims.

ER LR AR B B S DUR B B - BEIRFTEREKER 6
RER 1 TS o BEEEE £ BEBUEFT R A R A A SR e B - f%
BN EE KT R LA - E B IEA S HIEHZMEAER - bR
R HE H A H R B A @ e N E R A B R EK
12 > SR ~ AT e AR LR R L

Where personal data are processed for direct marketing purposes, the
data subject shall have the right to object at any time to processing of
personal data concerning him or her for such marketing, which includes
profiling to the extent that it is related to such direct marketing.

Fo ELEEATH H B PEAE A BRHE - 308 R BRI TEAE S 1T
B E AP B HAE A B R R B - R EREL BT B R E A
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Where the data subject objects to processing for direct marketing
purposes, the personal data shall no longer be processed for such
purposes.

EEOR RS EAE Ry BT 8 H AT R B A A ORI - BZ A A E R
MG R H AT R R ER -

At the latest at the time of the first communication with the data
subject, the right referred to in paragraphs 1 and 2 shall be explicitly
brought to the attention of the data subject and shall be presented
clearly and separately from any other information.

R Y B EOR R RS 5 — AR - FEIRESR A B RS EE 1
TR 2 TR ERER] - HIg Rl Bl AR S i ] -

In the context of the use of information society services, and
notwithstanding Directive 2002/58/EC, the data subject may exercise
his or her right to object by automated means using technical
specifications.

T &R S IR LR - AFHEE 2002/58/EC 7R S HIHE Ry
ff » ZOR LRSI TREHAER] - TEAEME Bl isE s HBE T -
Where personal data are processed for scientific or historical research
purposes or statistical purposes pursuant to Article 89(1), the data
subject, on grounds relating to his or her particular situation, shall have
the right to object to processing of personal data concerning him or her,
unless the processing is necessary for the performance of a task carried
out for reasons of public interest.

A A B R ER AR ISR 89 RS 1 TR E R B ER R SRS H
HIEAEET HEIAT R - ER LR e AR B B S IO R
Hih - R HAR <A Z R 2R - BRIFZR B RE T &
DNHR R BB T LB M L2 -
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Article 22 Automated individual decision-making, including

profiling

otk BEALZ A BRR > GIEENE

1.

The data subject shall have the right not to be subject to a decision

based solely on automated processing, including profiling, which

produces legal effects concerning him or her or similarly significantly

affects him or her.

B LR E AN ZEAN BB LER (B Frigskm

HEAERSR B ERPEZ PSR -

Paragraph 1 shall not apply if the decision:

FTERUEANTEM - ARLR

(a) is necessary for entering into, or performance of, a contract
between the data subject and a data controller;

(a) PRFsfirfioE TR SR B E A ] BRI AT L B

(b) is authorised by Union or Member State law to which the
controller is subject and which also lays down suitable measures
to safeguard the data subject's rights and freedoms and legitimate
interests; or

(b) PREEEE IR ARG BBEEYICRE - HERE
B L ORTETR T DAREOR OB £ HE R e H R OE E IS 2 5
19

(c) 1is based on the data subject's explicit consent.

(c) PREEAER LR VIMERES -

In the cases referred to in points (a) and (¢) of paragraph 2, the data

controller shall implement suitable measures to safeguard the data

subject's rights and freedoms and legitimate interests, at least the right

to obtain human intervention on the part of the controller, to express

his or her point of view and to contest the decision.

TE5 2 TEFTES a B KR ¢ BiZ 1B - BREEH BRI TEE R

R It AR PR DR L MR B R R IEE AR - B RSP
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EEET R N2 ~ FEERE AR PR IRR -

Decisions referred to in paragraph 2 shall not be based on special
categories of personal data referred to in Article 9(1), unless point (a)
or (g) of Article 9(2) applies and suitable measures to safeguard the
data subject's rights and freedoms and legitimate interests are in place.
BRES 9 P55 2 THEE a BEEES g BAFTESIEAL - 55 2 THFTERIRA
THPREHEE 9 2R | THATE KPR (M A B - HIETE 5
B ORRETH Bt AR CREOR LS < PR B F R IR S

Section 5 Restrictions

£ REp PR

Article 23 Restrictions

%
1.

—+ =4 TRH

Union or Member State law to which the data controller or processor
is subject may restrict by way of a legislative measure the scope of
the obligations and rights provided for in Articles 12 to 22 and Article
34, as well as Article 5 in so far as its provisions correspond to the
rights and obligations provided for in Articles 12 to 22, when such a
restriction respects the essence of the fundamental rights and freedoms
and is a necessary and proportionate measure in a democratic society to
safeguard:

BRHEE FH BUR B A R W E B B BIATS LA PR
28 12 BeZR28 22 PR K2R 34 RDUSES 5 IBRFITE L REFI B S8 15
AHFRIRENLERFGEE 12 BRES 22 RATE < REAMEL R - H
AL IR B ACHE K H o AVE - W R & R iR B HE
AR -

(a) national security;

(a) BZRZZE
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(b)
(b)
(©)
(©)
(d)

(d)

(e)

(e)

)
€]
(@)

(2
(h)

(h)

(1)

defence;

DI

public security;

/P 7

the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public
security;

PG ~ R HEFCEFRN LIRS TS - AR R e
KRR A i B

other important objectives of general public interest of the Union
or of a Member State, in particular an important economic or
financial interest of the Union or of a Member State, including
monetary, budgetary and taxation a matters, public health and
social security;

B BE BBl — i A ARy HME BT - LHZE
B BB B RS B A - AR B - THE A
A et g2 s

the protection of judicial independence and judicial proceedings;
AL K AERR P o PR

the prevention, investigation, detection and prosecution of

iy

breaches of ethics for regulated professions;

TP ~ A HERCEIRE R E R L E TS

a monitoring, inspection or regulatory function connected, even
occasionally, to the exercise of official authority in the cases
referred to in points (a) to (¢) and (g);

KA a 2 e BURCGR g BFTER S - ABEERTTHEREE -
EOEEDIRE - BIEGRASE I

the protection of the data subject or the rights and freedoms of
others;
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(i) PREEER LR A RER e F W RIS

(j) the enforcement of civil law claims.

() ERFEFRZBIT -

In particular, any legislative measure referred to in paragraph 1 shall

contain specific provisions at least, where relevant, as to:

HHIE - 561 HTE LB G EIE AR LT » EE DS

YIS ERHRE

(a) the purposes of the processing or categories of processing;

(a) BEElZ HAYBREL A

(b) the categories of personal data;

(b) fEAERLZEEHR

(c) the scope of the restrictions introduced;

(c) FRAIFRFIZHE

(d) the safeguards to prevent abuse or unlawful access or transfer;

(d) I3 kT8 S vk el ot P RS i PR R I 5

(e) the specification of the controller or categories of controllers;

(e) PHEH INEHESIEH ZFA

(f) the storage periods and the applicable safeguards taking into
account the nature, scope and purposes of the processing or
categories of processing;

(h FEFHIM B BBRBEAT - #EE 5 H A8 IR sk
FREREEAY ;

(g) the risks to the rights and freedoms of data subjects; and

(2) EREHRER R H L a5 ke

(h) the right of data subjects to be informed about the restriction,
unless that may be prejudicial to the purpose of the restriction.

(hy BRI ERERAR LR < FIEHE - EFRH < H RSB SL R aZ i
HIEERID -
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CHAPTER IV Controller and processor
FUE EEERREL

Section 1 General obligations

V2

Fog — AR

Article 24 Responsibility of the controller

%
1.

—twik EEXZTE

Taking into account the nature, scope, context and purposes of
processing as well as the risks of varying likelihood and severity for the
rights and freedoms of natural persons, the controller shall implement
appropriate technical and organisational measures to ensure and to be
able to demonstrate that processing is performed in accordance with
this Regulation. Those measures shall be reviewed and updated where
necessary.

HRPRHECME - #E - AEKENDUREE AN R EHH
sz i % v RE HoR o R - PR e il B R L HA M
I e DARE ORI A5 38 W HL R BR AT S A RAIBUE - S e
TR - HALEERFE T 5T -

Where proportionate in relation to processing activities, the measures
referred to in paragraph 1 shall include the implementation of
appropriate data protection policies by the controller.

BAR PR EIAEEE 2 IGO0 T 0 28 | T E RS e f R
BRREBUR B -

Adherence to approved codes of conduct as referred to in Article 40
or approved certification mechanisms as referred to in Article 42 may
be used as an element by which to demonstrate compliance with the
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3.

obligations of the controller.
SSFA 40 WERTSE A E 2 (TR SPHISES 42 BePr ikt
WIS Rt T H e B 58 -

Article 25 Data protection by design and by default

%
1.

—t A HEIARTAZZ AR

Taking into account the state of the art, the cost of implementation
and the nature, scope, context and purposes of processing as well as
the risks of varying likelihood and severity for rights and freedoms
of natural persons posed by the processing, the controller shall, both
at the time of the determination of the means for processing and at
the time of the processing itself, implement appropriate technical and
organisational measures, such as pseudonymisation, which are designed
to implement data-protection principles, such as data minimisation, in
an effective manner and to integrate the necessary safeguards into the
processing in order to meet the requirements of this Regulation and
protect the rights of data subjects.

HRPBA RN - FITHRA L R E B M - #HE - AR E
DUse R 5 e N HER] S I FR P A2 55 26 T RE ELig B < g - A~
FIPRAE R E B B T R B R E R B T - PR F YT s < B
Bt HA MR - flanfiait - HaER kB A EHE AR
A& A - anE R D SRS A - ERAUCE RO = H R A R
AN ABEERE + DIRFE AR Z R RFEEOR 08 R -
The controller shall implement appropriate technical and organisational
measures for ensuring that, by default, only personal data which are
necessary for each specific purpose of the processing are processed.
That obligation applies to the amount of personal data collected,
the extent of their processing, the period of their storage and their
accessibility. In particular, such measures shall ensure that by default
personal data are not made accessible without the individual's
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intervention to an indefinite number of natural persons.

2 F EE T R b B AR - DU PRAETER T D0
o EERE R E H A BB R REE A 2 8 AE R © B3
MRRTRE AN E R BR ~ BRI R - fEF I B = m]
POIBEFIME - LHE - EHRN TGN - EREORE A E R
ARERSH AR FHEIME AN EA L BGIHE -

An approved certification mechanism pursuant to Article 42 may be
used as an element to demonstrate compliance with the requirements
set out in paragraphs 1 and 2 of this Article.

55 42 PRATE KL e PR R 1S F DARE IR S A RS 1 TR 2
TEFTE L BK -

Article 26 Joint controllers

%261 ARIEEH

1.

Where two or more controllers jointly determine the purposes and
means of processing, they shall be joint controllers. They shall in a
transparent manner determine their respective responsibilities for
compliance with the obligations under this Regulation, in particular
as regards the exercising of the rights of the data subject and their
respective duties to provide the information referred to in Articles 13
and 14, by means of an arrangement between them unless, and in so far
as, the respective responsibilities of the controllers are determined by
Union or Member State law to which the controllers are subject. The
arrangement may designate a contact point for data subjects.

W8 SR i DA L #5782 SR P e B H B9 R U - FUE R 3
[FIPEEE - RIAEHELEW T MLk - e H %
BT AT S 2 2 BT » LR AR S BT B LA
B HAS HEREE 13 BB ER 14 R EfE &N B B AL - (1%
EE R W RIE s BEAC M EE S HZBEEERYWX
BFATEMIR - LAHHSHEEE R L BHSE T -
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The arrangement referred to in paragraph 1 shall duly reflect the
respective roles and relationships of the joint controllers vis-a-vis the
data subjects. The essence of the arrangement shall be made available
to the data subject.

55 1 TEFTE ZHE R E SO [P H R e B LB
KBARR o &b HEERR BT ER 0 -

Irrespective of the terms of the arrangement referred to in paragraph 1,
the data subject may exercise his or her rights under this Regulation in
respect of and against each of the controllers.

AN —HFTE L HEZ R R AT > BR R RS IR AR AT —
B ETREEAER -

Article 27 Representatives of controllers or processors not

%
1.

established in the Union

Z+ bk FEREAABCAAIEEE RREHZAREK

Where Article 3(2) applies, the controller or the processor shall

designate in writing a representative in the Union.

A5 3 65S 2 THASE AR - P28 H BUR B FE DL THifE E B 5

Wz -

The obligation laid down in paragraph 1 of this Article shall not apply

to:

RS 1 THFTESRE - I MYIEEA#EA L

(a) processing which is occasional, does not include, on a large scale,
processing of special categories of data as referred to in Article
9(1) or processing of personal data relating to criminal convictions
and offences referred to in Article 10, and is unlikely to result in
a risk to the rights and freedoms of natural persons, taking into
account the nature, context, scope and purposes of the processing;
or

(a) EARMEZEH - AT ASEEEE 9 556 1 THFTE LRI
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FEAUA AR B BRAKER 10 BRATERINRTRIBIEIRZ 8 A&
K HEERRE AR B - fEEEHr - AgHESR
A REF B B S ol e 5 B
(b) apublic authority or body.
(b) EHERH A -
The representative shall be established in one of the Member States
where the data subjects, whose personal data are processed in relation
to the offering of goods or services to them, or whose behaviour is
monitored, are.
B pr B D R B R LR R S IR B AT R - AR
RIE N ER LR EL — & BBIEN -
The representative shall be mandated by the controller or processor to
be addressed in addition to or instead of the controller or the processor
by, in particular, supervisory authorities and data subjects, on all issues
related to processing, for the purposes of ensuring compliance with this
Regulation.
PREZHEE FH BRI F S - QSR e = B B AV S i
ZFTERE > CHARA B SRR R R 1 8e - DU fRas s A
Al HAY -
The designation of a representative by the controller or processor shall
be without prejudice to legal actions which could be initiated against
the controller or the processor themselves.
E BB HE TR E < RENMFEEEE N E B BUEHE A
B A TE) -

Article 28 Processor

B AE REE

Where processing is to be carried out on behalf of a controller, the
controller shall use only processors providing sufficient guarantees to
implement appropriate technical and organisational measures in such a
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manner that processing will meet the requirements of this Regulation
and ensure the protection of the rights of the data subject.

& @11’*&5‘“‘5%21%2%?)?7%% EEEEE AR e e R
= E i E < B E BRI ~ BERRERT S AR ZOK
A PR R PRI PR B -

The processor shall not engage another processor without prior specific
or general written authorisation of the controller. In the case of general
written authorisation, the processor shall inform the controller of any
intended changes concerning the addition or replacement of other
processors, thereby giving the controller the opportunity to object to
such changes.

RASHEE BB EER I E S - mHE MG e
B - £ RERSZEGED N - EHH EEAEE E
IS R MR B 2 AT IR L - fEITAe T B SRk
{eiet SR o e -

Processing by a processor shall be governed by a contract or other legal

i

B

EI

?5‘

//

act under Union or Member State law, that is binding on the processor
with regard to the controller and that sets out the subject-matter and
duration of the processing, the nature and purpose of the processing,
the type of personal data and categories of data subjects and the
obligations and rights of the controller. That contract or other legal act
shall stipulate, in particular, that the processor:

5% B 5 it iR L R 2 S B L ko B Bk iz HAB L ik )

W BERUER R E RAEE BARHRTT - WRUE R B AR

B BRIAR ~ B L AEH B E Y ~ SRR R E R L

FERILL B S 3 i 355 SORER] © BZ BRI BT 1 G R E i

HE

(a) processes the personal data only on documented instructions from
the controller, including with regard to transfers of personal data
to a third country or an international organisation, unless required
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(a)

(b)

(b)
©
(©
(d)

(d)
(©

(e)

®

to do so by Union or Member State law to which the processor is
subject; in such a case, the processor shall inform the controller of
that legal requirement before processing, unless that law prohibits
such information on important grounds of public interest;
EHKIBPHE FH C E e R 6 AER - SRR EE A&
o2 2 = B Sk B S - (ER B 2 o W B B
IREOREE R B ALELLR 5 ISR - BRIEEEN AR
< BB R AE E R EERE S - BREE R R B i s AP
FRLEETK 5

ensures that persons authorised to process the personal data
have committed themselves to confidentiality or are under an
appropriate statutory obligation of confidentiality;

ORISR s BE (A N DR N E7RGH PR BB (R L 1R E
RAEH

takes all measures required pursuant to Article 32;

KR 32 fRBUE SRIUITH 2L PRAETR T

respects the conditions referred to in paragraphs 2 and 4 for
engaging another processor;

ST 2 KGR 4 SHTEE e B S C 2

taking into account the nature of the processing, assists the
controller by appropriate technical and organisational measures,
insofar as this is possible, for the fulfilment of the controller's
obligation to respond to requests for exercising the data subject's
rights laid down in Chapter I1I;

HRIFEHCAE - DUEE R HA RIS - 4£x]
REZIEDL T - W Bh P EH EIT H R LR T B s =5
TEREN LG RICEH

assists the controller in ensuring compliance with the obligations
pursuant to Articles 32 to 36 taking into account the nature of
processing and the information available to the processor;
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() FEBEHAE BRI ] FIEGN - o BIE H e I8~
5 32 fRER 36 RATE &

(g) at the choice of the controller, deletes or returns all the personal
data to the controller after the end of the provision of services
relating to processing, and deletes existing copies unless Union or
Member State law requires storage of the personal data;

(o) TERRMLEREAAR C IRBAEHRIR - KEE B ERE - s
FHMERoFEE A6 AZR - AMERBAEIA - (HECHE %
G EBIEREOREEFFE AR - NMEIR

(h) makes available to the controller all information necessary
to demonstrate compliance with the obligations laid down in
this Article and allow for and contribute to audits, including
inspections, conducted by the controller or another auditor
mandated by the controller.

(hy [EEH RV T AR E BB TR L V&M - W
FF AR S B B E B R B TR E T &R - &
fitas -

With regard to point (h) of the first subparagraph, the processor shall

immediately inform the controller if, in its opinion, an instruction
infringes this Regulation or other Union or Member State data
protection provisions.

BRREE — 3 h B - A B B S8 R R 8 < 2 7 i A I e Al
B e BBERRERNUES - T RRAEEE -

Where a processor engages another processor for carrying out
specific processing activities on behalf of the controller, the same
data protection obligations as set out in the contract or other legal act
between the controller and the processor as referred to in paragraph
3 shall be imposed on that other processor by way of a contract
or other legal act under Union or Member State law, in particular
providing sufficient guarantees to implement appropriate technical
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and organisational measures in such a manner that the processing will
meet the requirements of this Regulation. Where that other processor
fails to fulfil its data protection obligations, the initial processor shall
remain fully liable to the controller for the performance of that other
processor's obligations.
B pR L P H B MR B B Bk S TR < R B TR B - 2R
3 YE PTG P B R B ] i B B E At YL R E R AH R R R
REET - EE I BB A B s B BIEATE L HALE - Al
FRERE A HEH] - JCH R R S e 20 PR S HORE B Bl < BHE
HAMRRAIIRE - HEHR G AR Z 205K - ANhpE B RAE
JETT HE R R - DI e B e e B 5 28 5 L SR T
BEHEESSEEE
Adherence of a processor to an approved code of conduct as referred
to in Article 40 or an approved certification mechanism as referred
to in Article 42 may be used as an element by which to demonstrate
sufficient guarantees as referred to in paragraphs 1 and 4 of this Article.
FRERE BT HE 40 RATE R RZUE 1T R ~FRITEES 42 P E iRk
Pore b FERAREE 1 TR 4 TEFTE SR L FED -
Without prejudice to an individual contract between the controller
and the processor, the contract or the other legal act referred to in
paragraphs 3 and 4 of this Article may be based, in whole or in part, on
standard contractual clauses referred to in paragraphs 7 and 8 of this
Article, including when they are part of a certification granted to the
controller or processor pursuant to Articles 42 and 43.
SR e 12208 B i PR A TR BT BRI D T - ARES 3 T
5 4 TEPTE A B ARSI AR N AR 7 SE R 8 T
TE L EREEERIPGR - AR ORISR 42 R AR 43 RATE X
THEE R E TR L —HB I -
The Commission may lay down standard contractual clauses for
the matters referred to in paragraph 3 and 4 of this Article and in
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10.

10.

accordance with the examination procedure referred to in Article 93(2).
MEGISRARRES 3 TS 4 TP E BB E E A LRI

AfESFE 93 65 2 TERTE ZARBEAEST -

A supervisory authority may adopt standard contractual clauses for
the matters referred to in paragraph 3 and 4 of this Article and in
accordance with the consistency mechanism referred to in Article
63.

BB B RRTS AN GRS 3 TR 4 TEFTE SR AR A E AU BB
AT ER 63 BRATE & — B -

The contract or the other legal act referred to in paragraphs 3 and 4
shall be in writing, including in electronic form.

55 3 TR 4 TP E SR S AT AL R R L - ISR T
= e

Without prejudice to Articles 82, 83 and 84, if a processor infringes
this Regulation by determining the purposes and means of processing,
the processor shall be considered to be a controller in respect of that
processing.

JAMERE B2 25 82 168 ~ 25 83 MR Be 2R 84 RBUE < TEIL T - AR TR
EpR e H A ELEUE AR - RE B A fy AR B
CEE -

Article 29 Processing under the authority of the controller or

processor

Btk R R X I TR

The processor and any person acting under the authority of the controller

or of the processor, who has access to personal data, shall not process those

data except on instructions from the controller, unless required to do so by

Union or Member State law.
PREX LB S BBRE S A RIES) - IR AP H SR E RER
mEsL A EAER AT R A FERREE S ZHBRE  MIE
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BREFHAERS

p={

Article 30 Records of processing activities

BT REEHZ L%

1. Each controller and, where applicable, the controller's representative,
shall maintain a record of processing activities under its responsibility.
That record shall contain all of the following information:

L AR HEE REEBERER (AEM) FEMEREH & 5 BB
% o RAACERIE A MYIFTRER

(a) the name and contact details of the controller and, where

o

applicable, the joint controller, the controller's representative and
the data protection officer;

(a) HEHLSEZEES (AEH) ~ EHEERRER RE
ISWEL Y YT

(b) the purposes of the processing;

(b) RHEHE ;

(c) a description of the categories of data subjects and of the
categories of personal data;

(c) B} ASHEIY R (A AR Flt 5

(d) the categories of recipients to whom the personal data have been
or will be disclosed including recipients in third countries or
international organisations;

(d) fEAERC S H A H G 5 < BRCEE A - 528 =B
ERFRRH RS B 5

(e) where applicable, transfers of personal data to a third country
or an international organisation, including the identification of
that third country or international organisation and, in the case of
transfers referred to in the second subparagraph of Article 49(1),
the documentation of suitable safeguards;

(e) RHIEANE R 22 = B o BIERAR (A058H ) - BARFE

-216 -



A% = B B A - LS BRERS 49 BRES 1 5 2 FKFTE L
W B RS ST

(f) where possible, the envisaged time limits for erasure of the
different categories of data;

() MIERA R A E R & THERF A _EFR (A0W]RE)

(g) where possible, a general description of the technical and
organisational security measures referred to in Article 32(1).

(g) 632 &5 1 HATERIBUL BA M 2 4 ik (Z0m]
RE)

Each processor and, where applicable, the processor's representative

shall maintain a record of all categories of processing activities carried

out on behalf of a controller, containing:

FIRHE R R B A F (U MM R E P T

BRI EETR B ACER - B

(a) the name and contact details of the processor or processors and
of each controller on behalf of which the processor is acting,
and, where applicable, of the controller's or the processor's
representative, and the data protection officer;

(a) J/HERE R HEE TR — ([ S E R B e a5
PEHSEHEERR (AEM ) RERRE S AT RS
Ji

(b) the categories of processing carried out on behalf of cach
controller;

(b) JHEEHARRHET R EAEA

(c) where applicable, transfers of personal data to a third country
or an international organisation, including the identification of
that third country or international organisation and, in the case of
transfers referred to in the second subparagraph of Article 49(1),
the documentation of suitable safeguards;

(c) RHEANE R 22 = oA (A58 ) - AAEFE
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A% = B B A - LS BRERS 49 BRES 1 5 2 FKFTE L
W - R RRE R F S
(d) where possible, a general description of the technical and
organisational security measures referred to in Article 32(1).
(d) 632 155 1 HATE R B L A M 22 e it (20m]
AE)
The records referred to in paragraphs 1 and 2 shall be in writing,
including in electronic form.
551 TR 2 THFTERCEIELLE Ryl - EAEE TP -
The controller or the processor and, where applicable, the controller's
or the processor's representative, shall make the record available to the
supervisory authority on request.
S R B R SR B R (A ) EAREE TR
ZREE RO -
The obligations referred to in paragraphs 1 and 2 shall not apply to an
enterprise or an organisation employing fewer than 250 persons unless
the processing it carries out is likely to result in a risk to the rights
and freedoms of data subjects, the processing is not occasional, or the
processing includes special categories of data as referred to in Article
9(1) or personal data relating to criminal convictions and offences
referred to in Article 10.
51 TGS 2 TEPTE AN E AR B T AL 250 ALLR 214
SRR - BRIEELFT Ry L PR PR S R R R e H FR o g ~
FTEAEARME R - B H R EAESE 9 RS | AT E R AL 1
ABEHR ~ BRER 10 BRFTEY MATRHAEIR Z 8 A ER -

Article 31 Cooperation with the supervisory authority
Btk HEEETRMZAME

The controller and the processor and, where applicable, their representatives,

shall cooperate, on request, with the supervisory authority in the
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performance of its tasks.
2 e i B EAR SR BB B AR & R T HU s - 35 B B
FHZRBEARGE R - IR -

Section 2 Security of personal data

%o BAFHZRE

Article 32 Security of processing

B =

A R Z A

1. Taking into account the state of the art, the costs of implementation

and the nature, scope, context and purposes of processing as well as

the risk of varying likelihood and severity for the rights and freedoms

of natural persons, the controller and the processor shall implement

appropriate technical and organisational measures to ensure a level of

security appropriate to the risk, including inter alia as appropriate:

1 FEIAAEM - BITHRA ~ BRBEZAE ~ HEE -~ IR 5 H BB
B AN B E i R S Bl s FTRETE B R EE I - P SR P
FRERITIRIGE B < BB L AR - DAMECR BT A2

Nt
A

(a)
(@)
(b)
(b)
(©)

(©)

LR - WAEARNEE 20 NI ¢

the pseudonymisation and encryption of personal data;

i NEkHZ B b RO

the ability to ensure the ongoing confidentiality, integrity,
availability and resilience of processing systems and services;

Tt R i B RS B RS R A L B I ~ SE eI ~ mT M B
ZHETT 5

the ability to restore the availability and access to personal data in
a timely manner in the event of a physical or technical incident;

FEAV PR B = o e R [ Al A DR mT I 1 B R 50T
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MZRETT 5
(d) a process for regularly testing, assessing and evaluating the
effectiveness of technical and organisational measures for ensuring
the security of the processing.
(d) TEHIHIG - RGN S CR PR B 2 2 M < BHE AR
it R
In assessing the appropriate level of security account shall be taken in
particular of the risks that are presented by processing, in particular
from accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of, or access to personal data transmitted, stored or otherwise
processed.
At Sod < LR N L HES BRI FRB MG B -
AR A ARG ~ 8% - o ~ RIER R HREE - B
{8l ~ FEfF B MR ER < A Bk BETRE -
Adherence to an approved code of conduct as referred to in Article 40
or an approved certification mechanism as referred to in Article 42 may
be used as an element by which to demonstrate compliance with the
requirements set out in paragraph 1 of this Article.
T&STER 40 BRFT R RSAZUHE L 17 Ry <T R BER 42 el RAL e & 383
Bt - 1SR B R EIEAEREE 1 BRI R — -
The controller and processor shall take steps to ensure that any natural
person acting under the authority of the controller or the processor
who has access to personal data does not process them except on
instructions from the controller, unless he or she is required to do so by
Union or Member State law.
PEEE R R P TER AU TEY - TECRIEMI S AS A BB ZE
FHEGRH E TR A R RO R - (0 H 2 WA R e
BENEE KM Rz » AELIR -
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Article 33 Notification of a personal data breach to the

supervisory authority

S=t=t @EBEERHETEATIZEZER

1.

In the case of a personal data breach, the controller shall without

undue delay and, where feasible, not later than 72 hours after having

become aware of it, notify the personal data breach to the supervisory

authority competent in accordance with Article 55, unless the personal

data breach is unlikely to result in a risk to the rights and freedoms of

natural persons. Where the notification to the supervisory authority is

not made within 72 hours, it shall be accompanied by reasons for the

delay.

A N ERMR F AR - PEEERIEIREE 55 PR SE bR m s -

AMGIENGEAE - HATRTHE » FEFREEIR 72 /NRF @ - HIEAE

FoH 5 S B B S ARER B B i JRB Y - A AERERR » AR

72 /NRFR A E R B R (5P - RERENEAE B -

The processor shall notify the controller without undue delay after

becoming aware of a personal data breach.

BEEABRHRFR @ REEEEEEE T - MIELCEAE -

The notification referred to in paragraph 1 shall at least:

51 TR EHE

(a) describe the nature of the personal data breach including where
possible, the categories and approximate number of data subjects
concerned and the categories and approximate number of personal
data records concerned;

(a) LR ABRHMRE CAHE - A A]RE - MERFEHRIER i
IR R EBE - FOAHRE A R S SR &

(b) communicate the name and contact details of the data protection
officer or other contact point where more information can be
obtained;

(b) EATEDRHRRS F2 HE BB - S LA 610 5 % 3,
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ZWHEE
(c) describe the likely consequences of the personal data breach;
(c) FHlAE NERHRE S Z FIRERTR
(d) describe the measures taken or proposed to be taken by the
controller to address the personal data breach, including, where
appropriate, measures to mitigate its possible adverse effects.
(d) 3 7278 = PRI FH AT BRI DU 2R (A AN B RHR & 2 16
fiti - A - FERRER K ATRE I 2 Hh i -
Where, and in so far as, it is not possible to provide the information
at the same time, the information may be provided in phases without
undue further delay.
2 H R FI R SR (AR - EEE R Bt - NMERE—F
ZSEHGRAE -
The controller shall document any personal data breaches, comprising
the facts relating to the personal data breach, its effects and the
remedial action taken. That documentation shall enable the supervisory
authority to verify compliance with this Article.
PEEHECHT AN E MRS - R A B MR E R 25
 Hg B R CARELZ BOE R - 5% FRCiEIS R E e R A
A3 BLAERAEAT

R m

Article 34 Communication of a personal data breach to the data

subject

F=twfEk AEHIEIMABATHRTIRE

1.

When the personal data breach is likely to result in a high risk to
the rights and freedoms of natural persons, the controller shall
communicate the personal data breach to the data subject without
undue delay.

FAE AN ERHMR T FTREEEUE AR ke 5 iz =Bl - #28 F
JEELE R LG E A A ERHR S - MEECEAE -

-222-



The communication to the data subject referred to in paragraph 1 of
this Article shall describe in clear and plain language the nature of the
personal data breach and contain at least the information and measures
referred to in points (b), (c) and (d) of Article 33(3).

AWRER 1| TR R S E - ELUE 2B 2 L 3 S A1

ANERMRTE » W B DEAEH 33 555 3 T2 (b) ~ (o)~ K (d) Bz

BRI ©

The communication to the data subject referred to in paragraph 1 shall

not be required if any of the following conditions are met:

55 1 TR I EOR Bl BEE MR —F - B

TAMER i -

(a) the controller has implemented appropriate technical and
organisational protection measures, and those measures were
applied to the personal data affected by the personal data breach,
in particular those that render the personal data unintelligible to
any person who is not authorised to access it, such as encryption;

(a) PEHCITEE IBBALEAHR i - HZFHRE
BN ZAE N ERHR E B I ANE R THO AR
T A NSRS ME A B R - 200

(b) the controller has taken subsequent measures which ensure that
the high risk to the rights and freedoms of data subjects referred to
in paragraph 1 is no longer likely to materialise;

(b) PEEZHTIRIURIEMG M - MEORE 1 TP &R LR &
HiZmREC A e EE

(¢) it would involve disproportionate effort. In such a case, there shall
instead be a public communication or similar measure whereby
the data subjects are informed in an equally effective manner.

(c) WRAFFHHIZETT - FRULTET - FEA A 38 s DA f
WAz - BEER R R O A -

If the controller has not already communicated the personal data breach
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to the data subject, the supervisory authority, having considered the
likelihood of the personal data breach resulting in a high risk, may
require it to do so or may decide that any of the conditions referred to
in paragraph 3 are met.

YEB MRS LR E NERMEER - BERRGSE
A N ERHR T I RE SR B b - BORIEE B EfTIE BGEEE S 3
HZE—RAERE

Section 3 Data protection impact assessment and prior

consultation

e ARREDEFERENHA

Article 35 Data protection impact assessment

Bt A ERRER RS

I.

Where a type of processing in particular using new technologies, and
taking into account the nature, scope, context and purposes of the
processing, is likely to result in a high risk to the rights and freedoms
of natural persons, the controller shall, prior to the processing, carry
out an assessment of the impact of the envisaged processing operations
on the protection of personal data. A single assessment may address a
set of similar processing operations that present similar high risks.

TR RIBE TR B L iR B 53 - HE ERR B A ~ #iRE -~ 6
MBI K EII - 2R B ] RE 8 3 AR N HEF 5 H EHEI’\J%
JEJRBgIRY - PEE A FER IR AT - ETRZ R BB A A B R R
SRR ﬁ‘ﬁ?1§fﬂ‘§+iﬁ‘7ﬁ§”£fﬂ*ﬁﬂiﬁlRBEEZ%EﬂJ\Fﬁ_EE °
The controller shall seek the advice of the data protection officer, where
designated, when carrying out a data protection impact assessment.

HITER RS BRI - SEEESREMRERCER -
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A data protection impact assessment referred to in paragraph 1 shall in

particular be required in the case of:

55 1 HFT A EHRAE RN P YIS R A EK

(a) a systematic and extensive evaluation of personal aspects relating
to natural persons which is based on automated processing,
including profiling, and on which decisions are based that
produce legal effects concerning the natural person or similarly
significantly affect the natural person;

(a) BRI EARNZ R R AR AR E AL - ke itig
B BB - BEENE - HEREEHEERBREZEARA
QIEHR M B R ERL H RN ZIE

(b) processing on a large scale of special categories of data referred to
in Article 9(1), or of personal data relating to criminal convictions
and offences referred to in Article 10; or

(b) BREEAMIELZ S 9 -5 1| JHATAE L R OREEALE A0k - Bl
A2 10 BRATTERTELSALTRZ (8 A B

(c) a systematic monitoring of a publicly accessible area on a large
scale.

(c) AHIBRAEMER B AL -

The supervisory authority shall establish and make public a list of the

kind of processing operations which are subject to the requirement for

a data protection impact assessment pursuant to paragraph 1.

The supervisory authority shall communicate those lists to the Board

referred to in Article 68.

B BB B YL AR IR ES 1 TR E AR R R AT L PR

AEE - BETEBRAMEELCE o8 R Z A G BIEE -

The supervisory authority may also establish and make public a list of

the kind of processing operations for which no data protection impact

assessment is required. The supervisory authority shall communicate
those lists to the Board.
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= 1IN G e MVA /AN TR N - ¢ STV 3
o BRI BB -
Prior to the adoption of the lists referred to in paragraphs 4 and 5, the

W

EERP AL PR

competent supervisory authority shall apply the consistency mechanism

referred to in Article 63 where such lists involve processing activities

which are related to the offering of goods or services to data subjects

or to the monitoring of their behaviour in several Member States, or

may substantially affect the free movement of personal data within the

Union.

TATRIES 4 T30 5 TP 15 HAT - B B A B F At

v I 5 B R RS B BRAE S & BRI B HAT Ry - SATREE

B B N B R B B il S 2R EE B - R R

JEEIZE 63 fEeFiTi s — B EpH] -

The assessment shall contain at least:

LR DS

(a) a systematic description of the envisaged processing operations
and the purposes of the processing, including, where applicable,
the legitimate interest pursued by the controller;

(a) HRERFBRE R KRR B HY - FAPTSE 2 16T -
HEPEFBERZEENE |

(b) an assessment of the necessity and proportionality of the
processing operations in relation to the purposes;

(b) PRI TN S FEBIIEEL H RO B fRaFAL 5

(c) an assessment of the risks to the rights and freedoms of data
subjects referred to in paragraph 1; and

(c) EFFAEE 1 TP SR RER b B i BT AL 5 S

(d) the measures envisaged to address the risks, including safeguards,
security measures and mechanisms to ensure the protection of
personal data and to demonstrate compliance with this Regulation
taking into account the rights and legitimate interests of data
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10.

10.

subjects and other persons concerned.

(d) FEA B ST - RS IR I - PR AP Bt B A R 11 A B
TRFE R FF AR IR ER L 08 R HAAHRE A B R e &
S B

Compliance with approved codes of conduct referred to in Article 40

by the relevant controllers or processors shall be taken into due account

in assessing the impact of the processing operations performed by
such controllers or processors, in particular for the purposes of a data
protection impact assessment.

55 40 R FTRE AL ME AT Ry ST RIS 75 Ty H B 228 2 el T 25 i 58

18 » FERNGTAL FHEZ S8 2 SR B 5 It o PR P TS il o 52 280

TLUHEZRE - Rl hER R 2R H R -

Where appropriate, the controller shall seek the views of data subjects

or their representatives on the intended processing, without prejudice

to the protection of commercial or public interests or the security of
processing operations.

TEANEE B RG E BN HA R RFE SR B Z PRERTRTEE T+ R

WY - PPEHEERER LR AR AR R E A -

Where processing pursuant to point (c) or (e) of Article 6(1) has a

legal basis in Union law or in the law of the Member State to which

the controller is subject, that law regulates the specific processing
operation or set of operations in question, and a data protection impact
assessment has already been carried out as part of a general impact
assessment in the context of the adoption of that legal basis, paragraphs

1 to 7 shall not apply unless Member States deem it to be necessary to

carry out such an assessment prior to processing activities.

TAKES 6 1RER 1 TEER ¢ BREUEE o BhZ BRI V8 MG B A

B BENEZEHRENE - RGRE B Ea B u A Tk < e 2

H R s AL T AR B R AR T A FE s B A

A + B R A A R T ST R 91+ 5 1
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I1.

11.

BT AL -

Where necessary, the controller shall carry out a review to assess if
processing is performed in accordance with the data protection impact
assessment at least when there is a change of the risk represented by
processing operations.

JRNEERE - PEE B RERRE < AU - BEFLE N
REFHRE R BT TR B -

Article 36 Prior consulz‘ation

%—:‘_‘]‘7‘4\-/{'% $FJ‘J uav

1.

The controller shall consult the supervisory authority prior to
processing where a data protection impact assessment under Article 35
indicates that the processing would result in a high risk in the absence
of measures taken by the controller to mitigate the risk.

EERHRE RPN REE 35 PREAEE S TR IR B b
fiti » B P PR AR AR - P B R R B AR R B E R
Where the supervisory authority is of the opinion that the intended
processing referred to in paragraph 1 would infringe this Regulation, in
particular where the controller has insufficiently identified or mitigated
the risk, the supervisory authority shall, within period of up to eight
weeks of receipt of the request for consultation, provide written
advice to the controller and, where applicable to the processor, and
may use any of its powers referred to in Article 58. That period
may be extended by six weeks, taking into account the complexity of
the intended processing. The supervisory authority shall inform the
controller and, where applicable, the processor, of any such extension
within one month of receipt of the request for consultation together
with the reasons for the delay. Those periods may be suspended until
the supervisory authority has obtained information it has requested for
the purposes of the consultation.

MR R | SEFTA BB S ABIR] » A
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FrORAESC 5 H o yal {5 IR ey - B B B I 0 32 33 SR 1% 8

JAR - e EFEE R TEEEWREE TRHEE - WEITHEER

55 58 kPl FEArIAE ) - RZ IR TR s AR RS P AE R 6 14 -

B E M B E RN IO RE B RG SK 1% 1 I8 H Psd@ s B i IS B @ A

PP b BAESATS I R A A © 3% S IR Hh 1 R B BB Y

BT <& -

When consulting the supervisory authority pursuant to paragraph 1, the

controller shall provide the supervisory authority with:

IKER | IHRSAH R EREARY - PEE - FE R IR E TR

(a) where applicable, the respective responsibilities of the controller,
joint controllers and processors involved in the processing, in
particular for processing within a group of undertakings;

(a) FATDERE - W KR PEEE ~ LA PEE R P 73 7]
ZEE - BHZAEREEE N R B

(b) the purposes and means of the intended processing;

(b) BBl HAIRIGE 5

(c) the measures and safeguards provided to protect the rights and
freedoms of data subjects pursuant to this Regulation;

(c) HAKHRILRFEZ R ERSRER] B2 HH o it B PR T

(d) where applicable, the contact details of the data protection officer;

(d) FATTERIRE - ERMRE 8RR =0

(e) the data protection impact assessment provided for in Article 35;
and

() HRES 35 iR it C ERMRFE RIS 5 K

(f) any other information requested by the supervisory authority.

() HAEATEE BRI EORZEER -

Member States shall consult the supervisory authority during the

preparation of a proposal for a legislative measure to be adopted by

a national parliament, or of a regulatory measure based on such a

legislative measure, which relates to processing.
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o RS O R0 2 T O TGO - i
TR RGOS G - B R - TR
R EF -

Notwithstanding paragraph 1, Member State law may require
controllers to consult with, and obtain prior authorisation from, the
supervisory authority in relation to processing by a controller for
the performance of a task carried out by the controller in the public
interest, including processing in relation to social protection and public
health.

GRS | HZAH - EOREEE S REEE R LI
MR IETT B BREE » 02 Bt & (R 3% e N L B B o PR B -
AR H B E PR S SRR

Section 4 Data protection officer
Feh  AAHREE

Article 37 Designation of the data protection officer
F=t+th AHREAEIHER

1.

The controller and the processor shall designate a data protection

officer in any case where:

A NYHE—TEIE - 8 RaEE e T E R RE A

(a) the processing is carried out by a public authority or body, except
for courts acting in their judicial capacity;

(a) BRIEBEITHEERRERESL - BRBRER RN 5 P B B BT T

(b) the core activities of the controller or the processor consist of
processing operations which, by virtue of their nature, their scope
and/or their purposes, require regular and systematic monitoring
of data subjects on a large scale; or

(b) PEHSIRHFE I OEE) - R REAE - R b /g3

-230 -



i » TRECEI EAM M AR B PR e+ 5

(c) the core activities of the controller or the processor consist of
processing on a large scale of special categories of data pursuant
to Article 9 and personal data relating to criminal convictions and
offences referred to in Article 10.

(c) PEH PRI E I OTEE) - AR 9 BRATHE L AR 2
Fr ARSI 2 BORE SR 10 B FT i i BTRHERAD R AHRR 2 I8 N &
Kt

A group of undertakings may appoint a single data protection officer

provided that a data protection officer is easily accessible from each

establishment.

TR SCHERE E Gy R RS B — — 1R R B - (SRR EIS4E

EFR—HERRES

Where the controller or the processor is a public authority or body,

a single data protection officer may be designated for several such

authorities or bodies, taking account of their organisational structure

and size.

APEE B SR EE 2 Ry N B B b Ry - 5 B HCRH AR R B RS

B —— 2B RE BB E 2 LR SRR st -

In cases other than those referred to in paragraph 1, the controller or

processor or associations and other bodies representing categories of

controllers or processors may or, where required by Union or Member

State law shall, designate a data protection officer. The data protection

officer may act for such associations and other bodies representing

controllers or processors.

JREE 1 BHLAONZ BT - HEE - a P B A S ol R 2

Sn B HE R RIS TR E R IR E 5 - SR B s B EIEE

KRIFFEFEEL °

The data protection officer shall be designated on the basis of

professional qualities and, in particular, expert knowledge of data
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protection law and practices and the ability to fulfil the tasks referred to
in Article 39.

BRHRE BIEIRE AT - EH AR RE IR B T BN
KSERRER 39 fRFTE IS L RESIFREZ -

The data protection officer may be a staff member of the controller or
processor, or fulfil the tasks on the basis of a service contract.
HRMRE B REESREE Z TIEA G - SRR IR 3258
JlH s -

The controller or the processor shall publish the contact details of
the data protection officer and communicate them to the supervisory
authority.

PR R B B S B RS B BERIIER - G B B
WL e

Article 38 Position of the data protection officer
AR ERRE B B

1.

The controller and the processor shall ensure that the data protection
officer is involved, properly and in a timely manner, in all issues which
relate to the protection of personal data.

PR I i PR BT PR A RHRRE Bl H RIS AT G R R A
BRHRRE L EFS -

The controller and processor shall support the data protection officer
in performing the tasks referred to in Article 39 by providing resources
necessary to carry out those tasks and access to personal data and
processing operations, and to maintain his or her expert knowledge.
PEE A S B S T (1 Ry AT TR 265 B A A ) B i B Y
LTI B MEFT A B ~ DU HERF HESERIFRFT LB L B - SRR
TRAE B TSRS 39 RATTRIEES -

The controller and processor shall ensure that the data protection
officer does not receive any instructions regarding the exercise of those
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tasks. He or she shall not be dismissed or penalised by the controller or
the processor for performing his tasks. The data protection officer shall
directly report to the highest management level of the controller or the
processor.

T e i B ERE R RO B e U R BB TS 5
8%« ARSI TIR S % & R B R B &1 - B8t
TR7E B e LB r R B B B BB e i B R e

Data subjects may contact the data protection officer with regard to all
issues related to processing of their personal data and to the exercise of
their rights under this Regulation.

ER L HE LT B LA A B R B R AT BE AR R A 2 A B i
K- SRR ERRES -

The data protection officer shall be bound by secrecy or confidentiality
concerning the performance of his or her tasks, in accordance with
Union or Member State law.

BERHRGE B BB il BT - b H s S IR s

The data protection officer may fulfil other tasks and duties. The
controller or processor shall ensure that any such tasks and duties do
not result in a conflict of interests.

BRHRTE B 1550 CH M B B T - P R P R R A i
A S RS B R AR €

Article 39 Tasks of the data protection officer
B =t hAE ERHRE B R

1.
1.

The data protection officer shall have at least the following tasks:

ERRE B ER DA T8

(a) to inform and advise the controller or the processor and the
employees who carry out processing of their obligations pursuant
to this Regulation and to other Union or Member State data
protection provisions;
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(a) HRAKH R S Ho A BR B By B B 1ok o B DR A R S R A
S BRI N THER AL

(b) to monitor compliance with this Regulation, with other Union or
Member State data protection provisions and with the policies of
the controller or processor in relation to the protection of personal
data, including the assignment of responsibilities, awareness-
raising and training of staff involved in processing operations, and
the related audits;

(b) BEAHHA ~ FAhER R Bgr & Bk < EORHRAERLE B B A
BERHREHR S P B BRI H CBOR - BIEEESA - £2
TR aean s TAE N BRI R B G B AR ~ DLURAHR T 8
18 s

(c) to provide advice where requested as regards the data protection
impact assessment and monitor its performance pursuant to Article
35;

(c) TAZERMREREETALEE R - FROLEE - IREE 35 REE
H#d7 5

(d) to cooperate with the supervisory authority;

(d) BAETERERASIE S

(e) to act as the contact point for the supervisory authority on issues
relating to processing, including the prior consultation referred to
in Article 36, and to consult, where appropriate, with regard to any
other matter.

(e) TABRIEFHRRCHERE - HFEEE 36 BRATIG L AT - B
ERERH <SRRG - NFE E R AR A SR I FEE

The data protection officer shall in the performance of his or her tasks

have due regard to the risk associated with processing operations,

taking into account the nature, scope, context and purposes of

processing.

BERRTE ST RS - e REE CAE  fE - IR R
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Section 5 Codes of conduct and certification
F BB AT & T AR

Article 40 Codes of conduct
Fog ik AT SR

I.

The Member States, the supervisory authorities, the Board and the
Commission shall encourage the drawing up of codes of conduct
intended to contribute to the proper application of this Regulation,
taking account of the specific features of the various processing sectors
and the specific needs of micro, small and medium-sized enterprises.
HEE - BEWH - ZEGRAEFENITRTIZETIL - B
Tl - DAREARH A GRGE] - 177 BT R TR R
B R ERF U A ~ VN RSECRPERROK -

Associations and other bodies representing categories of controllers
or processors may prepare codes of conduct, or amend or extend such
codes, for the purpose of specifying the application of this Regulation,
such as with regard to:

ARG BRI SR B F A B 15 i 1 T 05 T I
R R R T FI DA EACKR R o 5 P s ] - T

(a) fair and transparent processing;

(a) DIEGEHZ R

(b) the legitimate interests pursued by controllers in specific contexts;
(b) #EFENREREER TERZEEMRE

(c) the collection of personal data;

(c) AERLZIELE 3

(d) the pseudonymisation of personal data;

(d) EABERZEAIL
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(e)
(e)
®
S

€9]

(@

(h)

(h)

(i)

W)

W)
(k)

(k)

the information provided to the public and to data subjects;
FEHERR SR S

the exercise of the rights of data subjects;

BB RSRER AT

the information provided to, and the protection of, children,
and the manner in which the consent of the holders of parental
responsibility over children is to be obtained;

) S B R RN B A S B L IRTE - USRS Hk e (B
NAEZT

the measures and procedures referred to in Articles 24 and 25 and
the measures to ensure security of processing referred to in Article
32;

5 24 PR e 25 RFTE T U2 - BB 32 AT E ME PRI
Bl IRTE R T 5

the notification of personal data breaches to supervisory authorities
and the communication of such personal data breaches to data
subjects;

HEE R EAEA SR BT - DR FEEAETRMRES
IR

the transfer of personal data to third countries or international
organisations; or

fEl B 22 2 — R s PR A, 5 5

out-of-court proceedings and other dispute resolution procedures
for resolving disputes between controllers and data subjects
with regard to processing, without prejudice to the rights of data
subjects pursuant to Articles 77 and 79.

TRRE M Fr B HA T Im R R Ay - ) DU R E B R
HEMHRAR BB T3k - TN RS 77 BB 79 RFTE < &
KR HER -

3. In addition to adherence by controllers or processors subject to this
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Regulation, codes of conduct approved pursuant to paragraph 5 of this
Article and having general validity pursuant to paragraph 9 of this
Article may also be adhered to by controllers or processors that are
not subject to this Regulation pursuant to Article 3 in order to provide
appropriate safeguards within the framework of personal data transfers
to third countries or international organisations under the terms referred
to in point (e) of Article 46(2). Such controllers or processors shall
make binding and enforceable commitments, via contractual or other
legally binding instruments, to apply those appropriate safeguards
including with regard to the rights of data subjects.

ARER 5 TEFTEARKLUHE AR 9 TP E B — i B#E .2 17
Fo~p R R FR S AR R SR PRE A R B ) » JR1S5E
TRER 3 RATE AN SZ AR R L PEEH B B - BEIHAKER 46 5
55 2 TEER o BENUERHE A EOR R i 22 50 — B s B S AR R 15 L2
P ORFEE I - B FE A e E SR S A
ERR )2 G MR B AR B S8d T REs - DUER
L L IREETE I - SRR E R LR AR -

A code of conduct referred to in paragraph 2 of this Article shall
contain mechanisms which enable the body referred to in Article
41(1) to carry out the mandatory monitoring of compliance with its
provisions by the controllers or processors which undertake to apply
it, without prejudice to the tasks and powers of supervisory authorities
competent pursuant to Article 55 or 56.

AMEREE 2 TEFTE AT Ry~ AIFERRER 1S DUBE ST 41 f5R55 1 TP ERAE
BIRFHE TR TR PR B B A TR M B A
AR 55 REk 56 fRFTE LB BB R < (275 ST -
Associations and other bodies referred to in paragraph 2 of this Article
which intend to prepare a code of conduct or to amend or extend an
existing code shall submit the draft code, amendment or extension to
the supervisory authority which is competent pursuant to Article 55.
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The supervisory authority shall provide an opinion on whether the
draft code, amendment or extension complies with this Regulation and
shall approve that draft code, amendment or extension if it finds that it
provides sufficient appropriate safeguards.

ABRER 2 TEFTE A BT R~y R SE SaE iR B 1T R~ HIL
Wb HoAMBERE - FERTRLT TR T RIRZ » BRI IE R E R
55 fRFTEZ L E R ETE - R ERRERIZEE - BIEEK
BWARESHEAMAICER - AIEF TR HidE < IR
AR - BIERGUMERL RS ~ B EEE -

Where the draft code, or amendment or extension is approved in
accordance with paragraph 5, and where the code of conduct concerned
does not relate to processing activities in several Member States, the
supervisory authority shall register and publish the code.

KER 5 THMUERUHES T Ry TR BB IR B /i 5 - HEATRSF
S B 216y B B R BN B R - BB E B RC M AR AT
Fo~FRI

Where a draft code of conduct relates to processing activities in several
Member States, the supervisory authority which is competent pursuant
to Article 55 shall, before approving the draft code, amendment or
extension, submit it in the procedure referred to in Article 63 to the
Board which shall provide an opinion on whether the draft code,
amendment or extension complies with this Regulation or, in the
situation referred to in paragraph 3 of this Article, provides appropriate
safeguards.

WAT Ry~T RIS K 218 B B B BE B+ 26 55 RFTE L B
ERERNRUMERZ RS ~ BIESEIRFESERT - EMRIEE 63 fRFTER
Fel IR ER B - EHMEESR - BIEERSIRARESRTS
AR HE B EARARER 3 HAUETRHHE E R LT RoR
=LA

Where the opinion referred to in paragraph 7 confirms that the draft
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10.

10.

11.

11.

code, amendment or extension complies with this Regulation, or, in the
situation referred to in paragraph 3, provides appropriate safeguards,
the Board shall submit its opinion to the Commission.

57 HATE Z B RMEERE R  BIERSIEARFGARIEE
RIRES 3 EAUE R IUE B R7EE - ZEGERHLERELERE
@ o

The Commission may, by way of implementing acts, decide that the
approved code of conduct, amendment or extension submitted to it
pursuant to paragraph 8 of this Article have general validity within the
Union. Those implementing acts shall be adopted in accordance with
the examination procedure set out in Article 93(2).
HEEELITIRC T2 REARES 8 HATER R R B
T R<TRI ~ BIER RIS RN RN B — R - 355
TTERERRIRES 93 15256 2 TEHFT Ehebats s -

The Commission shall ensure appropriate publicity for the approved
codes which have been decided as having general validity in
accordance with paragraph 9.

Mo FERE CRAK IS 9 IERUE B — IR0 HRUE 21T Ry
SFRLZ AR

The Board shall collate all approved codes of conduct, amendments
and extensions in a register and shall make them publicly available by
way of appropriate means.

Z BRI RALUE 2T Ry <P ]I~ IR R e S B ok
LU E T UABHZ -

Article 41 Monitoring of approved codes of conduct
Fout—1fk BEREIFLTAIER

1.

Without prejudice to the tasks and powers of the competent supervisory
authority under Articles 57 and 58, the monitoring of compliance with
a code of conduct pursuant to Article 40 may be carried out by a body
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which has an appropriate level of expertise in relation to the subject-

matter of the code and is accredited for that purpose by the competent

supervisory authority.

TEAB ISR 57 P B 58 fRFTE LB B E TR < 255 AT T 2 15T

T R HBEREET TER 40 BRATERT T RS RE TR L BB - REB%

W FE BT Ry <TRUFT I R B B R R B - AR

A body as referred to in paragraph 1 may be accredited to monitor

compliance with a code of conduct where that body has:

5 1 EFTEHSENRE DU AT Ry SFRIMOE TS DL L R - E R -

(a) demonstrated its independence and expertise in relation to the
subject-matter of the code to the satisfaction of the competent
supervisory authority;

(a) FEBHHERIT R T RUATS R S O e B R R R
ETERWE

(b) established procedures which allow it to assess the eligibility of
controllers and processors concerned to apply the code, to monitor
their compliance with its provisions and to periodically review its
operation;

(b) ENZEEHAG DIFFAGTEE # e B 58 P a2 T R TR B RS
FeRe - DUERHIEGESF BN - WERE & HEFEE

(c) established procedures and structures to handle complaints about
infringements of the code or the manner in which the code has
been, or is being, implemented by a controller or processor, and to
make those procedures and structures transparent to data subjects
and the public; and

(c) FETZEREHEFR AR B AR - DURBLE ST Ry RIS E &
BB BT T8 S A E [ AT R ST R FRER » )
BR R R R AR B 5 B

(d) demonstrated to the satisfaction of the competent supervisory
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authority that its tasks and duties do not result in a conflict of

interests.
(d) FEIHHATH KEAAGEAFFEZe R TERERRNE -
The competent supervisory authority shall submit the draft criteria for
accreditation of a body as referred to in paragraph 1 of this Article to
the Board pursuant to the consistency mechanism referred to in Article
63.
FERERFIEMRIRE 63 FrATE SRS - =B e A Gk
5 1 TERTE RS PR RRRE R
Without prejudice to the tasks and powers of the competent supervisory
authority and the provisions of Chapter VIII, a body as referred to in
paragraph 1 of this Article shall, subject to appropriate safeguards, take
appropriate action in cases of infringement of the code by a controller
or processor, including suspension or exclusion of the controller or
processor concerned from the code. It shall inform the competent
supervisory authority of such actions and the reasons for taking them.
FEAE ) B BE TR < (R KR HEE 8 BUE L 1E T » APk
55 1 TP ESAR AL WS RRE T T AP B R B 58 N
TR PRI AR EGE ETE) - WSS SR B (R B 1T
Fosy RIrhplisR o SRS 3 B B it o 17 B FL B EB B S A
TERERE -
The competent supervisory authority shall revoke the accreditation of a
body as referred to in paragraph 1 if the conditions for accreditation are
not, or are no longer, met or where actions taken by the body infringe
this Regulation.
A IR R R B A P L R0 R B A T T R S SCAHH AU
EH o FERERERIERENE e LG -
This Article shall not apply to processing carried out by public
authorities and bodies.

AMBRANSE IS 5 B B 2 B B
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Article 42 Certification
s it S

1.

The Member States, the supervisory authorities, the Board and
the Commission shall encourage, in particular at Union level, the
establishment of data protection certification mechanisms and of
data protection seals and marks, for the purpose of demonstrating
compliance with this Regulation of processing operations by controllers
and processors. The specific needs of micro, small and medium-sized
enterprises shall be taken into account.

HEE - BEWEEH - ZEG RAEGESE - R

FENT B R OR A SRR PR B R R AT B S AT - DIREIHE B
BB B BTG B ST AR - G R A/ NI 43 2 BLSRE RIE

In addition to adherence by controllers or processors subject to this
Regulation, data protection certification mechanisms, seals or marks
approved pursuant to paragraph 5 of this Article may be established for
the purpose of demonstrating the existence of appropriate safeguards
provided by controllers or processors that are not subject to this
Regulation pursuant to Article 3 within the framework of personal
data transfers to third countries or international organisations under
the terms referred to in point (f) of Article 46(2). Such controllers
or processors shall make binding and enforceable commitments,
via contractual or other legally binding instruments, to apply those
appropriate safeguards, including with regard to the rights of data
subjects.

AR 5 TEFTEASRLME L B ORTE SRR R B R R AT 2 e AR
i BREA R AR AR E BRI - ISR 3
FITE AN AR R #2783 SR BB AR 46 R0 2 5 6
TETRFE A RS 1 25 2 — [ s B B R AR - ) AR Sl R i
M AFAE o B HE A SR B 2 @ 2 B H A B TR R
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J12 30 MR BRI B8 T 2R - DB R E
L IRAERE - AR ER R R

The certification shall be voluntary and available via a process that is
transparent.

PR E RS RENERY - AGE B IS -

A certification pursuant to this Article does not reduce the responsibility
of the controller or the processor for compliance with this Regulation
and is without prejudice to the tasks and powers of the supervisory
authorities which are competent pursuant to Article 55 or 56.

ARFTE RN RAR I E HEUR B E ST AR B - HAHE
K2R 55 1R 56 P E 18 B PR AT SRS -

A certification pursuant to this Article shall be issued by the
certification bodies referred to in Article 43 or by the competent
supervisory authority, on the basis of criteria approved by that
competent supervisory authority pursuant to Article 58(3) or by the
Board pursuant to Article 63. Where the criteria are approved by the
Board, this may result in a common certification, the European Data
Protection Seal.

ARG E 1 PR EFHASRE B RIREE 43 R E B R R IR B
55 58 5 3 AT HE CARYES R B KR 63 RE /L » &
EERUE AT Rl VSRS - EVECH R R = -

The controller or processor which submits its processing to the
certification mechanism shall provide the certification body referred to
in Article 43, or where applicable, the competent supervisory authority,
with all information and access to its processing activities which are
necessary to conduct the certification procedure.

R BRI A8 28 RE A ] o P2 3 B B [ 5 43 RFTE < REE
Pt A B E R (A0 ) TR ILGEERE TR B HL i B
B P ERR R BEEE T -

Certification shall be issued to a controller or processor for a maximum
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period of three years and may be renewed, under the same conditions,
provided that the relevant requirements continue to be met. Certification
shall be withdrawn, as applicable, by the certification bodies referred
to in Article 43 or by the competent supervisory authority where the
requirements for the certification are not or are no longer met.

BIPE B R B T Ry L 05 IR Ry =4 - HAFAHIA] 2
P P AFFRERF SR EORTE » 15 BT © 58 43 RFTE < REaE S
W ERERE (AEM ) PR E A SRl S
ZIBDUR - MERREIEEEE -

The Board shall collate all certification mechanisms and data protection
seals and marks in a register and shall make them publicly available by
any appropriate means.

Z B G e A SR RS E AR i B 2R R AT B S AR T
B 0 WELUEE TR -

Article 43 Certification bodies
B =A% REMAME

1.

Without prejudice to the tasks and powers of the competent supervisory
authority under Articles 57 and 58, certification bodies which have an
appropriate level of expertise in relation to data protection shall, after
informing the supervisory authority in order to allow it to exercise its
powers pursuant to point (h) of Article 58(2) where necessary, issue and
renew certification. Member States shall ensure that those certification
bodies are accredited by one or both of the following:

TENE RS 57 5 I 58 15T E 18 B B PR < (155 S T 2 1R T
T BB ERRGE 8 B R BB L RREE A - FOE SR
PSRRI AT N AR IFER 58 REF 2 TEES h B THREHARE 1% -
R8s B HEHTRSRE o & B B OREL SRR e i iE i My —IEe
VH 385

(a) the supervisory authority which is competent pursuant to Article
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55 or 56;

(a) 5 55 BREEER 56 eFTE < T E RETERE |

(b) the national accreditation body named in accordance with
Regulation (EC) No 765/2008 of the European Parliament and
of the Council® in accordance with EN-ISO/IEC 17065/2012 and
with the additional requirements established by the supervisory
authority which is competent pursuant to Article 55 or 56.

(b) & EN-ISO/IEC 2E 17065/2012 B AZHE DI K 3 75 B 5 B B A1 26
55 R EER 56 B E AT T2 BT IS K - W Re & he WA
BREEr * 5 765/2008 HRHIIIG 4. BISR AR A -

Certification bodies referred to in paragraph 1 shall be accredited in

accordance with that paragraph only where they have:

55 1 TEFTE L FORE PR EARGL T UE ERERE - BUAEF ST

2

(a) demonstrated their independence and expertise in relation to
the subject-matter of the certification to the satisfaction of the
competent supervisory authority;

(a) FEPHH BRI BGERE R I e EEE B R E R
[EMSe

(b) undertaken to respect the criteria referred to in Article 42(5)
and approved by the supervisory authority which is competent
pursuant to Article 55 or 56 or by the Board pursuant to Article
63;

(b) 7RIS 42 -5 5 THATE L ARHE - S B R E K

Regulation (EC) No 765/2008 of the European Parliament and of the Council of 9 July
2008 setting out the requirements for accreditation and market surveillance relating to the
marketing of products and repealing Regulation (EEC) No 339/93 (OJ L 218, 13.8.2008, p.
30).

BN S S S B RE Sy 2008 A2 7 H 9 HEE 765/2008 FLRIHIE R 2 Sl 5 2038 K i
B 2 BK 0 AR LR 339/93 SRECEAARA] (A A LI 2008 4E 8 H 13 H »

$B30H) -
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55 55 fREEER 56 BRAVE ~ BUSE B 63 BRATUERIE ;

(c) established procedures for the issuing, periodic review and
withdrawal of data protection certification, seals and marks;

(c) HEVERRELE - DR IR R RATRERIRLUE « EIEA
Fedlal s F2Fe 5

(d) established procedures and structures to handle complaints about
infringements of the certification or the manner in which the
certification has been, or is being, implemented by the controller
or processor, and to make those procedures and structures
transparent to data subjects and the public; and

(d) FENZPRPREFERREFE B - DABRBHE SRR ERE RS B
B SR T E BT T EE N B & B RS RE R < H
N ATy SRR 3 AN /NG S EAR & 5L e

() demonstrated, to the satisfaction of the competent supervisory
authority, that their tasks and duties do not result in a conflict of
interests.

() REWIHATLHE MEEAGEAFFEHERE TERERRmE -

The accreditation of certification bodies as referred to in paragraphs 1

and 2 of this Article shall take place on the basis of criteria approved by

the supervisory authority which is competent pursuant to Article 55 or

56 or by the Board pursuant to Article 63. In the case of accreditation

pursuant to point (b) of paragraph 1 of this Article, those requirements

shall complement those envisaged in Regulation (EC) No 765/2008

and the technical rules that describe the methods and procedures of the

certification bodies.

AMEREE 1 TE 2R 2 THATE SRR B L REREHE 1 R TR AR

55 55 fREES 56 fRIUE SR B &R 63 BeliE I HALHE AR TE

SEZ o ARIBAGREE 1 JEES b Bh LR - B E A EEL S 765/2008

SRR R e R RE FE S 2 1R R P o B AR — 2

The certification bodies referred to in paragraph 1 shall be responsible
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for the proper assessment leading to the certification or the withdrawal
of such certification without prejudice to the responsibility of the
controller or processor for compliance with this Regulation. The
accreditation shall be issued for a maximum period of five years and
may be renewed on the same conditions provided that the certification
body meets the requirements set out in this Article.

55 1 TEFITE o RORE P I £ B R PR R A m R R A T L 7T
fili + BARNE S AE B BR M FE T AR AT - AR R RIIIR
Ko 54 » HISEMRIZEME TR - (HELFNGEE ERT S AR E
ZER -

The certification bodies referred to in paragraph 1 shall provide the
competent supervisory authorities with the reasons for granting or
withdrawing the requested certification.

S — YR PTG o R R P I 1) 1A R A P BR TR B AL M B R0
B -

The requirements referred to in paragraph 3 of this Article and
the criteria referred to in Article 42(5) shall be made public by the
supervisory authority in an easily accessible form. The supervisory
authorities shall also transmit those requirements and criteria to the
Board. The Board shall collate all certification mechanisms and data
protection seals in a register and shall make them publicly available by
any appropriate means.

AMGREE 3 TEFTE B BER 42 55 5 TR E AR E R B E R LS
IS AL - BB BTN ENG 3% 5 B AR IR B R
B - ZEGEAITHERHRETRERE T b R S R EE
% 0 WELUEE ST -

Without prejudice to Chapter VIII, the competent supervisory authority
or the national accreditation body shall revoke an accreditation of a
certification body pursuant to paragraph 1 of this Article where the
conditions for the accreditation are not, or are no longer, met or where
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actions taken by a certification body infringe this Regulation.

7. FERNEREE 8 EHE LG T » HE R E TR B SRR R
IR RFERE B AN PTG e B B RE R 2 1T R S A
ZIBDUR - MEMAMERSE 1| TERUE R e it <503 -

8. The Commission shall be empowered to adopt delegated acts
in accordance with Article 92 for the purpose of specifying the
requirements to be taken into account for the data protection
certification mechanisms referred to in Article 42(1).

8. BNEEHEHMMREN o2 BeUE @R AL - LIRIGLEE 42 58
1 ST E B RHRE SRR HI S FRAYZA: -

9. The Commission may adopt implementing acts laying down technical
standards for certification mechanisms and data protection seals and
marks, and mechanisms to promote and recognise those certification
mechanisms, seals and marks. Those implementing acts shall be
adopted in accordance with the examination procedure referred to in
Article 93(2).

9. i‘ﬁﬂfﬁﬁ‘ﬁﬁﬁ’ﬁﬁ?ﬁ Fo BB ORTE ERE P T B 0} PR AT B AT,
sl E Bt lﬂ?ﬁ@ LME@&E%T% FERH R TR B kY
PRAERE R R ARG T TR REARIRER 93 626 2 THFTE At
Fidi o

CHAPTER YV Transfers of personal data to third

countries or international organisations

FRFE BATHSHRER B RBE KA

Article 44 General principle for transfers
Fvatwtk B —AR A
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Any transfer of personal data which are undergoing processing or are
intended for processing after transfer to a third country or to an international
organisation shall take place only if, subject to the other provisions of this
Regulation, the conditions laid down in this Chapter are complied with by
the controller and processor, including for onward transfers of personal
data from the third country or an international organisation to another
third country or to another international organisation. All provisions in this
Chapter shall be applied in order to ensure that the level of protection of
natural persons guaranteed by this Regulation is not undermined.

{EART S p B B RS 1 22 5 — B s R R A R i AR B o (W R 2 R
W (EGNPEEE MR B IR AR R YT - RS AR
filfEe S - AFEESE = B SR T Ry L S — DR - Tyl CRAKRI
IREEE B AR AN SZIIE - AREFTE ROUESEH] -

Article 45 Transfers on the basis of an adequacy decision

Hvat+EE EARAREERE T A
1. A transfer of personal data to a third country or an international
organisation may take place where the Commission has decided that
the third country, a territory or one or more specified sectors within
that third country, or the international organisation in question ensures
an adequate level of protection. Such a transfer shall not require any
specific authorisation.

1 E AR 5 = o AR - R EEREZ S =
B L FIREFFETRFT ~ BB RREAS FE R R PRy
Tite Ryl - ERSEA ISR AE -

2. When assessing the adequacy of the level of protection, the
Commission shall, in particular, take account of the following elements:

2. JREHEIRFERERE TR IER - R E LHIES & YRR ¢
(a) the rule of law, respect for human rights and fundamental

freedoms, relevant legislation, both general and sectoral, including
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(a)

(b)

(®)

(©

concerning public security, defence, national security and criminal
law and the access of public authorities to personal data, as well
as the implementation of such legislation, data protection rules,
professional rules and security measures, including rules for
the onward transfer of personal data to another third country or
international organisation which are complied with in that country
or international organisation, case-law, as well as effective and
enforceable data subject rights and effective administrative and
judicial redress for the data subjects whose personal data are being
transferred;

HIG ~ HAMEEEAH B E » —REET AHBAILE
BRER AL 2~ Bifl ~ BRL 2 RINE ~ SR EE
ANERLZ SR RIRE ~ Rz &Ik - BORMRGERI - B3
QU Rz e i o BT » RS AR A DR ) At B = B s PR A
et — S R 3 A A — B BB R R AR < KA~ FIBIE
B H T T 2 B R R S flE A\ BoR S R iE 2ok =
B LA TR R ERGT

the existence and effective functioning of one or more independent
supervisory authorities in the third country or to which an
international organisation is subject, with responsibility for
ensuring and enforcing compliance with the data protection rules,
including adequate enforcement powers, for assisting and advising
the data subjects in exercising their rights and for cooperation with
the supervisory authorities of the Member States; and

= BH —E s BB E R L AR A RGEE - 5
HBR BIFEHHRRRT - R BT E R REN 8T - 1S
ek L HITHE - DU By S Ak et T i AR - By
BRI EERRETE » K

the international commitments the third country or international
organisation concerned has entered into, or other obligations
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arising from legally binding conventions or instruments as well
as from its participation in multilateral or regional systems, in
particular in relation to the protection of personal data.

(c) =Bl ATINA Z BIEE T TE » s HA IR BaR AR
JIZ ERIBE ~ B H 22 B 2558 o B B R T A 2 S
THBAENE R RE -

The Commission, after assessing the adequacy of the level of

protection, may decide, by means of implementing act, that a third

country, a territory or one or more specified sectors within a third
country, or an international organisation ensures an adequate level
of protection within the meaning of paragraph 2 of this Article. The
implementing act shall provide for a mechanism for a periodic review,
at least every four years, which shall take into account all relevant
developments in the third country or international organisation. The
implementing act shall specify its territorial and sectoral application
and, where applicable, identify the supervisory authority or authorities
referred to in point (b) of paragraph 2 of this Article. The implementing
act shall be adopted in accordance with the examination procedure

referred to in Article 93(2).

HEGNEHGRE L TR REER - FERMITARESR =B ~ 5

ZEA L FIR B — B B R E T~ R R R ARA RS 2

2 ST AR TE R IR - Faf TR (e Mt etk - £

PYEE—2R » 3l e B2 — B s B ISHE A < P R S - BT Tk

JRERT TE L3 P o SR B F - HA TSR IR » e s BB m A

TRER 2 THER b BhATE S BERH o HETTIAMERRTTER 93 F0R5R 2 T Ltk

2R -

The Commission shall, on an ongoing basis, monitor developments

in third countries and international organisations that could affect the

functioning of decisions adopted pursuant to paragraph 3 of this Article

and decisions adopted on the basis of Article 25(6) of Directive 95/46/
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EC.

R G ERFRE RN T 250 = B B AR - JREN - ATRER MK
ARMEER 3 TEPRAT ZIE ~ B AKBERTE S5 95/46/EC BEE 25 54 6
HR T REENE B -

The Commission shall, where available information reveals, in
particular following the review referred to in paragraph 3 of this Article,
that a third country, a territory or one or more specified sectors within
a third country, or an international organisation no longer ensures an
adequate level of protection within the meaning of paragraph 2 of this
Article, to the extent necessary, repeal, amend or suspend the decision
referred to in paragraph 3 of this Article by means of implementing acts
without retro-active effect. Those implementing acts shall be adopted in
accordance with the examination procedure referred to in Article 93(2).
On duly justified imperative grounds of urgency, the Commission shall
adopt immediately applicable implementing acts in accordance with
the procedure referred to in Article 93(3).

REEEREUR - TCHARARRRES 3 ol - SB=F ~ B=EKN
L FIRB — B B R E AT ~ BB RE R RS PR R AR S 2
JHEF NIRRT - PN L EERI T
B e SRRSO 1.2 AT Ry » JBERR ~ BIESGRRTAERSE 3 385 - % F i
TTIRREIRES 93 16656 2 BB F1TZ - IREIEEM B BTE
& » SRS 93 555 3 TH LR P L RIER A Wl P o B Tk
The Commission shall enter into consultations with the third country or
international organisation with a view to remedying the situation giving
rise to the decision made pursuant to paragraph 5.

Ty e 2 B B — ] B SR A s DA ARES 5 TEAFRL
RELZIBIE -

A decision pursuant to paragraph 5 of this Article is without prejudice
to transfers of personal data to the third country, a territory or one or
more specified sectors within that third country, or the international
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organisation in question pursuant to Articles 46 to 49.

AMEER 5 L PREANERER 46 REL 49 BRATTEIASE =B ~ 5=
B o B R EFRT ~ e BB AR < B A R -

The Commission shall publish in the Official Journal of the European
Union and on its website a list of the third countries, territories and
specified sectors within a third country and international organisations
for which it has decided that an adequate level of protection is or is no
longer ensured.

G FER BN E T A RS L - A B R B i OR
B8 R fR B IRGE B = ~ BB =B R BCR E BB ~ S
iz 7B -

Decisions adopted by the Commission on the basis of Article 25(6)
of Directive 95/46/EC shall remain in force until amended, replaced
or repealed by a Commission Decision adopted in accordance with
paragraph 3 or 5 of this Article.

MEGE BTS2 5 95/46/EC 575 25 15REE 6 HEIRIT ZIRE »

RS URAMBRES 3 THEES 5 THUVE BT ~ AUAUEEERRRT - FERF
REERL -

Article 46 Transfers subject to appropriate safeguards
FutoctE AR T EEREREIASE

1.

In the absence of a decision pursuant to Article 45(3), a controller
or processor may transfer personal data to a third country or an
international organisation only if the controller or processor has
provided appropriate safeguards, and on condition that enforceable
data subject rights and effective legal remedies for data subjects are
available.

JRRIRES 45 fREE 3 THZIRGERY - PEIEH o Bl (Y H AR fHd 5
IRAERS I - HER LR ARSI T - SR SRR B iy -
ISR A B 2250 — B R R
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The appropriate safeguards referred to in paragraph 1 may be provided

for, without requiring any specific authorisation from a supervisory

authority, by:
55 1 JEFTRE L S IR - IS E R R R E LIS IE |
LIRS A et

(2)

(2)
(b)
(b)
(©)

(©)
(d)

(d)

(e)

(e)

®

a legally binding and enforceable instrument between public
authorities or bodies;

BN B PSR B R iA R RO ST 2

binding corporate rules in accordance with Article 47,

5 47 R BRI Tz AZESTH

standard data protection clauses adopted by the Commission in
accordance with the examination procedure referred to in Article
93(2);

EREREE 93 10057 2 TR - SR T ATHE R R IRRE IR
standard data protection clauses adopted by a supervisory
authority and approved by the Commission pursuant to the
examination procedure referred to in Article 93(2);

BB PERIERTT - WSS 93 155 2 Bt it
CREHERRLRRE IR

an approved code of conduct pursuant to Article 40 together
with binding and enforceable commitments of the controller or
processor in the third country to apply the appropriate safeguards,
including as regards data subjects' rights; or

KER 40 BRAKZHEZ AT R STHI > KR =B PHE A R E
PRSI H AT AT 2 A - DU e ORRE G I - AR E
KRS HER] 5 B

an approved certification mechanism pursuant to Article 42
together with binding and enforceable commitments of the
controller or processor in the third country to apply the appropriate
safeguards, including as regards data subjects' rights.
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PR H T2 i fy - DUEREE ReE R - RN &
K88 RER -

3. Subject to the authorisation from the competent supervisory
authority, the appropriate safeguards referred to in paragraph 1
may also be provided for, in particular, by:

3. 551 PTG E REETR I - YA EE R E R R SRS
BT LRSI R

(a) contractual clauses between the controller or processor and the
controller, processor or the recipient of the personal data in the
third country or international organisation; or

(a) ¥ FH e T B — B B AR < N B R EE R
BEE B B T BRI 5

(b) provisions to be inserted into administrative arrangements
between public authorities or bodies which include enforceable
and effective data subject rights.

(b) AAEFE R EIT AR B R R R 2 A B HE B s i ]
TTBCL R K -

The supervisory authority shall apply the consistency mechanism

referred to in Article 63 in the cases referred to in paragraph 3 of this

Article.

JAARIGRE 3 LIS » SE PR IEEER 63 ok — bk -

Authorisations by a Member State or supervisory authority on the

basis of Article 26(2) of Directive 95/46/EC shall remain valid until

amended, replaced or repealed, if necessary, by that supervisory
authority. Decisions adopted by the Commission on the basis of Article

26(4) of Directive 95/46/EC shall remain in force until amended,

replaced or repealed, if necessary, by a Commission Decision adopted

in accordance with paragraph 2 of this Article.

& BB s P B R B FE 55 95/46/EC BRES 26 R 2 THZ %
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B REERRRRE A LB B - IUEURRRAT - EREERL -
TRECE R 255 95/46/EC 755 26 5REE 4 THZUE » NAE G
DNEETARABEER 2 SHUE TR ~ U EREERRAT - ERFEARL -

Article 47 Binding corporate rules
Btk A@RAZSETFA

1.

The competent supervisory authority shall approve binding corporate

rules in accordance with the consistency mechanism set out in Article

63, provided that they:

R FIHR T 2 ARG TR - T E R E BB 63

T — B ERHIRMEZ

(a) are legally binding and apply to and are enforced by every
member concerned of the group of undertakings, or group of
enterprises engaged in a joint economic activity, including their
employees;

(a) FRAE AR FERE B b S R E R e S
B By - R AT

(b) expressly confer enforceable rights on data subjects with regard to
the processing of their personal data; and

(b) WIS T &R LR R A8 N ER i B rT B T R 5

(c) fulfil the requirements laid down in paragraph 2.

(c) FFEH 2 BHZEK -

The binding corporate rules referred to in paragraph 1 shall specify at

least:

5 1 EFTR AR 2T AR DR E

(a) the structure and contact details of the group of undertakings, or
group of enterprises engaged in a joint economic activity and of
each of its members;

() SHk[FIRCHE S Bl 2 5 2 ] e B SE RS S LA Bl B o A R B
s T s
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(b)

(b)

(c)
(©)
(d

(d)

(e)

(©)

the data transfers or set of transfers, including the categories of
personal data, the type of processing and its purposes, the type of
data subjects affected and the identification of the third country or
countries in question;

ERSEN—RYIBE - A A AR SR - R SR
K HW ~ B ERERER  RaZEh =B

their legally binding nature, both internally and externally;

HAE AN B SRR I EAE

the application of the general data protection principles, in
particular purpose limitation, data minimisation, limited storage
periods, data quality, data protection by design and by default,
legal basis for processing, processing of special categories
of personal data, measures to ensure data security, and the
requirements in respect of onward transfers to bodies not bound
by the binding corporate rules;

— BRI A ZE ] - CH H AR - Bk TR
QI FRARE - BT ETHERE R RRE ~ B R R
B AN B R IR ~ TEIRE RN L 2 10l ~ JE— T8
A BAAH T2 A3 R R B IR L 20K

the rights of data subjects in regard to processing and the means
to exercise those rights, including the right not to be subject to
decisions based solely on automated processing, including profiling
in accordance with Article 22, the right to lodge a complaint with
the competent supervisory authority and before the competent
courts of the Member States in accordance with Article 79, and to
obtain redress and, where appropriate, compensation for a breach
of the binding corporate rules;

ER EHERAR R B L RER S AT PR R 2 T2 - AR
(2 HELRE B R E SRR (520 22 R ) ~ 58 79
Tl EE R E R b & BRI EEABT R A R AE A
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(h)

(h)

(@)
@@
0

IRF » KGR 28T R AR F TSR IE < HEF] 5

the acceptance by the controller or processor established on the
territory of a Member State of liability for any breaches of the
binding corporate rules by any member concerned not established
in the Union; the controller or the processor shall be exempt from
that liability, in whole or in part, only if it proves that that member
is not responsible for the event giving rise to the damage;

AOLIN & BB P B B R s LB SN il BT
ENREHHR T BRI BT P E SR H R
SRR B SRR F AR A AR - A R
£

how the information on the binding corporate rules, in particular
on the provisions referred to in points (d), (e) and (f) of this
paragraph is provided to the data subjects in addition to Articles
13 and 14;

BRI PRI &GN » TTHAIES d ~ e J FRFTZ
BUE » AMATHAER 13 R AR 14 RIMERE T &R 8

the tasks of any data protection officer designated in accordance
with Article 37 or any other person or entity in charge of the
monitoring compliance with the binding corporate rules within the
group of undertakings, or group of enterprises engaged in a joint
economic activity, as well as monitoring training and complaint-
handling;

1KER 37 RSB EZAEMERRER ~ Bt EREEEIh . H
EERS I EEER A - HAUET 2R B AR ) 2 R3S
AIZESFISTE ~ REERE S FHERBRER < A\ BB S S
the complaint procedures;

HEFAZF

the mechanisms within the group of undertakings, or group of
enterprises engaged in a joint economic activity for ensuring the
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(k)

(k)
@

@

(m)

verification of compliance with the binding corporate rules. Such
mechanisms shall include data protection audits and methods for
ensuring corrective actions to protect the rights of the data subject.
Results of such verification should be communicated to the
person or entity referred to in point (h) and to the board of the
controlling undertaking of a group of undertakings, or of the group
of enterprises engaged in a joint economic activity, and should be
available upon request to the competent supervisory authority;
SRR TE B o R E e B S E R R IR f R ) 2 3
STRIGEE < Baig bl - 22 SR B UE ER RE R e fR
AUIEFE T CLORFEE R LR RER] 71k - BB O R )
55 h BEFT R (8 A B e R L RIS v E i SR E e A
SEE < PEEREESE - RN TR E B KIFfEH
the mechanisms for reporting and recording changes to the rules
and reporting those changes to the supervisory authority;

R AT SR B B B R r B R R S R R

the cooperation mechanism with the supervisory authority to
ensure compliance by any member of the group of undertakings,
or group of enterprises engaged in a joint economic activity, in
particular by making available to the supervisory authority the
results of verifications of the measures referred to in point (j);

B BERH < SRR - DUECRAE AT S A RS Em B rh s S5
(B 8 B A SR e L B BB - R B B BB SRR j Bl
TETESRE < R R - FETHeHE

the mechanisms for reporting to the competent supervisory
authority any legal requirements to which a member of the
group of undertakings, or group of enterprises engaged in a joint
economic activity is subject in a third country which are likely to
have a substantial adverse effect on the guarantees provided by the
binding corporate rules; and
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(m) RIS TG Bl o TS B e S e R AT REYS B
AR TR REE G EE AR ER - m 18
EERARR S AR B 5

(n) the appropriate data protection training to personnel having
permanent or regular access to personal data.

(n) SHEPKABCEIZEME N B2 A B E B RERIRR -

3. The Commission may specify the format and procedures for the
exchange of information between controllers, processors and
supervisory authorities for binding corporate rules within the meaning
of this Article. Those implementing acts shall be adopted in accordance

with the examination procedure set out in Article 93(2).

3. HEFREREAREER MR TN EES - K
FH R E R AR P B Y - B ER TR G5
93 f6RER 2 TR E L ARBEE ST -

Article 48 Transfers or disclosures not authorised by Union law
Fog A RERB R AN LB E

Any judgment of a court or tribunal and any decision of an administrative
authority of a third country requiring a controller or processor to transfer or
disclose personal data may only be recognised or enforceable in any manner
if based on an international agreement, such as a mutual legal assistance
treaty, in force between the requesting third country and the Union or a
Member State, without prejudice to other grounds for transfer pursuant to
this Chapter.

5 = BUEATEGE SR E B AT BRI E - A1 ZOREE H B
BRER A RS EHR T AN BRI - SRR AR R R =B
B B B BRI 2 B A - AR B - AR AR
T E RS BAAEURIBI - 1S RREE AT 1380 T -
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Article 49 Derogations for specific situations

HwtAk FRE T A

1.

In the absence of an adequacy decision pursuant to Article 45(3), or

of appropriate safeguards pursuant to Article 46, including binding

corporate rules, a transfer or a set of transfers of personal data to a third
country or an international organisation shall take place only on one of
the following conditions:

JRIRGERER 45 15656 3 T T R PR FEIRRE L IR E ~ BRKHRER 46 iz

i DRREFE R - BAE R FIR T 2T ~ 8 AR RS s

RIS 5 — B B RS - RS YRS T -

(a) the data subject has explicitly consented to the proposed transfer,
after having been informed of the possible risks of such transfers
for the data subject due to the absence of an adequacy decision
and appropriate safeguards;

(a) BRI EREH SRR R R R e e R B PR R S B IR 1
It » BRSO ERE R  TTRE @ AR - CARE]
BitEZBE

(b) the transfer is necessary for the performance of a contract between
the data subject and the controller or the implementation of pre-
contractual measures taken at the data subject's request;

(b) REEETTE R LR E FH K - BUKER £ AR
BITERIRT R 2 5

(c) the transfer is necessary for the conclusion or performance of a
contract concluded in the interest of the data subject between the
controller and another natural or legal person;

(c) SWEBSHS K E T E A B B AR A BA AR - B &R
FRE IS I fti o BRI Ry AR

(d) the transfer is necessary for important reasons of public interest;

(d) MBS ANHAGR < B R R R A2

(e) the transfer is necessary for the establishment, exercise or defence
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of legal claims;

(c) MHUBETANE « TR EEA b iR A2

(f) the transfer is necessary in order to protect the vital interests of
the data subject or of other persons, where the data subject is
physically or legally incapable of giving consent;

(H RERERESEE EEGAE BEER FE SRR - BEE R
REER LS AR Ry B

(g) the transfer is made from a register which according to Union or
Member State law is intended to provide information to the public
and which is open to consultation either by the public in general or
by any person who can demonstrate a legitimate interest, but only
to the extent that the conditions laid down by Union or Member
State law for consultation are fulfilled in the particular case.

(z) BHEMRRBECHEE BERES T - BEIEHARE S HBK
TN RS ERRE B AN TR - (EERNR E
TEIE ek ER s B BAROE L FE R R e SRR -

Where a transfer could not be based on a provision in Article 45 or 46,
including the provisions on binding corporate rules, and none of the
derogations for a specific situation referred to in the first subparagraph
of this paragraph is applicable, a transfer to a third country or an
international organisation may take place only if the transfer is
not repetitive, concerns only a limited number of data subjects, is
necessary for the purposes of compelling legitimate interests pursued
by the controller which are not overridden by the interests or rights
and freedoms of the data subject, and the controller has assessed all the
circumstances surrounding the data transfer and has on the basis of that
assessment provided suitable safeguards with regard to the protection
of personal data. The controller shall inform the supervisory authority
of the transfer. The controller shall, in addition to providing the
information referred to in Articles 13 and 14, inform the data subject of
the transfer and on the compelling legitimate interests pursued.
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STRIZBUE - BRSBTS 1 3 AR E B ME TN -
I 5 — B B P R e o R B R R B A - R IR
BER T - HEENERCEEEN R LEM A EENE
KR I BN e B i - HEEH TR E R B AR
85 0 MALFFEAL I A B ORTE R 58 & ORAEHE e < SRR - 515
HETT - PHEH B EE A S ERE - TR0 13 BRAR 14 2 ft
HZ B - PE B eI FOE K SEFI GBI R RS -
A transfer pursuant to point (g) of the first subparagraph of paragraph
1 shall not involve the entirety of the personal data or entire categories
of the personal data contained in the register. Where the register is
intended for consultation by persons having a legitimate interest, the
transfer shall be made only at the request of those persons or if they are
to be the recipients.

55 1A 1 508 g B RBEAGW R iR A B RS i E A
BRWZFTE S - REE S E Rigim S50k - s
RGO REH B ZIFE R -

Points (a), (b) and (c) of the first subparagraph of paragraph 1 and the
second subparagraph thereof shall not apply to activities carried out by
public authorities in the exercise of their public powers.

S5 1IEEE 1 FKE a~ b Bc B 2 SN E IR A B ERRIT A
WS TEE) -

The public interest referred to in point (d) of the first subparagraph
of paragraph 1 shall be recognised in Union law or in the law of the
Member State to which the controller is subject.

51 IEES 1 8 d B2 A LARE R W R A B E B R &
BEIEFT&RE -

In the absence of an adequacy decision, Union or Member State law
may, for important reasons of public interest, expressly set limits to the
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transfer of specific categories of personal data to a third country or an
international organisation. Member States shall notify such provisions
to the Commission.

5. NIRRT EHEERELIEZHE T - BERRE SEREGER A
e L HERIA - BIRTRFIREEAL A B R 1 2 50 — B sl PR R
e PR - & BEIErMEE B FHE -

6. The controller or processor shall document the assessment as well
as the suitable safeguards referred to in the second subparagraph of
paragraph 1 of this Article in the records referred to in Article 30.

6. PEEEIRELE TEN A 30 RFTHE ZACERT - FOBRAVERES 1 JH2E 2
TRPTEREAL SO PR -

Article 50 International cooperation for the protection of
personal data
R EAKRHMREZ A RS
In relation to third countries and international organisations, the Commission
and supervisory authorities shall take appropriate steps to:
BIRER = B R SRS - By S B R PR DGE B 2 HE i
(a) develop international cooperation mechanisms to facilitate the
effective enforcement of legislation for the protection of personal
data;
(a) FREFESTFHERILUEES ST TE N ERHRE L0k
(b) provide international mutual assistance in the enforcement of
legislation for the protection of personal data, including through
notification, complaint referral, investigative assistance and
information exchange, subject to appropriate safeguards for the
protection of personal data and other fundamental rights and
freedoms;
(b) FROEHITIE A B RMRGE LR L BB A ) - RS @R R
6B PR % o 0 i e B At B ACRER] e ER T ~ HH
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AT~ R R R AR o
(c) engage relevant stakeholders in discussion and activities aimed #
at furthering international cooperation in the enforcement of %
legislation for the protection of personal data;
(c) PEFIFERRAZELGE S #ITE A B R RE LIk B2 B
B ARy E AR 3 b TG 5 —

(d) promote the exchange and documentation of personal data

protection legislation and practice, including on jurisdictional i
conflicts with third countries. E
(d) T A BB R IR BT S L AHR BSO8R ELEE 2

B E S -

CHAPTER VI Independent supervisory authorities
FRE BLBEEHM

Section 1 Independent status &
-8 WAk
/?\

Article 51 Supervisory authority —
FET i BEEAH
1. Each Member State shall provide for one or more independent public

authorities to be responsible for monitoring the application of this

Regulation, in order to protect the fundamental rights and freedoms of

natural persons in relation to processing and to facilitate the free flow

of personal data within the Union (‘supervisory authority”).

. %8 BB D —EEL A B R - WS AR A A B
DAREEFAGREA G B < B AREEL H R (e s B R A
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Each supervisory authority shall contribute to the consistent
application of this Regulation throughout the Union. For that purpose,
the supervisory authorities shall cooperate with each other and the
Commission in accordance with Chapter VII.

BEE R ESOIN AR ARSI — B - Rolth - BB HERR
JEMER-E R BUE A S B TS A1 -

Where more than one supervisory authority is established in a Member
State, that Member State shall designate the supervisory authority
which is to represent those authorities in the Board and shall set out the
mechanism to ensure compliance by the other authorities with the rules
relating to the consistency mechanism referred to in Article 63.

fr—& BBINE Ll DL BE BRI - B d BRERE T H—
A= B GRS - WA - DUIE ORI % B 8 1S
BAER 63 fiRFTil . — S HIE R < B -

Each Member State shall notify to the Commission the provisions of
its law which it adopts pursuant to this Chapter, by 25 May 2018 and,
without delay, any subsequent amendment affecting them.

#& BBIER 2018 £F 5 H 25 HATESRHEE HIRA ST HRITZ
RS - M EE e ERTRER AU TR BB E - AR
ik -

Article 52 Independence
FRT =M W

1.

Each supervisory authority shall act with complete independence in
performing its tasks and exercising its powers in accordance with this
Regulation.

H R E BB AT A58 23 TR RE -

The member or members of each supervisory authority shall, in the
performance of their tasks and exercise of their powers in accordance
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with this Regulation, remain free from external influence, whether
direct or indirect, and shall neither seek nor take instructions from
anybody.

HEE TR B B ERATR AT T BRI RE - 52 B RE e L SN
T WARERIEEAT AN ZFER ©

Member or members of each supervisory authority shall refrain from
any action incompatible with their duties and shall not, during their
term of office, engage in any incompatible occupation, whether gainful
or not.

HEE TR B B A T B RS A A AT R WAS AT
SHRTE SHER A A e - AR ERTR -

Each Member State shall ensure that each supervisory authority is
provided with the human, technical and financial resources, premises
and infrastructure necessary for the effective performance of its tasks
and exercise of its powers, including those to be carried out in the
context of mutual assistance, cooperation and participation in the
Board.

5 BB E R 25 B BB B A T R R 2 AT > Bl
BB A~ A E DU ER R I - AR N A g N Al - &1F
KBEFRHTHITE -

Each Member State shall ensure that each supervisory authority
chooses and has its own staff which shall be subject to the exclusive
direction of the member or members of the supervisory authority
concerned.

Jy BEEMRS R E R ERIHAEE S BT HETER
R B P TR -

Each Member State shall ensure that each supervisory authority is
subject to financial control which does not affect its independence and
that it has separate, public annual budgets, which may be part of the
overall state or national budget.
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ML ~ DRI » I R B BB R T —
5 -

Article 53 General conditions for the members of the supervisory

authority

FBART = EBEEMERE AR

1.

Member States shall provide for each member of their supervisory

authorities to be appointed by means of a transparent procedure by:

& BB E R < 2 S B MY A AS E IR Fe i

— their parliament;

— their government;

— their head of State; or

— an independent body entrusted with the appointment under
Member State law.

— B

— BUN

— BRITH ; 5

— KRS BERATSTEO L IR

Each member shall have the qualifications, experience and skills, in

particular in the area of the protection of personal data, required to

perform its duties and exercise its powers.

Bk B BT < A~ 8B e B o KRR R E A ER

IR G -

The duties of a member shall end in the event of the expiry of the term

of office, resignation or compulsory retirement, in accordance with the

law of the Member State concerned.

Jil B I B FEAR S 3% & B BRE T HATIIRG R - T SRR ORI

AL -

A member shall be dismissed only in cases of serious misconduct
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or if the member no longer fulfils the conditions required for the

performance of the duties.
4. EREBREAETRERENEFERITRG B - 15RE
lE e

Article 54 Rules on the establishment of the supervisory authority
CERNCII N g &N

1. Each Member State shall provide by law for all of the following:

1. HEEBIELIEHNE MIFTESE

(a)
(2)
(b)

(b)
(©

(©)
(d)

(d)

(e)

(e)
&)

the establishment of each supervisory authority;
HEE B ZERAT

the qualifications and eligibility conditions required to be
appointed as member of each supervisory authority;

1952 (e R 25 B E R R S TR L B BT -

the rules and procedures for the appointment of the member or
members of each supervisory authority;

En 2 B B R B R Y

the duration of the term of the member or members of each
supervisory authority of no less than four years, except for the
first appointment after 24 May 2016, part of which may take
place for a shorter period where that is necessary to protect the
independence of the supervisory authority by means of a staggered
appointment procedure;

FEE RN S BN S DR o (B RIEE S
VLR BT R IUA ST J7 50 > 8 2016 4F- 5 H 24 H#&
F— R AR - AAELIR

whether and, if so, for how many terms the member or members
of each supervisory authority is eligible for reappointment;
HEERER A1 My - e - HARIEL

the conditions governing the obligations of the member or
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members and staff of each supervisory authority, prohibitions on
actions, occupations and benefits incompatible therewith during
and after the term of office and rules governing the cessation of
employment.
() JEERRR S K TIEA B EB R 2L HAEREE
SR BRI BS NAHA AT Ry ~ S AR ~ DU AR R B -
The member or members and the staff of each supervisory authority
shall, in accordance with Union or Member State law, be subject to a
duty of professional secrecy both during and after their term of office,
with regard to any confidential information which has come to their
knowledge in the course of the performance of their tasks or exercise
of their powers. During their term of office, that duty of professional
secrecy shall in particular apply to reporting by natural persons of
infringements of this Regulation.
KBS BB - R E R < B & T A B ER AR K
EIR - ST RERRE AR AT TR A B S EEE R B - R
AR HESERERGLHEEAN AR EREAREF RS -

Section 2 Competence, tasks and powers

B8 AR R A

Article 55 Competence
%A+ ARG HER

1.

Each supervisory authority shall be competent for the performance of
the tasks assigned to and the exercise of the powers conferred on it in
accordance with this Regulation on the territory of its own Member
State.

FEEEBEGAEN B O & BB SR RA R IR T E <
B THEREST -
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3.

Where processing is carried out by public authorities or private bodies
acting on the basis of point (c) or (¢) of Article 6(1), the supervisory
authority of the Member State concerned shall be competent. In such
cases Article 56 does not apply.

TR B R AL ABERSAREE 6 0% 1 AR ¢ B e BEBITIRERNY - B
Bl & EBIEEBERREIR - IREFISE - AR s6 FREE -
Supervisory authorities shall not be competent to supervise processing
operations of courts acting in their judicial capacity.

B RERA A RE B B R e st L Rl FT R Z R ER AT T

Article 56 Competence of the lead supervisory authority
BRI ATEERMZAER

1.

Without prejudice to Article 55, the supervisory authority of the
main establishment or of the single establishment of the controller or
processor shall be competent to act as lead supervisory authority for
the cross-border processing carried out by that controller or processor
in accordance with the procedure provided in Article 60.

AB RS 55 SR RIHE § » BXHE 3 SR EEE & 1257 SO i
LB SO B R - TE R RE(E R AL E B BUR B RS
60 AR Ry S pR PHIRY o SRR AR -

By derogation from paragraph 1, each supervisory authority shall
be competent to handle a complaint lodged with it or a possible
infringement of this Regulation, if the subject matter relates only to an
establishment in its Member State or substantially affects data subjects
only in its Member State.

AARA SRR e ph e BB B — o S - SR B E
KRS EAER & BB - SR E T RE A REPR B B H 2 HAER
B ARIRIRATRE I8N » ANZ5 1 B BRA -

In the cases referred to in paragraph 2 of this Article, the supervisory
authority shall inform the lead supervisory authority without delay on

-271 -

4

i,
ST

\)




that matter. Within a period of three weeks after being informed the
lead supervisory authority shall decide whether or not it will handle the
case in accordance with the procedure provided in Article 60, taking
into account whether or not there is an establishment of the controller
or processor in the Member State of which the supervisory authority
informed it.

JAARMREE B 6IE - BE PSRRI i A SR B B R I - A
1 IEHUEE - FURRERRRIEN @A =R - ER SRS
60 fiR L FE PP B RZ R IE - W ES BRI E TR B A & BN S
GYEBBRERH 5 SRS -

Where the lead supervisory authority decides to handle the case, the
procedure provided in Article 60 shall apply. The supervisory authority
which informed the lead supervisory authority may submit to the
lead supervisory authority a draft for a decision. The lead supervisory
authority shall take utmost account of that draft when preparing the
draft decision referred to in Article 60(3).

AR E BB DU E PR R S IR - FEEAEE 00 AL - @Al
FUEEE PR < B BB E R IR R B R R -
BB B RIS 60 55 3 TEHE THRE - JEFIREH M -
Where the lead supervisory authority decides not to handle the case, the
supervisory authority which informed the lead supervisory authority
shall handle it according to Articles 61 and 62.

ARG E PR D E N R P R AR - B AR R R L B
PRBAIREARES o1 RAER 62 iz -

The lead supervisory authority shall be the sole interlocutor of the
controller or processor for the cross-border processing carried out by
that controller or processor.

FEEE R E R E H SR B N B TIS IR B - HE— 2
W -
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Article 57 Tasks
%A+ B

1.

Without prejudice to other tasks set out under this Regulation, each

supervisory authority shall on its territory:

AR R ARG VL o HAMIEHS L RiTHE 1+ BB BRI H <A

A

(a) monitor and enforce the application of this Regulation;

(a) BEPERITABIRZER

(b) promote public awareness and understanding of the risks,
rules, safeguards and rights in relation to processing. Activities
addressed specifically to children shall receive specific attention;

(b) FRIFAREARRELC A ~ BRI~ CRAETE T B AER]
FeERAFE o B B IR ENE R R A TR

(c) advise, in accordance with Member State law, the national
parliament, the government, and other institutions and bodies on
legislative and administrative measures relating to the protection
of natural persons' rights and freedoms with regard to processing;

(c) & BEIAREFEE - BUN I MBEER bkt - B )iz
B2 R ARER S B FRORRE 2 YL S A TR Tt

(d) promote the awareness of controllers and processors of their
obligations under this Regulation;

(d) FRTHEER SRR B AR 885 < TR

(e) wupon request, provide information to any data subject concerning
the exercise of their rights under this Regulation and, if
appropriate, cooperate with the supervisory authorities in other
Member States to that end;

(e) FERFER - RMBIRNAK A FRERITTBE C BB AT ER £
e - G - BHAE BRI BE R SRR

(f) handle complaints lodged by a data subject, or by a body,
organisation or association in accordance with Article 80, and
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(2

(h)

(h)

(M)

@

@

(k)

investigate, to the extent appropriate, the subject matter of the
complaint and inform the complainant of the progress and the
outcome of the investigation within a reasonable period, in
particular if further investigation or coordination with another
supervisory authority is necessary;

BRBREER L e B AHARER T SR 80 R HIER » MHEE
AR RREE  NEERRE AR AT EE
BRSR - R & F A el B A e B B o B 30 T
HI 5

cooperate with, including sharing information and provide mutual

1

assistance to, other supervisory authorities with a view to ensuring
the consistency of application and enforcement of this Regulation;
B MEE BB S 1F - WS EER R A - DU CRAKE A
B T o — B

conduct investigations on the application of this Regulation,
including on the basis of information received from another
supervisory authority or other public authority;
BATAHAE A Z AR - B G FLAREG B BB B LA 5 B ]
e ft&ae BEplt 5

monitor relevant developments, insofar as they have an impact
on the protection of personal data, in particular the development
of information and communication technologies and commercial
practices;

FARHEH 28 2 A N PRSI . - S E AN E
AVEHS B R E Bl F

adopt standard contractual clauses referred to in Article 28(8) and
in point (d) of Article 46(2);

A 28 5 8 TH 5 46 fBREE 2 TS d BEFTRE L E AU L2
HIfeeak 5

establish and maintain a list in relation to the requirement for data
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(k)

M

M

protection impact assessment pursuant to Article 35(4);

R 35 55T 4 TERR VLA HERF B DR RGE S ATl SERAHR
ZIEH S

give advice on the processing operations referred to in Article
36(2);

FEHEEE 36 656 2 JEPT R IR ES Eh . A

(m) encourage the drawing up of codes of conduct pursuant to Article

40(1) and provide an opinion and approve such codes of conduct
which provide sufficient safeguards, pursuant to Article 40(5);

(m) HREE 40 -5 1 SEEEEN I ET TR ST R - AGAKER 40 5R5S 5 THTE

(n)

(n)

(0)

(0)
()

(p)

(@

(@ 3
(r)

MR Rzt it Fe e PRAE R I < 1 T R~ 5
encourage the establishment of data protection certification
mechanisms and of data protection seals and marks pursuant to
Article 42(1), and approve the criteria of certification pursuant to
Article 42(5);
SRIARER 42 fR5E 1 TEED i%*ﬂ%é%aﬁ;ﬁ’f&%&fﬂ%m LA
BASEEE - GAK 42 fRES 5 TERLUERSRE L AE
where applicable, carry out a periodic review of certifications
issued in accordance with Article 42(7);
RSB - 4R56 42 58 7 S E IR Ba s < 3058
draft and publish the criteria for accreditation of a body for
monitoring codes of conduct pursuant to Article 41 and of a
certification body pursuant to Article 43;
RIS 41 BREEHT R I B B 5 43 REERETERS
FORE PRYE
conduct the accreditation of a body for monitoring codes of
conduct pursuant to Article 41 and of a certification body pursuant
to Article 43;
HETTER 41 BREEA TR~ F R B b 58 43 IRaEREPERE L3838
authorise contractual clauses and provisions referred to in Article
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46(3);
(r) fRHESS 46 f0R5E 3 TEFTHE L LRI RUE
(s) approve binding corporate rules pursuant to Article 47;
(s) MR 47 BRALHER IR T2 A 2E<T I
(t) contribute to the activities of the Board;
(v WBhEEE T
(u) keep internal records of infringements of this Regulation and of
measures taken in accordance with Article 58(2); and
(u) AKEB 58 2 2 TERTFE SR I SR A it PO ERHTER 5 S
(v) fulfil any other tasks related to the protection of personal data.
(v)  SERAFATELE A ER ORAEAHRR < IS -
Each supervisory authority shall facilitate the submission of complaints
referred to in point (f) of paragraph 1 by measures such as a complaint
submission form which can also be completed electronically, without
excluding other means of communication.
J BB HERA @R A M B DU 7 7 e pm A A @ 7
A ARG ST - (RS 1 58 £ BEZ FHFHER -
The performance of the tasks of each supervisory authority shall be
free of charge for the data subject and, where applicable, for the data
protection officer.
HEE B BB TR AN AR LRI ] - ERTSSE A -
IR EI R R E BT -
Where requests are manifestly unfounded or excessive, in particular
because of their repetitive character, the supervisory authority may
charge a reasonable fee based on administrative costs, or refuse to
act on the request. The supervisory authority shall bear the burden of
demonstrating the manifestly unfounded or excessive character of the
request.
FRRE KBS E G I - U HRE A - B MRREENRTT
BN E BB ] - BAEABRREREE K - Ba s R e 5 R B
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B EGE R R S BREELT -

Article 58 Powers
RN A

1.

Each supervisory authority shall have all of the following investigative

powers:

HEERRES NIRRT

(a)

(@)
(b)
(b)
(©

(©
(d)

(d)
(e)

(e)

¢

)

to order the controller and the processor, and, where applicable,
the controller's or the processor's representative to provide any
information it requires for the performance of its tasks;

Y PEEE - REHE - DUCE R EH SR E 2 RN

L F TR PUE M H B TR TR &

to carry out investigations in the form of data protection audits;
DI RHRE SR T T

to carry out a review on certifications issued pursuant to Article
42(7);

TETTHREE 42 10R5T 7 TR CREGERY AR A

to notify the controller or the processor of an alleged infringement
of this Regulation;

BT AT FIHGE DR S A B B

to obtain, from the controller and the processor, access to all
personal data and to all information necessary for the performance
of its tasks;

#5278 5 B P YA BT o R (8 A DL R A T HAE 5 P
T ATE&E

to obtain access to any premises of the controller and the
processor, including to any data processing equipment and means,
in accordance with Union or Member State procedural law.
KB B BB 7k S AEE B EUR B LA
BRFT » ALAE R i P EAT EOR R R 3 i B T =
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2.

Each supervisory authority shall have all of the following corrective

powers:

2
(2)

(a)

(b)

(b)

(©)

(©

(d)

(d)

(e)

(e)
6

(H
(@

E R T YA AUIEREST |

to issue warnings to a controller or processor that intended
processing operations are likely to infringe provisions of this
Regulation;

EAGETT CERRE AT RE S E AR HUERF - s
BB E A

to issue reprimands to a controller or a processor where processing
operations have infringed provisions of this Regulation;

EER R CE R AR UERF - S F BE B # A
Hi

to order the controller or the processor to comply with the data
subject's requests to exercise his or her rights pursuant to this
Regulation;

i 2 PEE A B BE G 2OR R8T E AR AR AL RER Y
25K

to order the controller or processor to bring processing operations
into compliance with the provisions of this Regulation, where
appropriate, in a specified manner and within a specified period;
iy S PEE B B B DOE 2 R TR R R E S A B
KRBT & $EWZEE,

to order the controller to communicate a personal data breach to
the data subject;

L PHE A R EIaAE AN SR ZRE

to impose a temporary or definitive limitation including a ban on
processing;

AT B SR IR - SRR S

to order the rectification or erasure of personal data or restriction
of processing pursuant to Articles 16, 17 and 18 and the
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(2

(h)

(h)

(@

(@

W)

W)

notification of such actions to recipients to whom the personal
data have been disclosed pursuant to Article 17(2) and Article 19;
SRS 16 1% ~ 55 17 1R 558 18 REHMIE AN okt B I slRs: -
SRR IR - DUSCEHIE N ERHRIRER 17 16655 2 T
55 19 BRBaR TR < BRI TE L A

to withdraw a certification or to order the certification body to
withdraw a certification issued pursuant to Articles 42 and 43,
or to order the certification body not to issue certification if the
requirements for the certification are not or are no longer met;

T B < PR RE BRSNS 42 BRI 43 RAT R L3838
Bt o ae L BN BLAR B PR LI - i S RERE NS
RO

to impose an administrative fine pursuant to Article 83, in addition
to, or instead of measures referred to in this paragraph, depending
on the circumstances of each individual case;

KA ZENETE - BRI EA DUATEFT g B o HoAth 5 = ARES 83 1
FREMTECETSE

to order the suspension of data flows to a recipient in a third
country or to an international organisation.

i BRI SR =B Z B B L R -

Each supervisory authority shall have all of the following authorisation

and advisory powers:

HEE T RIER T A 0 B i )y

(@

(a)
(b)

to advise the controller in accordance with the prior consultation
procedure referred to in Article 36;

KEF 36 ok L SRR AIE el i s

to issue, on its own initiative or on request, opinions to the national
parliament, the Member State government or, in accordance with
Member State law, to other institutions and bodies as well as to
the public on any issue related to the protection of personal data;
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(b)

(©
(©
(d)
(d)
(e)
(e)
(

(H
(2

(2

(h)

(h)
@
@
)
)

HEE - g BEEN - IKE B EEE HALNILERS - A K
A5 B EAKET KBEAT BT BT B A A ERHREMHRE <
IR

to authorise processing referred to in Article 36(5), if the law of
the Member State requires such prior authorisation;

e BENEEORFRIIRERT - SRESE 36 15T 5 JHPm . EH
FRER ;

to issue an opinion and approve draft codes of conduct pursuant to
Article 40(5);

AR RAALHESS 40 25 5 TR AT Ry FHITEES

to accredit certification bodies pursuant to Article 43;

1KER 43 fRRatadiatits

to issue certifications and approve criteria of certification in
accordance with Article 42(5);

KER 42 fR56 5 THFAT R R AL RS RE L ARHE

to adopt standard data protection clauses referred to in Article
28(8) and in point (d) of Article 46(2);

PRAIZE 28 R0 8 TH 26 46 36 2 TEE d BhPall L ARHEEHY
IRAERRK 5

to authorise contractual clauses referred to in point (a) of Article
46(3);

HESS 46 IREE 3 JHER a BhFTIL < 2ERIIRK 5

to authorise administrative arrangements referred to in point (b) of
Article 46(3);

TMEEE 46 1655 3 TR b BERTlZ AT ECEHE

to approve binding corporate rules pursuant to Article 47.

RS 47 BRRHER AT T2 A3 F ] -

The exercise of the powers conferred on the supervisory authority

pursuant to this Article shall be subject to appropriate safeguards,

including effective judicial remedy and due process, set out in Union
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and Member State law in accordance with the Charter.

4. BIERBRTTHEAGRK T ORI R R MR
G BBIEREEFTE AR FERTE IR ERT -

5. Each Member State shall provide by law that its supervisory authority
shall have the power to bring infringements of this Regulation to
the attention of the judicial authorities and where appropriate, to
commence or engage otherwise in legal proceedings, in order to
enforce the provisions of this Regulation.

5. &9 BEEGEESUE S E TR R R R AR S S ik =
ERER - AR E R BRI S B EARE T - DT AR BUE -

6. Each Member State may provide by law that its supervisory authority
shall have additional powers to those referred to in paragraphs 1, 2 and
3. The exercise of those powers shall not impair the effective operation
of Chapter VII.

6. [y BEREEAEENEHEERREGSS 1 5 58 2 HRH 3 H
DS HESMEDS S - B SR 1 BT NGRS R AU -

Article 59 Activity reports

R AE ERE

Each supervisory authority shall draw up an annual report on its activities,
which may include a list of types of infringement notified and types of
measures taken in accordance with Article 58(2). Those reports shall be
transmitted to the national parliament, the government and other authorities
as designated by Member State law. They shall be made available to the
public, to the Commission and to the Board.

H L E PR EAR B TR RS - SRR SRR F R DU RS
58 R0 2 HERENZ fEMEAEANE B - RS IR BB R E IR
Bl ~ BUR R A RERERR - EFEIREEE AR - g hEaY
Eﬁ °

2

o
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CHAPTER VII Cooperation and consistency
5t% AER—IM

Section 1 Cooperation
gt o

Article 60 Cooperation between the lead supervisory authority

and the other supervisory authorities concerned

Foos AR AR E A L thAn BB R M B R SAF

1.

The lead supervisory authority shall cooperate with the other
supervisory authorities concerned in accordance with this Article
in an endeavour to reach consensus. The lead supervisory authority
and the supervisory authorities concerned shall exchange all relevant
information with each other.

FUEL R BR AR A o B L At AH B B BB & 1 G BT S e A
Ak o SEUELES PRI ROAH B B B A BRTE IR LE 2R i A AHRH AT,
The lead supervisory authority may request at any time other
supervisory authorities concerned to provide mutual assistance pursuant
to Article 61 and may conduct joint operations pursuant to Article
62, in particular for carrying out investigations or for monitoring the
implementation of a measure concerning a controller or processor
established in another Member State.

FUEEE BT AR i K HAAHRR B BB IR o1 PRt
a8 WASHRE 62 BRIRATIR &R - RelfRhy 7 TERE - 8y
T ECE BRI AR H A & B BERO L PE A SR B L R T T -
The lead supervisory authority shall, without delay, communicate the
relevant information on the matter to the other supervisory authorities
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concerned. It shall without delay submit a draft decision to the other
supervisory authorities concerned for their opinion and take due
account of their views.

SRR BB B K 5% S T AH B AR B0 T HL A B B B
AFEAE - HIETE AN Z T H AR EE TR - NMSEAE -
DS H S o T A8 % B LS B -

Where any of the other supervisory authorities concerned within a
period of four weeks after having been consulted in accordance with
paragraph 3 of this Article, expresses a relevant and reasoned objection
to the draft decision, the lead supervisory authority shall, if it does
not follow the relevant and reasoned objection or is of the opinion
that the objection is not relevant or reasoned, submit the matter to the
consistency mechanism referred to in Article 63.

R — FAAE R B B B E RS 3 TS A R I E A RE H
AL ZEARE H G B FERARIR - 35 SRR PR AN B G R AH R
HEMZRHE - SRk SR AR S B - AL E
FER T 63 fRfrtt . — Bk b -

Where the lead supervisory authority intends to follow the relevant
and reasoned objection made, it shall submit to the other supervisory
authorities concerned a revised draft decision for their opinion. That
revised draft decision shall be subject to the procedure referred to in
paragraph 4 within a period of two weeks.

B R E PR AGEIE 2 MR H A i FEERy - HEIR A BT
RE ST HAMMHBREE R SR HFE B R - ZEFT RS
S 4 TR e K TARR REA Ry oL o

Where none of the other supervisory authorities concerned has objected
to the draft decision submitted by the lead supervisory authority within
the period referred to in paragraphs 4 and 5, the lead supervisory
authority and the supervisory authorities concerned shall be deemed to
be in agreement with that draft decision and shall be bound by it.
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B AT H A A RR B E BRI 28 4 JE GRS TEPt SR $ 4
R E PR T R A0 R SR R - R SRR E R
B AHIRR B R Rl R B R S S S A

The lead supervisory authority shall adopt and notify the decision
to the main establishment or single establishment of the controller
or processor, as the case may be and inform the other supervisory
authorities concerned and the Board of the decision in question,
including a summary of the relevant facts and grounds. The supervisory
authority with which a complaint has been lodged shall inform the
complainant on the decision.

ORI BB AR L TS T Sl R B DRI 15 R %Yf’é’@%z}
T SRR BB — o ST B - e HAAHBR B E PR e R B
IR WA AR B - ZH AR BE TR E
I FHER A RIRZ AR -

By derogation from paragraph 7, where a complaint is dismissed or
rejected, the supervisory authority with which the complaint was
lodged shall adopt the decision and notify it to the complainant and
shall inform the controller thereof.

B AR B AT AN T2 BN - B 7 I HUENE M - SZBEERER
LB EHRH M R R B IR H S AR - W@ A E 2 -
Where the lead supervisory authority and the supervisory authorities
concerned agree to dismiss or reject parts of a complaint and to act
on other parts of that complaint, a separate decision shall be adopted
for each of those parts of the matter. The lead supervisory authority
shall adopt the decision for the part concerning actions in relation
to the controller, shall notify it to the main establishment or single
establishment of the controller or processor on the territory of its
Member State and shall inform the complainant thereof, while the
supervisory authority of the complainant shall adopt the decision for
the part concerning dismissal or rejection of that complaint, and shall
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10.

10.

11.

11.

12.

12.

notify it to that complainant and shall inform the controller or processor
thereof.

SR PR s A B i B [ TR BB [ A 2 B o FR R T 2
BRI FHER R AU TEY - RURES R L BREER o SR AU s Bk
QRUELEG B B s B PR E R BTN L B - HERE R K
RS HHEE F R B 2 0 ST R — o SOk - WG
RITERERA -+ T FH R A o T 8 A I st ] S B [ A~ 32 B F R
B3 Bk - RES B S R A ELRAEE H BRI -
After being notified of the decision of the lead supervisory authority
pursuant to paragraphs 7 and 9, the controller or processor shall take
the necessary measures to ensure compliance with the decision as
regards processing activities in the context of all its establishments in
the Union. The c